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1. OBIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT' PAMMBbBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.01 DKCIIVIYATALIUSA ABTOMATU3UPOBAHHBIX (MH®OPMAILIMOHHDbIX)
CUCTEM B 3BAIIMIIEHHOM UCIIOJIHEHUN»

1.1. Heap 1 MecTO NPO(hecCHOHAIBLHOI0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM
NPOrpaMMblI

Lenp Momyns:
(MHQOPMAIIMOHHBIX) CUCTEM B 3alIUIIEHHOM HCIIOJIHEHUN.

[TpodeccronanbHbIil MOAYNb BKIIOYEH B 005S3aTENbHYIO YacTh MPOPECCHOHATBHOTO IHKIIA
oOpa3oBatenbHOi mporpammbl 1o crenuanbHocTH  10.02.05 Obecnieuenne uHDOPMAITMOHHON

OCBOCHHE BHJA MOCATCIBHOCTH «OKCILIyaTalus aBTOMAaTHU3WPOBAHHBIX

0e301acHOCTH ABTOMATU3WPOBAHHBIX CUCTCM.

1.2. Ilnanupyemble pe3yabTAThl 0CBOEHHS MPO(ecCHOHATIBLHOT0 MOIYJIs

PGSYJ'IBTB.TBI OCBOCHUA HpO(beCCI/IOHaJ'IBHOI‘O MOAYyJd COOTHOCATCA C IUIaHUPYCEMbIMU

pe3yjibTaTaMu

OCBOCHHA

00pa3oBaTeNbHON  MPOrpaMMBL,

KoMMeTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesysbrare ocBoeHuUs MPO(EeCCHOHATBHOTO MOTYJIsE 00YYarOIIUHACS TOJKEH:

npeacTaBJICHHBIMA B

MaTpune

KOH(UTYpUPOBATH, TIPOU3BOIUTH
MOHTaX JIUarHOCTHKY H
ycTpaHats HeucnpasHocTu KC
— Paborarts ¢ cereBBIMU
IIPOTOKOJIAMH Pa3HBIX yPOBHEH
— OcyuiecTBasTh
KOH(UTYypUpOBaHHE

— BbInosHATE HACTPOIKY
KOMITOHEHT CHCTEM 3aIUThI
nHpOpMAITAN
aBTOMAaTH3UPOBAHHBIX CHCTEM
— IIpou3BOANTH YCTAHOBKY,
a/lanTalyio U CONPOBOXKACHHUE
TUIIOBOTO NIPOTPAMMHOTO
obecrieyeHusi, BXOIAIIETO B
COCTaB CHCTEM 3alUTHI
nndopmanuu AC

KOMITBIOTEPHBIX CeTel U uX
anmapaTHbIX

— CeteBbBIX MOJEIIECH

— IIpoTokoJi0B ¥ IPUHIMIIOB
aZipecauu

Koa OK,
K Ymers 3HaTh Buagers HaBBIKAMHU
OK.05 — TPaMOTHO U3JIaraTh CBOM — mpaBuiIa opopMIICHUS
MBICJIU ¥ O(OPMIISITH IOKYMEHTBI | JIOKYMEHTOB
1o po(heCCUOHANIbHOM TEMAaTHKE | — IPaBUIIA TOCTPOCHUS YCTHBIX
Ha rOCy/IapCTBEHHOM SI3BIKE coo0IIeHuH
— TPOSIBJIATH TOJIEPAHTHOCTH B — 0COOEHHOCTH COLMAIIBHOTO U
paboueM KOJUIEKTHBE KYJIBTYPHOTO KOHTEKCTa
I[IK 1.1. | — BrnonHATH — CocTaB 1 NPUHIUIIBI PAaOOTHI — VYcraHaBnMBaTh KOMIIOHEHTHI
KOH(UTYypUpOBaHHE ABTOMATH3MPOBAHHBIX CHUCTEM, CHCTEMBI 3aIIUTHl HHPOPMAINU
— Hacrpausats OTIEPAIIMOHHBIX CHCTEM H CPej ABTOMATH3MPOBAHHBIX
aBTOMAaTH3UPOBaHHBIE cUCTeMBbl B | — [IpuHnmme! paspabotku (MHGOPMAIIMOHHBIX) CHCTEM
3aIIMIIEHHOM UCIIOJIHEHUN ITOPUTMOB IIPOTPaMM, — HacTpanBaTh KOMITIOHEHTHI
— Ilpon3BOIUTH KOMIIOHEHT OCHOBHBIX IPHEMOB CHCTEMBI 3aIIUTHl HHPOPMAINU
CHCTEM 3aIIUTHl HHPOPMAINU nporpamMMupoBaHust Mozgenn 6a3 | aBTOMaTH3NpOBAHHBIX
aBTOMAaTHU3UPOBAHHBIX CUCTEM JTaHHBIX (nHpOPMAITMOHHBIX) CUCTEM
— IIpunnune! nocTpoeHus,
(hn3nvecKre OCHOBHI PabOTHI
nepuepuiHBIX yCTPOHCTB
[IK 1.2. | — OpraHu3oBbIBaTh, — Teopernueckne OCHOBBI — AJIMHMHHCTPUPOBATH

ABTOMATU3UPOBAHHBIC CUCTEMA
B 3aIIUIIICHHOM HCIIOJTHCHUU




IIK 1.3. | — HacTtpauBare HeucmnpaBHOCTH | — Ilopsimok yCTaHOBKM CpPEACTB | — DBBIMONHATH SKCIITyaTalUIO
MIPOTrPaMMHO-aINaPaTHBIX 3aIIHUTHI nHpOpMannuu B | KOMIOHEHTOB CHCTEM 3alUTHI
CPEACTB 3aIUTHl MHGOPMAIMK B | KOMIBIOTEPHBIX CETAX nHpopmanuu
KOMITBIOTEPHBIX CeTsX mo | — BBom B 3KCIuIyaTamuio | aBTOMAaTH3MPOBAaHHBIX CHCTEM
3agaHHbIM [IpaBumam CpEeACTB 3ammThl HHpOpMannu B
— YcrpasaTth HEHUCIPABHOCTH | KOMITBIOTEPHBIX CETSIX
MIPOrpaMMHO-aNNapaTHBIX
CPEACTB 3alUTHl MHPOPMAIMU B
KOMITBIOTEPHBIX ceTsix o
3aganHbIM [IpaBuiam

[IK 1.4. | — ObGecneunBathb — IIpunuuner OCHOBHBIX | — DBBINONHATE  JUArHOCTUKY
paboTocrnocoOHOCTh METOJI0B OpTraHU3alHu KOMITOHEHTOB CHCTEM 3allHUThl
— OOHapyXuBaTh — IlpoBenmeHns TeXHHWYECKOTO | MH(pOpPMAIHU
HEHCIPaBHOCTH 00CITyXMBaHHUS BBIYMCIUTEIHFHON | aBTOMAaTH3UPOBAHHBIX CHCTEM
— YcTpaHATh HEHCIPABHOCTH TEXHUKH M JPYTHX TEXHUYECKUX | — YCTpaHATh OTKa3bl

CpencTB HHPOPMATH3AITUI paboTocmocoOHOCTH
ABTOMATH3MPOBAHHBIX

(mHQOPMAIIIOHHBIX) CHUCTEM B
3alIMIIEHHOM UCIIOJHEHUH

— BoccranaBnusath
paboTOCIOCOOHOCTH
aBTOMAaTH3MPOBAHHBIX
(uHOpPMAIOHHBIX) CHUCTEM B
3aIIMIIEHHOM UCIIOJHEHUH

2.1. TpynoeMKOCTb OCBOCHHUSI MOAYJIAA

2. CTPYKTYPA U COAEPKAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA

B T1.4. B popme
HaumMeHoBaHUe COCTABHBIX YacTeid MOAYJIst O0BeM B yacax NPaKTHYeCKOI
MOJArOTOBKH

YueOHbIe 3aHATHS 410 318
Kypcosas pabora (IIpoexT) - -
CamocrosTenbHas pabora 22

IIpakTHka, B T.4.: 204 204
y4yeOHast 84 84
IIPOU3BOJCTBEHHAs 120 120
[TpomexyTouHas arTecTanus, B TOM YHCIIE: 12
MJIK 01.01 6 ¢hopme sx3amena 12
MJIK 01.02. 6 hopme sx3amena 12
MJIK 01.04. 6 hopme s3x3amena 12

MJIK 01.05. 6 hopme sx3amena 12

1IM 01

Bcero 696 522

2.2. CtpykTypa npo¢ecCHOHAIBHOT0 MOAYJIsI
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1 2 3 4 5 6 7 8 9 | 10
OK 05; TIK 1.1. Pasnen 1 OnepannoHHbie
IK 1.2. TIK 1.3. CHCTEMEL 130 80 | 130 [112] - | 6 |12
IIK1.4.TIK 1.5
OK 05; TIK 1.1. Pasnen 2 ba3el nanHbIX
TIK 1.2. TIK 1.3. 96 64 96 80 - 4 12
IIK1.4.TIK 1.5
OK 05; TIK 1.1. Pasnen 3 Cetu 1 cuCTEMBI
IIK1.4.TIK 1.5
OK 05;IIK 1.1. Pa3zpen 4 Dxcmtyaranus
1K 1.2. 1IK 1.3. ABTOMATH3MPOBAHHBIX
IK 1.4.IIK 1.5 (MHGbOPMAITHOHHEIX) 86 s6 | 86 | 70 | -| 4 |12
CHUCTEM B 3alUIIEHHOM
HCIIOJTHEHUH
OK 05; TIK 1.1. Paspnen 5 Dkcmryararnms
IK 1.2. TIK 1.3. KOMIIBIOTEPHBIX CeTe 100 70 | 100 | 84 | - | 4 |12
IIK1.4.TIK 1.5
VYyeOHas IpaKTHKa 84 84 84
I1
POU3BOICTBEHHAS 120 120 e
NpaKTHKa
ITpomexxyTounas 1 2
aTTecTalys
Bcezo: 696 | 522 | 480 [ 462 | - | 22 [ 60|84 120




2.3. Copepxanue npogeccuoHaJILHOT0 MOXYJIsI

HaumenoBanue Oo0beM, akag. 4/ B
pa3fiesioB U TeM TOM 4HUCJIe
HpOhecCHOHATBHOTO Conep:xanue yueOHOro MaTepuaa, B dopme
monyas (TIM), JadopaTopHble padoThI M NPAKTHYECKHE 3AHATHS, CAMOCTOATEIbHAN YUeOHast npaKTHeCKOi Kon IIK, OK
padoTa obyualomuxcs, KypcoBasi padora (poeKT
MEKAMCIUNIIMHAPHBIX MOJArOTOBKH,
KypcoB (MJIK) akai. 4
1 2 3 4
Pasnes 1 mogyns. OnepanuoHHbIe CHCTEMBI 130/80
MJK.01.01 112/80
Tema 1.1. OcHOBBI Conep:xanue 8
TEOPUH ONEPAITOHHBIX Onpenenenre onepaudoHHON cucteMbl. OCHOBHBIE NOHATHA. lcTOpUs pa3BUTHS 2 OK 05 IIK1.1.
CUCTEM ONEPALlMOHHBIX CUCTEM. K 1.2. TIK 1.3.
Bunst onepanmonnbix cucteM. Kitaccudukaiust onepannoHHBIX CUCTEM 110 pa3HbIM 2 IIK 1.4
npusHakaMm. OnepanroHHas cCucTeMa Kak HHTepdeiic Mex 1y IporpaMMHbBIM U
anmnapatHbeIM obecnieueHreM. CHCTEMHBIE BBI3OBBL
B ToM 4mciie npakTHYeCKUX 3aHATHI U 1a00pPaTOPHBIX padoT 2
Uccnenopanue nporecca 3arpy3ku OC
B Tom unciie camocTosiTeqibHAsA padoTa 00y4aroMXCcs 1
HccnenoBanus B 06JaCTH ONEPAllMOHHBIX CUCTEM
Tema 1.2. MammunHO- Coaepxanue 16
3aBHCHMBIE U MAIIMHHO- 3arpy3unk OC. Mannmanu3anus anmnapatHbeix cpeacts. [porecce 3arpy3ku OC. ) OK 05 TIK1.1.
HE3aBUCHMBIE CBOMCTBA Iepenocumocte OC. MammnHO-3aBucuMBIe Moayn OC K 1.2. 1IK 1.3.
OIICPALIMOHHBIX CHCTEM 3agaun OC 1o ynpaBieHUIO ONEPALUSIMHU BBOA-BbIBOAA. MHOTOCIOWHAA MOJEIb ) TIK 1.4
MOJICHCTEMBI BBOIa-BbIBOAA. JpaliBepsl. [loaeprkka onepaiuii BBOJia-BbIBOJIA.
B ToM unciie npakTHYeCKUX 3aHATHII U 1a00pPaTOPHBIX padoT 12
Buptyansasie Mamunbl. Coznanue, Moaudukanus, padora 2
YcranoBka OC 2
Cosznanvie U U3y4eHHe CTPYKTYPBI pa3fesioB JKECTKOTO JUCKa 2
Pabota ¢ daiinamu. Paiinosas cucrema. Bunsl daiinoseix cucrem. dusndeckas 2
opranuszauys ¢aiiaoBoi cucremsl. Tunsl ¢ainos
daiinoBbIC ONepalMy, KOHTPOJIb JOCTyNa K (aiiiam 4
Tema 1.3. MonynbHas Copepxanne 8
CTPYKTYpa OIEPAalMOHHBIX | DK30s1p0. Mojaens KiIneHT-cepBep. Pabora B pexxnme monp3oBaTes. PaboTa B 2 OK 05 TIK 1.1.
CUCTEM, IIPOCTPAHCTBO KOHCOJIFHOM pexkume. OO0I0YKH OMepalMOHHbBIX CHCTEM. K 1.2. TIK 1.3.
MOJIL30BAaTENS B TOM YHciIe NPaKTHYECKUX 3aHSATHI U J1a00PATOPHBIX padoT 6 MK 1.4
Hactpoiika mapameTpoB paboyeid cpeapl Mojab30BaTeNs 2




N3y4enre ocHOBHBIX KOMaH/ I paboThI ¢ (haifioBoil cucTeMOl B KOHCOJIBHOM 4
pexuMe
Tema 1.4. YpaBnenue Coaepxanue 6
MTaMATHIO OcHoBHOe ympaBieHue namsaTeio. [logkauka. BupTyanpHas mamMsTe. AJTOPUTMBI 2 OK 05 TIK1.1.
3aMEIICHHS] CTPAHHIT IIK 1.2. TIK 1.3.
B ToM unciie NpakTHYeCKUX 3aHATHI U Ja00pPaTOPHBIX padoT [IK 1.4
MOHUTOPHHT 32 UCIIOIB30BaHUEM MaMSITH
PazpaboTka crctem co CTpaHMYHOI opraHu3anuel naMsTi. Bompocsl peann3anuy. )
CerMmeHTanus nNaMsaTH
Tema 1.5. Yopasienue Conep:xanue 10
IIPOLIECCAMH, [Tonsitue npouecca. Ilonsarue notoka. [lonarue npuopuTeTa U 04epeau NPOLECCOB, 2 OK 05 IIK1.1.
MHOT'OITPOLIECCOPHBIE 0COOEHHOCTH MHOTOIIPOLIECCOPHBIX CUCTEM. K 1.2. TIK 1.3.
CUCTEMBIL Mesxmponeccoproe B3aumoeiricteue [loHsTie B3anMoOI0KHPOBKH. Pecypchl, 2 IIK 1.4
00HapyKeHHE B3aUMOOJIOKHPOBOK
B TOoM umciie NpaKTHYEeCKHUX 3aHATHI M J1a00paTOPHBIX padoT 6
YnpaBieHue npoieccaMmu 2
HaburoieHue 3a MCIOJIb30BaHUEM PECYPCOB CHCTEMBI 2
W36eranne B3aumMob610kupoBoK. [IpenoTBpaiienne B3auMo0JIOKMPOBOK 2
Tema 1.6. Bupryanuzanus | Cogepaxanue 15
1 00JIa4YHBIE TEXHOJIOTUH TpeOoBanus, mpuMeHseMbIe K BUpTyaIn3anuu. [ unepsuzopsl. TexHonoruu 2 OK 05 TIK1.1.
3bGEKTUBHON BUPTYaTH3aUU K 1.2. TIK 1.3.
Buptyanuszanus namstu. BupTtyanusauus BBoga-BeiBoAa. BupryanbHble ycTpoiicTBa 2 I[IK 1.4
B ToM unciie npakTHYEeCKUX 3AHATHIA M J1a00pPaTOPHBIX padoT 10
YcraHoBKa U HacTpo¥Ka ceTeBbIX napamerpoB VMware Workstation 2
Co3nanue U HacCTPOliKa BUPTyabHOH MamuHbl B VMware Workstation. M3menenue 2
KOH(QUTYpaluu BUPTYAITbHO MAIITHHEIL
YcranoBka, HacTpoiika u 3anmyck Oracle VirtualBox 2
YcranoBka u 3amyck rocreBoii OC B BM Oracle VirtualBox 2
Hcnonp3oBanue 00auHbIX TeXHOJOrHH. [IpermMyIiiecTBa HCIOIb30BaHUs 001aKOB 2
B ToM uncie camocToATebLHAA padoTa 00yYarONIUXCA 1
Co3pmanue BUpTyalbHOH MaluHbl. McciegoBanus B 00JacTH BUPTYAIH3alUHl U 00JaKOB
Tema 1.7. [IpuHUIHIIEI Copepxanne 19
MTOCTPOEHUS 3aITUTHI [onste 6e3onacuoctn OC. Knaccudukanus yrpo3 OC 2 OK 05 TIK1.1.
UH(pOpMAIIUK B HcTouHuku yrpo3 HHPOPMAIIMOHHOH 06€30MacHOCTH M 00BEKTHI BO3JICHCTBHS 2 K 1.2. TIK 1.3.
ONEPALMOHHBIX CUCTEMAX | B TOM 4mc/ie MPAKTHYECKHX 3aHATHIA 1 J1a00PaTOPHBIX padoT 14 MK 1.4
VYnpaBneHue yueTHbBIMHU 3aIMCIMH MTOJIB30BATENIEH M JOCTYIIOM K pecypcam 2
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Nzyuenne cnocoboB ayrenTudukanuu noms3zoateneit B OC Windows. Hactpoiika OC
Windows u1s peain3aiiiy NOJIUTHUKHU MAapOJbHON 3aIIUTHI

[ImanupoBaHue U HACTPOIKA MOJUTHKH ayauTa pecypcoB U cobbituii B OC Windows

YrpasieHue KypHaIOM 0e30MaCHOCTH

W3ydeHre mTaTHRIX CPENCTB 3aHUTH HH)OPMAITUHN B ONEPAITMOHHBIX CHCTEMaX

ApXI/IBaHI/Iﬂ 1 BOCCTAHOBJICHHUC JAaHHBIX

VYcTaHOBKa 1 HACTpOWKa aHTUBHPYCHBIX ITporpamm. M3ydeHne npuHIUIOB
JMAarHOCTHKH aHTUBUPYCHOM 3aIUTHI

NN N[N [N

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
Amnanus xxypHana ayauta OC

Tema 1.8. Onepannonnsie
cucteMbl UNIX, Linux u
MacOS, Android

Conep:xanue

22

0630p cucremsr Linux. [Iponeccr B cucteme Linux. YmpasieHne namsThiO B
Linux. Bog-eiBox B cucteme Linux. ®aiinoBas cucrema UNIX.

OnepallnOHHBIE CUCTEMbI OTEYECTBEHHBIX KoMIianuii: Astra Linux, Pex OC

[\

B Tom unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

[y
=)}

Hactpoiika nosnp3oBarensckoro untepderica PEJ] OC

Peanuzauus cucremubix HacTpoek PEJI OC

Pabora ¢ markamu u Qaitnamu, cpercTBaMu MyJIbTUMEANa U KoMMyHuKarusmu B PEJ]
oC

Pabora B CLI OC Linux

Pasrpannuenue npaB 10CTyma

O6ecneueHune HCJIOCTHOCTU U JOCTYITHOCTHU JAaHHBIX

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
Amnann3 BO3MOXKHOCTEH 0T€UECTBEHHBIX OIICPAIMOHHBLIX CUCTEM

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 1.9. OneparmorHas
cucrema Windows

Conep:xanue

Crpyxkrypa cucremsl. [Iponieccel u motoxu B Windows. Ynpasnenue naMsateio. Beoa-
BEIBOJ B Windows.

N(EA D [N N (NN

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

(9]

YcraHnoBka u iepBuyHast HacTpoiika Windows.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 1.10. CepBepHble
OIEepaIiOHHBIE CUCTEMBI

Conep:xanue

12

OcnoBHoe HazHaueHue cepBepHbIx OC. OcobenHocTu cepBepHbIx OC.
Pacrnipenenentsie (haiiioBbie CHCTEMBI.

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

Pabota c cereBoii (aiisIoBO CHCTEMOH.

AN

Pabota ¢ cepsepHoii OC, Hanpumep, AltLinux.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4
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B ToM unciie camocTosTe/IbHAA padoTa 00y4YaOUIUXCH
H3y4enne aHanUTHYECKUX 0030pOB B 00JaCTH HOCTPOCHUS CUCTEM 0€30I1aCHOCTU
OIIepalMOHHBIX CHCTEM

00606menne Tem MJIK 4
IIpomexxyTounas arrecramust mo MJIK.01.01 12
Paznes 2. ba3bl 1aHHBIX 96/64
MJK.01.02 ba3bl JaHHBIX 80/64
Tema 2.1. OcHOBHEIE Conep:xxaHue 2
MOHSTHS TEOPHUH 0a3 [onstue 6a3p1 qanHbIX. KoMmmoHenTs cuctemsl b/1: nanHble, anmapaTtHoe obecrievuenue, OK 05 TIK 1.1.
JaHHBIX. Mozieny JaHHBIX | MporpaMMHOE oOecTieueHue, monbp30BaTend. OIHOMOIB30BATENBCKUE H K 1.2. TIK 1.3.
MHOT'OTIOJIb30BaTENLCKUE CUCTEMBI 0a3 AaHHBIX. IHTerprpoBaHHbIe U 00IINE JaHHBIE. IIK 1.4
OOBEKTHI, CBOMCTBA, OTHOIICHHS. 1
Monenu nansbeix. Mepapxudeckue, CeTeBbIe U PEISIIUOHHBIC MOJIETH OPTaHU3aIHN
JaHHBIX. TepMUHOJIOTHS PENSIIIMOHHBIX Moaeel. Kiaccudukanust cymHocTen.
B ToM unciie camocTosTebHAA padoTa 00y4arOIUXCs
Lentpanu3oBanHOE yIpaBiIeHUE JTaHHBIMU, OCHOBHBIE TPEOOBAHHUS. 1
[octpensaunonnapie MoaenH MaHHBIX. J{BeHamaTh npasmi Koana miis onpeneneHus
KOHIIENIIMH PEIISIIUOHHON MOJIEIIH.
Tema 2.2. OCHOBEI Conep:xanue 3
PEIISLIMOHHON anreOphl OCHOBBI pesIMOHHON anreOprl. TpaauIMOHHbIE OllepaIiii Hal OTHOIICHUSIMU. OK 05 TIK 1.1.
CrneunanbHble Onepanuu Hajl OTHOWEHUsAIMU. Onepauy HaJl OTHOIICHUSIMU 1 TIK 1.2. TIK 1.3.
JIOTIOJIHEHHEIE [{eToM. IIK 1.4
B ToM unciie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 2
TpauIMOHHBIE ONepaIiy HaJ OTHOIICHUSIMHU )
CrienuasibHBIE OTIepaIiy HaJl OTHOIICHUSIMHU
Tema 2.3. bazoBsle Copepxanue 1
MIOHATUSA U bazosrie nonsitus CYB/]. OcHoBHBIE QyHKIMH, peanuzyemble B CYB/l. OcHoBHBIE OK 05 IIK1.1.
KJIACCU(HUKAIHS CHCTEM kommoneHTsl CYB/] n ux B3aumopeiicrsue. Uarepdeiic CYB/l. SI3p1koBBIE cpeacTBa 1 K 1.2. TIK 1.3.
ynpasieHus 6azamu CYB. Knaccuduranusi CYB/I. CpaBaurensHas xapaktepuctuka CYB/L. [IK 1.4
JaHHBIX 3nakomctBo ¢ CYBJI SQL Server Management Studio
Tema 2.4. Conep:xxanue 2
IemocTHOCT NaHHBEIX Kak | B ToM 4Mciie caMmocTosiTeIbHAsI padoTa 00y4yarImnxcs OK 05 TIK1.1.
KITI04YeBOE MOHATHE 0a3 [TonsiTHE LIENTIOCTHOCTH ¥ HEMPOTHBOPEUMBOCTH JAaHHBIX. [IpuMepsl HapyIIeHus 1 K 1.2. TIK 1.3.
JAHHBIX LIEJIOCTHOCTU U HEMPOTUBOPEUMBOCTH JaHHBIX. [IpaBuiia u orpaHuYeHHUsL. IIK 1.4
Tema 2.5. Conep:xanue 5
HupopmarinonHsie Tune! uHGOPMAIIMOHHBIX MojeeH. JIornueckue MOAEIU TaHHbIX. DU3NYECKHEe MOIEIH 1 OK 05 TIK 1.1.
JNAHHBIX. IIK 1.2. TIK 1.3.
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MOJICIIH PEIIAIMOHHEIX 0a3 | B TOM 4YHC/Ie MPAKTHYECKUX 3AHATHII U JIa00pPaTOPHBIX padoT 4 IIK 1.4
JAHHBIX [IpoexTrpoBaHe HHPOIOTHIECKON MOACTH JaHHBIX 4
Tema 2.6. Hopmanuzamus | Cogepxanue 6
TaOJIUIL PEISIIMOHHON HeobOxomumocTs HOpManu3aui. AHOMAIUN BCTaBKH, yIaJIeHUS U OOHOBIICHHSL. 1 OK 05 TIK1.1.
0a3bl TaHHBIX. [IpuBeneHne TabIUITHI K TIEPBOH, BTOPOH M TPEThel HOPpMaIBHBIM (popMam. K 1.2. TIK 1.3.
[TpoekTupoBanue cBsi3eii | B TOM 4Ymciie MPAKTHYECKHX 3aHSTHIi U JIA0OPaTOPHBIX padoT 4 K 1.4
MEXTy TabIMLIaMH. [IpoexTHpOBaHNE CTPYKTYPHI 0a3bl JAHHBIX 2
[IpuBenenne TabIUITHI K TIEPBOH, BTOPOI M TPETheH HOPMAIBHBIM (popMam. 2
B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCcs
Hanpuelinias HopManuzanust Tabaun. YeTBepTast U msatasi HOpMalbHbIE (POPMBI. 1
[IpumeHeHue npolecca HOPMATU3ALIH.
Tema 2.7. Cpencrtsa Conep:xanue 7
aBTOMAaTU3alluU CASE-cpenctBa, CASE-cucrema u CASE-rexnonorus. Knaccuduranus CASE- 1 OK 05 IIK1.1.
IPOCKTUPOBAHUS cpeacts. ['paduueckoe npeacrasneHne Mozenei npoekruposanus. UML. K 1.2. TIK 1.3.
B ToM unciie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 6 IIK 1.4
[IpoexTupoBanue 0a3bl NaHHBIX ¢ Ucnoiab3oBaHrueM CASE-cpencTs — nuarpamma >
CYLIHOCTb-CBSI3b
[IpoekTrpoBaHue nuarpaMMbl IOTOKOB TAHHBIX 2
[IpoexTrpoBaHue nuarpaMmbl IpeleAeHTOB UCII0Ib30BaHUS. 2
Tema 2.8. Coznanue 6a3pl | Cogep:kaHue 5
JaHHBIX. Cosnmanue 0a3nl JaHHBIX. PaboTa ¢ TabaumamMu: co3ganue TaOauIbl, K3MEHEHHUE OK 05 TIK1.1.
MaHunynupoBaHue CTPYKTYPBI, HAITOJTHEHNE TAOIHIIBI JAHHBIMHU. Y TIpaBJICHHE 3alUCSIMU: 100aBIeHUE, K 1.2. TIK 1.3.
JTAaHHBIMU. peAaKTHpOBaHKE, YIAJICHUE U HaBuranus. PaboTa ¢ 0a30i JaHHBIX: BOCCTAHOBJICHUE U 1 IIK 1.4
cxatue. KoManapl XxpaHeHusi, 100aBIeHNS, peIaKTUPOBAHUS, yIAICHUS U
BOCCTaHOBJICHUS] TAHHBIX.
B ToM unc/ie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 4
Cosnanue 6a3nl qannbix cpeacteamu CYB/I. PaboTa ¢ Tabnumamu: go6asieHue,
penaKkTUpOBaHuE, yaaleHHe, HABUTALIUS 110 3aIIUCSIM. 4
OTkpeITHE B MOAMbUKANKS TaHHBIX. HaBuramms mo Habopy TaHHBIX.
B ToM unciie camocToATeIbLHAA padoTa 00y4YarOUIUXCA
Tema 2.9. Unaexcsl. Copepxanne 7
Cassu Mmexy Tabnuuamu. | [MocremoBaresbHbIN MOKCK HaHHBIX. COPTHPOBKA M (DUIIBTPAIIUS IAHHBIX. 1 OK 05 IIK1.1.
OO0ObenuHeHne TaduL] Wunexcuposanue tadauil. Pasnuunbie THIBI HHACKCHBIX (haiiioB. Paboune obnactu u K 1.2. TIK 1.3.
rniceBgoHUMBI. CBsa3b Ta0mui. O0berHEeHE TAOIHULI. IIK 1.4
B ToM 4nciie IpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT 6
Coznanue B3auMOCBsI3el 2
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CopTHupoBKa, MMOUCK U (GUIBTPAIHS TaHHBIX
Crioco0bI 00beUHEHUS TAOJIHI]

Tema 2.10.
CTpyKTypHUpOBaHHBIH
sI3BIK 3arpocoB SQL

Conep:xxaHue

OO01mas XxapakTepuUCTHKA SI3bIKa CTPYKTYpHUPOBaHHBIX 3ampocoB SQL. CTpyKTypsl n
Tunel qaHHbX. CtanaapTel A3eika SQL. KoMaHbe onpeesieHus TaHHBIX U
MaHUNYJUPOBAHUS TAHHBIMU.

B ToM unciie npakTHYeCKUX 3aHATHI B J1a00PATOPHBIX PadoT

Co3zmanne 0a3bl TaHHBIX ¢ TOMOIEI0 KoMadn SQL. PegaktupoBanue, BCTaBKa U
yAalleHue JaHHBIX Cpe/IcTBaMU si3bika SQL

OK 05 IIKI.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 2.11. Onepatopsl u
¢ynkuuy s3pika SQL

Conep:kanue

Crpykrypa komanns! Select. YcnoBue Where. OniepaTops! ¥ yHKIIHN TPOBEPKH
ycnoBuit. Jlormyeckue onepatopsl. ['pynmnossie pyHkimn. OyHKIMK AaTHl 1 BpEMEHHU.
CuMBOJIbHBIC (PYHKIIHH.

—

B ToM uMciie NpaKTHYECKHUX 3aHATHI M J1a00pPaTOPHBIX padoT

Co3adne U UCI0JIb30BaHNE 3a11poCOB

['pynnupoBka u arperupoBaHue JAHHBIX

KoppenupoBaHHbie BIIOKEHHBIE 3aITPOCHI

COS,I[aHI/Ie B 3aIIpoCax BbIYUCIIACMBIX nojiei. VMcronas3oBanue YCJ'IOBI/Iﬁ

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 2.12.
ApPXUTEKTYpBI
pacnpezie/ieHHbIX 0a3
JTAHHBIX

Copepxanue

ApPXUTEKTYpHI KIIHEHT/cepBep. JloCTOMHCTBA U HEJJOCTATKH MOJICIIEH apXUTEKTYPhI
KITUCHT/CepBep U UX BIHsSHUE Ha pyHKIMOHUpoBaHue ceTeBbix CYB/I.
IIpoexTupoBanue 6a3bl JaHHBIX 110 KOHKPETHYIO apXUTEKTYPY: KIHMEHT-CEpBEp,
pacnpeiesieHHble 0a3bl JaHHBIX, MapajiesibHast 00padoTKa TaHHbIX.

— NN DN [N

B ToM unciie npakTUYECKUX 3aHATHI U J1a00PATOPHBIX PadoT

VYnpasneHue JOCTYNOM K 0ObeKTaM 0a3bl TaHHBIX

OTnnyms ¥ IpeUMyIecTBa yAaleHHBIX 0a3 JAHHBIX OT JIOKATbHBIX 0a3 TaHHBIX.
[IpeumyiecTBa, HENOCTATKU U MECTO IIPUMEHEHMSI IBYX3BEHHON U TPEX3BEHHOM
APXUTEKTYPBL.

B ToM unciie camocTosiTebHAA padoTa 00y4arOUIAXCs

OK 05 TIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Tema 2.13. CepBepnas
4acTh pacnpeesieHHOH
0asbl JaHHBIX

Conep:xanue

[Imanuposanue u pa3séproiBanne CYB/] st paboThl ¢ KITMEHTCKUMH NPUIIOKEHUSIMU

B ToM 4nciie IpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT

YcranoBka CYB/I. Hactpoiika komnonenToB CYB/L.

OK 05 IIK1.1.
MK 1.2. TIK 1.3.
K 1.4

Conep:xanue

N |PB (A=W




13

Tema 2.14. Kimuenrckas [TnarupoBanme npunoxenuit. Opranuzanus HHTEepdeiica ¢ Moab30BaTEICM. 1 OK 05 TIK 1.1.
4acTh PACIPEACICHHON 3HAKOMCTBO ¢ MacTepaMH U KOHCTPYKTOPaMH IIPH MPOEKTUPOBAHUU OPM U OTUETOB. K 1.2. TIK 1.3.
0a3bl TaHHBIX Tumel Merro. PaboTa ¢ MeHI0: co3nanue, MoaudUKaITus. IIK 1.4

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT 6

Coznmanne hopm. Co3gaHue OTICTOB 2

Coznanue MeHI. ['eHeparius, 3amyck. 2

[IpodunupoBanue 3anpocoB KIMEHTCKUX MPHIIOKCHUH. 2
Tema 2.15. Conep:xxaHue 5
Obecrieuenne VYrpo3ssl nenoctHocty CYBJI. OCHOBHBIE BUIBI U IPUUMHBI BOSHUKHOBEHHUS YIPO3 1 OK 05 IIK1.1.
LIEJIOCTHOCTH, nenoctHoctd. CriocoObl mpoTuBoeiicTBus. [IpaBrna, orpaHnyeHusI. K 1.2. TIK 1.3.
JOCTOBEPHOCTH U ITonsTHe XxpaHuMoi npoueaypsl. JlOCTOMHCTBA U HELOCTATKU UCIIOJIb30BAHUS IIK 1.4
HENPOTUBOPEUYUBOCTH XpaHuMbIX npouenyp. [lonarue tpurrepa. S3bIK XpaHUMBIX IPOLIEAYP U TPUITEPOB.
JaHHBIX. Kackannpie Bo3feiicTBrs. YipaBieHre TPaH3aKIKUIMHU M K3IIHPOBaHUE MaMsTH.

B ToM unciie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 4

Pa3paboTka XpaHUMBIX MTPOLIETYP 2

Paspabotka TpurrepoB. Co3ganne npeacTaBIeHUI 2
Tema 2.16. IlepexBar B ToM uMciie NTpaKTHYECKHUX 3aHATHI M J1a00pPaTOPHBIX padoT 4
HUCKIIIOYUTEIbHBIX IToHsITHE UCKITIOUUTENBHON CUTYyalluu. MATKUI U )KECTKUM BBIXOJ U3 UCKIOUYNUTEIbHON OK 05 TIK 1.1.
cuTyanui u o0padboTKa cuTyarui. MecTo BO3SHUKHOBEHHS UCKITIOUHTENBbHOM cuTyanuu. OnpeneieHne 4 K 1.2. TIK 1.3.
OmuOOoK XapakTepa OMMOKH, BRI3BABIIEH HCKIIOUUTEIHFHYIO CUTYAIIHIO K 1.4

Copepxanue 2

B ToM uncie camocTofTebHAA padoTa 00yYalONIUXCs
Tema 2.17. MexaHu3MbI Conep:xanue 3
3aIuUTHl THPOPMAIIHH B Cpencra uaentTudukanuu u ayrentudukanun. Oomue ceenenus. Oprannsanus OK 05 TIK1.1.
CUCTEMAX yIIPABICHU B3aumopeiicteust CYB/] u 6a3oBoii OC. CpenctBa ynpasieHus 40cTynoM. OCHOBHBIE K 1.2. TIK 1.3.
0a3aMu TaHHBIX MOHATHA: CyOBEKTHI U OOBEKTHI, TPYIIIBI IOJIB30BATENEH, TPUBUIIETUH, POJIU U 1 K 1.4

HpEACTABICHHUS. SI3bIKOBBIE CPEACTBA pAa3rPaHUUEHHUSI JOCTYIA. BUbI IPUBUIIETHIA:

MpUBWIIETHH 0€301acCHOCTH U fAocTyna. KoHnenus u peanuzanusi MexaHu3Ma poJiei.

CooTtHomenue npas noctyna, onpenensieMbix OC u CYB/I.

B ToM unc/ie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 2

VYupapiieHue mpaBaMu J0CTyla K 0a3am maHHbIx. CpelcTBa 3aliMThl MH()OpPMALUK B >

0a3ax TaHHBIX
Tema 2.18. KonupoBanne | Cogepxanue 5
Y TIEPEHOC JaHHBIX. Co3anue pe3epBHBIX KOHH Bceld 0a3bl JAaHHBIX, XKYyPHAJIA TPAH3AKIIHH, a TaKKe OK 05 TIK1.1.
BoccTranosienue 1aHHBIX | OJJHOTO WIIM HECKOJIBKHX (haitioB wiu (aitnoseix rpymi. [lapamiennsm onepariuii K 1.2. TIK 1.3.

MOJIU(HUKALNY JaHHBIX 1 KOMUPOBaHUs. THITEI pe3epBHOTO KOMUPOBAaHUS. Y IpaBIeHHE I[IK 1.4

pE3EpPBHBIMU KOMUSIMH.
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B ToM unciie npakTHYeCKUX 3aHATHI M JJa00PATOPHBIX PadoT

Ayaut gansbIxX ¢ nomoursto cpeacts CYB/I u tpurrepos

PC3€pBHOC KOIMUPOBAHUEC U BOCCTAHOBJICHUC 6a3 JaHHBIX

NS RN SRPF N

B ToM unciie camocTosTe/IbHAA padoTa 00y4YaOUIUXCA
ABTOMaTH3aIMs IPOLIeCCOB KOMMPOBaHMs. BoccTaHOBIEHNE JaHHBIX

00606menne Tem MJIK

I[Ipome:xyTounast arrecranus mo M/1K.01.02

12

Pasznen 3. CeTu u cucTeMbl nepeaaqyu HHGpopManuu

68/48

MIK.01.03 CeTu 1 cucTeMbl nepeaavyu mHpopmManumn

64/48

Tema 3.1. OcHOBHEIE
IIOHATHUA U OHpG}leﬂeHI/IH

Conep:xxaHue

12

Knaccudukarus cuctem cBsizu. COOOICHHS U CUTHAJIBI.

Bunpl anekTpoHHBIX cUrHaNOB. CHeKTpaibHOE MpeCcTaBIeHIE CUTHAJIOB.

[Tapametpsl curHanoB. O0beM 1 HHPOPMAIIMOHHAS] €MKOCTh CHTHAIA.

B Tom uncsie npakTHYEeCKUX 3AHATHH M J1a00paTOPHBIX PpadoT

OcobenHoctu pacnpoctpanenns OMB, mpumenenne SMB

M3ydenne u pacyeT mapamMeTpoB CHTHAIIA

I/I3y‘-ICHI/IC BUJIOB MOAYJIAINU CUT'HAJIOB

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 3.2. [TpuHUIHUIIE!
nepeaayr HHPOPMaLH B
CeTAX U CHCTEMaXx CBS3U

Conep:xaHue

QN[N e

Hasnauenvie n nmpuHIUIBI Opranu3anuu cereil. Kitaccudukanus cereit.
MHOroypOoBHEBBIN MOAXO.

[Mpotokon. UnTepdeiic. Ctex mpoTokosoB. TelrekoMMyHUKAITMOHHAS CPEa.

B Tom unciie npakTHYECKUX 3aAHATHIA M J1a00PATOPHBIX PadoT

I/I3y11eH1/Ie MIPUHIUIIOB MOCTPOCHUA TCIICKOMMYHUKAIIMOHHBIX ceTen

[\

B Tom uncsie camocTosiTeqIbHAS Pa00Ta 00y4aKOIINXCH
CeMuypoBHEBasi MOJICIIb OSi

—

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 3.3. Tunossie
KaHaJbl Iepeadu 1 ux
XapaKTePUCTUKH

Conep:xaHue

Kanan nepenaun. CetreBoil TpakT, FpyINOBOM KaHAJ Iepeaayn.

B ToM 4nciIe NpakKTHYeCKHX 3aHATHIL M 1a00paTOPHBIX padoT

Pacuer npomyckHoii cloCOOHOCTH KaHajla CBs3U

W3ydenne annapatypy HUGPOBBIX IIC3MOXPOHHBIX CHCTEM Iepeaaydu

DN AN

B ToM 4ncie camocTosiTeIbHAA padoTa 00y4arOmuXCcs
YnpoméHHas cxeMa OpraHu3aliy KaHana

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Conep:xaHue




15

Tema 3.4. Apxurextypa u
MPUHIUTIBI PA0OTHI
COBpPEMEHHBIX ceTei
nepeavyn JaHHBIX

CtpyKTypa u XapakTepucTuku cereil. CriocoObl KOMMYTAITUH | TIEpeadn JaHHBIX.
Pacripenienenue GyHKIMIA 0 CUCTEMaM CETH M aJipecalus MaKeTOB

HpOTOKOJ’II)I )4 I/IHTep(beI‘/'ICBI YHOpaBJICHUS KaHaJIaMU U CCThIO MEPEAaIn JaHHbIX.

B ToM unciie npakTHYEeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

W3ydenne CTpyKTypHl CTAHIAPTOB

Kondurypupopanue cereBoro uarepdeiica paboueii craHiuu

MapmpyTﬂsauHﬁ 1 YIIPABJICHUEC IIOTOKAMHU B CCTAX CBA3U

Kondwurypuposanne cereBoro nHTepdelica MapmpyTusaTopa 1o npotokoiny IP

Koppekuus npodnem uaTepdeiica MapmpyTr3aTopa Ha GU3NIECKOM U KaHATTEHOM
ypOBHE

NN (||

JluarHocTHKa u pasperieHue npodiaeM ceTeBOro ypoBHs

Juarnoctuka u pazpelieHue npodiaeM IpOoTOKOIOB TPAHCIIOPTHOTO YPOBHS

JuarnocTuka u pasperieHne npo0i1eM IpOTOKOIOB NPHKJIAIHOTO YPOBHS

EXNIE SN N

B Tom unciie camocTosiTeNIbHAS Pa00Ta 00y4aK0IINXCH
Ilepeanpecaliyisi IakeTOB

—

OK 05 TIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 3.5. becnipoBoaHbie
CHCTEMBI TIepeIadun
JaHHbIX

Conepxanue

becnipoBoanbie kaHans! cBsa3u. becripoBoanbie cetn Wi-Fi. [Ipenmymiectsa u 00macTsb
OpUMEHECHUS

OCHOBHBIE 3JIEMEHTHI OecrTpoBOHBIX ceTell.. Texromorus WIMAX

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00pPaTOPHBIX PadoT

H3yuenne ctanzapToB OECIPOBOIHBIX CETEH

Hacrpoiika Wi-Fi mapmpytusaropa

[\SRESRF N

Tema 3.6. CoToBEIE U
CITyTHUKOBBIE CHCTEMBI

Coaepxanue

—
N

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

[Tpunnmne GyHKIHOHUpOBaHUs cucTeM cotoBol cBsa3u. Ctanaaptel GSM u CDMA.

CH}/THI/IKOBBIG CUCTCMbI IE€pCAain NaHHBIX.

B ToMm unciie npakTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT

YcTpoicTBa COTOBOM CBSI3U

YcrpoiicTBa CIyTHUKOBOM CBSI3H

ENIE TN - R )

B ToM yuncIe camocTosTeIbHAasI paﬁoTa 06yqaloumxc51
COBpeMeHHBIe 6€CHp0BO)_'[HBI€ CHCTCMBI

—

[Ipome:xxytounas arrecranus no MJ/IK.01.03 (nud3auer)

OK 05 TIK1.1.
K 1.2. TIK 1.3.
K 1.4

Paznes 4. Dkcmuryatanus aBTOMATH3HMPOBAHHBIX (MHPOPMAIMOHHBIX) CHCTEM B 3aIMIIIEHHOM MCIIOJTHEHUH

86/56

MJIK.01.04 DxcruryaTanus aBTOMATH3MPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3allIMIIEHHOM MCIOJTHEHHH

70/56

Tema 4.1. OcHOBEI
MH(OPMAITMOHHBIX CHCTEM
Kak 00bEKTa 3aILUTHI.

Conep:xanue

[TonsTHe aBTOMaTH3UPOBAaHHOH (MHPOPMAIMOHHOH) cucTeMbl. OTINYNTENbHBIE YEPTHI
AUNC nanbornee 4acTo HCIOIB3YEMBIX KJIacCU(PUKALMNA: TI0 MacITady, B 3aBUCHMOCTH
OT XapakTepa HHPOPMAIIMOHHBIX PECYPCOB, IO TEXHOJIOTUH 00pPaObOTKH TaHHBIX, 110

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K14
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CHoco0y JI0CTyIa, B 3aBUCUMOCTH OT OPTaHHU3aIlUH CUCTEMBI, TI0 XapaKTepy
ucnoiib30Banus uHpopmaiuy, 1o chepe npumenenus. Tpedosanus k ANC: THOKOCTB,
HaJIeKHOCTD, () (DEKTUBHOCTH, 0€301TaCHOCTD.

B ToM unciie mpakTHYeCKUX 3aHATHIA U J1a00PATOPHBIX PadoT

Uzyuenne npoueccoB B AUC: BBoI, 00paboTKa, BEIBOJ, 0OpaTHast CBA3b

Paccmotpenue npuMepoB (YyHKIIMOHUPOBAHUS aBTOMATHU3UPOBAHHBIX
nHpopmarmorHsix cucteM (EI'AVC, Poccmiickas ToproBas cucTeMa,
ABTOMAaTU3WPOBaHHAS MHPOPMAIIMOHHAS CUCTEMa KOMITAHHUH)

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
[Ipumepsr obnacteit npumenenust AUC. OcHOBHBIE 0COOEHHOCTH COBPEMEHHBIX
npoexToB AVC. DneKTpoHHBIH JOKyMEHTO000pOT

Tema 4.2. )Kusnennsrii
1070 29)
ABTOMAaTHU3UPOBAaHHBIX
CHUCTEM

Conep:xanue

[Tonsitue xxuznennoro nukina AVC. Ipoueccel xxu3HenHoro uukia AVUC: ocHOBHEIE,
BCIIOMOTaTeJIbHbIE, OpraHu3aloHHble. CTaauu )Ku3HeHHoro nukia AUC:
MOJICTTUPOBaHUE, YIIPaBICHUE TPCOOBAHUSIMH, aHAJIU3 U TIPOCKTUPOBAHKE, YCTAHOBKA H
conpoBokaeHne. Monenu kxusHeHHoro mukia AVC.

TpeOoBanms 10 3amIUTE CBECHUH O CO3/]aBaeMO aBTOMATH3UPOBAaHHOHN CHCTEME.

B ToM unciie npaKkTHYECKUX 3aHATHIA M J1a00pPaTOPHBIX padoT

Nzyuenue TpeboBaHUi K aBTOMAaTU3UPOBAHHOW CUCTEME B 3alMIIEHHOM UCTIOTHEHUN

3anauu u sTansl npoektupoBanus AC B 3aLIUILIEHHOM UCIIOJIHEHUN
Pa3paboTka TeXHUYECKOr0 33JaHKs Ha MPOEKTUPOBAHNE aBTOMATH3UPOBAHHON
CUCTEMBI

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCcs

Mertoponoruu npoektupoBanus. Opranuszanus padoT, GyHKINH 3aKa34UKOB U
pa3paboTunkoB. PaboThl Ha cTaAMsX M 3Tanax co3AaHus aBTOMATH3UPOBAHHBIX CUCTEM
B 3allIMIIICHHOM MCITIOJTHCHUMU.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 4.3. Yrpo3sl
0e30macHOCTH
nH(pOpMaIuu B
aBTOMAaTHU3UPOBAHHBIX
cucremMax

Conep:xanue

[loreHumanbHbIe YIpo3bl 0€30MaCHOCTH B aBTOMATU3UPOBAHHBIX cUCTeMax. McTouHuKH
1 00BEKTHI BO3JIEHCTBHUS yrpo3 Oe3onacHocTH uHpopMmannu. Kpurepun knaccudukanum

yIpos3.

MeToapl OLIEHKH ONAaCHOCTH YIrpo3. baHk TaHHBIX yrpo3 6e30macHocTH HHGQOpMaLuu
[onsiTne ys3BuMocTu yrpossl. Knaccudukanus ysa3BuMocteil.

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

KareropupoBanue nHGOPMAIMOHHBIX PECYPCOB

(\

Amnanus yrpo3 0ezonacHoct nHGopmanuu. IloctpoeHne Moaenu yrpos

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4
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Tema 4.4. OcHOBHEIE Conep:xxaHue 3
MepBbI 3aIIHUTHI B ToM 4mciie mpakTHYeCKUX 3aHATHI 1 J1a00PaTOPHBIX padoT 2 OK 05 TIK1.1.
uH(bOpMaLKH B H3y4yeHnne HOpMaTUBHO-IIPaBOBOM 0a3bl ATl ONIPEAEIECHH Mep 3alUThl HHPOpMaLUK B IK 1.2. TIK 1.3.
aBTOMATU3NPOBAHHBIX aBTOMATHU3HMPOBAaHHBIX MH()OPMALIMOHHBIX CUCTEMAaX U TPeOOBAaHUM K HUM 2 1K 1.4
cucremMax

B ToM uncie camocTosiTebHAA padoTa 00y4arOmUXCs

Oprasun3aioHHble, IpaBOBbIe, IPOrpaMMHO-aIIapaTHbIe, KpUNTOrpaduieckue, 1

TEXHUYECKUE MEpPbI 3aLIUThl HHPOPMALIMH B aBTOMATU3UPOBAHHBIX CUCTEMAX.
Tema 4.5. Conepxxanne u | Coaepkanue 10
TIOPANIOK SKCILTyaTalni 3amuTa MalIMHHBIX HOCcHTeNel nupopmanuu. Peructpanus cobbIThii 6e30macHoCTH OK 05 TIK 1.1.
AC B 3amHIICHHOM AutuBupycHas 3amuTa. OGHApyKeHHE MPU3HAKOB HAIMYUKS BPEIOHOCHOTO MK 1.2. TIK 1.3.
VCTIOJTHCHIH IPOrpaMMHOT0 00€eCTIeUeHHs. 5 1K 1.4

3amuTa TEXHHYECKUX CPEICTB. 3aInTa HHPOPMAIIMOHHON CHCTEMBI, €€ CPEJICTB,

CHCTEM CBS3M U Iepeaauul JaHHBIX. Pe3epBHOE KONMPOBAaHUE U BOCCTAHOBJIICHUE

JTAHHBIX.

B ToM yHc/Ie NpaKTHYECKUX 3aHSATHI U J1a00PaTOPHBIX padoT 8

KonTpons (ananu3) 3amumierroctr nHpopMarin. OdecredeHne eIOCTHOCTH

WHPOPMALTMOHHOH cucTeMbl U HHpopManuu. ObecrieueHre JOCTYTHOCTH HH(DOpMAaLuu 2

Unentnduxanus u ayreHTUGUKALIHA CyObEKTOB AOCTYIA U OOBEKTOB AOCTYTIA.

VYnpasieHue JO0CTYNIOM CyOBEKTOB IOCTYyTa K 00bEKTaM JOCTyIa. 2

ComnpoBoXJIcHHE aBTOMAaTH3UPOBAHHBIX CUCTEM. YTIpaBlieHHE PUCKAMH U MHIIUICHTAMHU

yHpaBieHus 6e3011aCHOCTEIO. 2

Peanuzanus anTuBupycHo# 3anutel. OOHOBNEHNE 0a3 JaHHBIX IPU3HAKOB

BPEIOHOCHBIX KOMIIBIOTEPHBIX Nporpamm. OOHapyskeHHe (IpeJoTBpaLICHHUE) 2

BTOP>KECHUM
Tema 4.6. 3ammra Conep:xanue 1
nHpOpMaLIH B MexaHU3MBI 1 METO/TBI 3aIIUTH HH(POPMAIIUY B PACTIPEIEIIEHHBIX OK 05 IIK1.1.
pacIpeneneHHbIX aBTOMAaTU3MPOBAaHHBIX cHCTEMaX. APXUTEKTypa MEXaHU3MOB 3aIlUThI pacpeAcICHHbBIX 1 K 1.2. TIK 1.3.
ABTOMAaTU3UPOBAHHBIX ABTOMAaTHU3WPOBAHHBIX CHCTEM. AHAJIN3 M CHHTE3 CTPYKTYPHBIX U (DyHKITHOHAIBHBIX K 1.4
cucremMax CXEM 3alUIICHHBIX aBTOMAaTU3UPOBaHHBIX HH(POPMAIIOHHBIX CHCTEM.
Tema 4.7. OcobenHOCTH Conep:xanue 7
pazpaboTku O6mue TpedoBaHus MO 3aLIUTE IEPCOHANBHBIX AaHHBIX. COoCcTaB U colep KaHue OK 05 IIK1.1.
MH()OPMALMOHHBIX CUCTEM | OPTraHU3AI[MOHHBIX M TEXHUYECKUX MEP 110 3alIUTe HHHOPMAIHOHHBIX CHCTEM K 1.2. TIK 1.3.
[IEPCOHAIIBHBIX JaHHBIX NepcoHaNbHBIX JaHHbIX. [lopsmok BeIOOpa Mep 1o obecrnedeHno 6€30MacHOCTH 1 I[IK 1.4

MEPCOHANBHBIX JaHHBIX. TpeOoBaHMs 1O 3aIIUTE NEPCOHAIBHBIX JaHHBIX, B

COOTBETCTBUU C YPOBHEM 3aLUIEHHOCTH.

B ToM 4uciIe NpaKTHYeCKUX 3aHATHI U J1a00paTOPHBIX padoT 4
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Tpe60BaHI/I$[ 11O 3a1UTE NEPCOHAJIbHBIX JaHHBIX, B COOTBETCTBHUU C YPOBHEM

3aLUIIEHHOCTH 2

Omnpenenenus ypoBHs 3amuiieaHoctu UCITIn 5

Br16op Mep o obecrieuenuto 6ezonacHoctr [1/[1
Tema 4.8. OcobernocTr Conep:xxanue 6
SKCILTyaTaluu Ananmmn3 nHGOpManOHHON HHAPACTPYKTYPHI ABTOMATH3UPOBAHHON CHCTEMBI U €€ OK 05 TIK1.1.
aBTOMATU3MPOBAHHBIX 0e30MacHOCTH. 1 K 1.2. TIK 1.3.
CUCTEM B 3aLUIIEHHOM MeToabl MOHUTOPHHTA U ayIUTa, BBISBICHUS YTPO3 HHPOPMAITMOHHOH 0€30MacHOCTH [IK 1.4
HUCIOJIHCHUH. ABTOMATU3UPOBAHHBIX CUCTEM.

B ToM uMciie NpaKTHYEeCKUX 3aHATHI M J1a00pPaTOPHBIX padoT 4

Ananu3 nHQOpMAIIMOHHOW UHPPACTPYKTYPhl aBTOMATU3UPOBAHHON CHCTEMBI H €€ )

0e301acHOCTH.

MOHHTOPYHT U ayUT, BEISABICHHE YIPO3 HHPOPMAIIMOHHON 0€30MTacCHOCTH )

ABTOMAaTU3HWPOBAHHBIX CHCTEM

B ToM unciie camocToATebHAA padoTa 00y4arOUUXCs

CopneprkaHre U OPAIOK BBITIONHEHHSI paboT 110 3amuTe nHpopManuu npu 1

MOJICpHH3AIIH aBTOMATH3UPOBAHHON CHCTEMBI B 3aIIUIICHHOM HCTIOJTHEHUHN
Tema 4.9. Conep:xanue 5
AIMUHHUCTpHPOBAHNE 3amaun 1 QYyHKINN aJMUHUCTPHUPOBAHUS aBTOMAaTH3NPOBAHHBIX CUCTEM. OK 05 TIK1.1.
aBTOMATU3UPOBAHHBIX ABTOMaTH3anys ynpasieHns ceTblo. Oprannzanus aIMAIHUCTPUPOBAHUSA 1 K 1.2. TIK 1.3.
CUCTEM ABTOMATU3UPOBAHHBIX CUCTEM. IIK 1.4

B Tom unciie npaKkTHYEeCKUX 3aHATHIA M J1a00pPaTOPHBIX padoT 4

YnpaBneHue, TECTHPOBAHNE M IKCITyaTaIlMsl aBTOMATH3HPOBAHHBIX CUCTEM 2

MeTop1, CIOCOOBI U CpeicTBa 00eCTeYeHUsT 0TKa30yCTONYNBOCTH )

ABTOMAaTU3HWPOBAHHBIX CHCTEM
Tema 4.10. Jlestensaocts | Comepskanue 1
IepcoHala 1o CopepskaHue U NOPAIOK ACSITEIbHOCTH IePCOHANA M0 3KCIUTYaTalluy 3alUIICHHBIX OK 05 TIK 1.1.
3KCIUTyaTaluu ABTOMAaTU3UPOBAHHBIX CHCTEM M MOJICUCTEM 0€30IaCHOCTH aBTOMATU3UPOBAHHBIX [IK 1.2. TIK 1.3.
ABTOMAaTU3UPOBAHHBIX cucreM. O0mIHe 0053aHHOCTH aIMUHUCTPATOpa HHOOPMAIIMOHHOW 0€30I1aCHOCTH 1 K 1.4
(nHPOPMAIIMOHHBIX) aBTOMATHU3HPOBAHHBIX CUCTEM.
CHCTEM B 3alIUIIEHHOM
VICTIOJTHEHHUH
Tema 4.11. 3amura ot Conep:xanue 7
HECaHKLIMOHUPOBAHHOT'O OcnoBable npuanuIkl 3amuTsl oT HCI. OcHoable criocoost HCJl. OcHoBHBIE OK 05 TIK 1.1.
JOCTyTa K HHPOPMAIUH HanpasieHus obecrniedenus 3amuThl oT HCI. OcHOBHBIE XapaKTEePUCTUKN TEXHUIECKUX 1 K 1.2. TIK 1.3.

cpencts 3amuthl o HC/I. IIK 1.4

TpeboBanms 3ammmniennocTr CBT or HCJI k mHbOpMAaIiu
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B ToM unciie npakTHYeCKUX 3aHATHI M JJa00PATOPHBIX PadoT

Opranuzanus pa6ot o 3amute ot HCJI
Knaccudukanus aBToMaTH3UpOBaHHBIX CUCTEM. TpeOoBaHus 10 3auTe HHPOPMAIUU
ot HCJI st AC

TpeboBanms K CpeaCTBAM 3alTUTHI, 00ECIICUNBAIOIINM OE30IIaCHOE B3aUMOJICHCTBHE
ceteit OBM, AC mocpeicTBOM yIpaBiieHUS MEKCETEBBIMU MOTOKaMK WH(GOPMAITIH, U
peaan30BaHHBIX B BHIe MO

Tema 4.12. C3U1 ot HC/]],

Conep:xxaHue

14

Ha3naueHne 1 OCHOBHBIE BOBMOXKHOCTH CUCTEMBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO
JoCTyna. ApXUTEKTYpa U CpeACTBA YIPaBICHHUS.

VYnpasnenue ycrpoiictBamu. KoHTponb anmapaTHON KOHGUTYpaIlii KOMITBIOTEpa.
NzbuparenpHOE pasrpaHUYeHNE JOCTYIIA K YCTPOHCTBAM.

Ob6ecrieueHne NEIOCTHOCTH WHGOPMAITMOHHOW CUCTEMBI M MH(GOpMAITUN

LenTpanu3oBaHHOE YIIPABJICHUE CUCTEMOM 3aIIUThI, ONIEPATUBHBI MOHUTOPUHT U
ayuT 0€30IacHOCTH

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

10

VYcranoBka u HacTporika C3U ot HC]J
3ammra BX0/1a B cucTeMy (MAeHTU(UKAIMS U ayTeHTH(UKALUS [10JIb30BaTENICH)

Pasrpannuenune 1ocTyna K ycTpoicTBaM. YTIpaBiIeHUE AOCTYIIOM. YTIpaBIeHUe
rpudamMu KOHOUACHIINATHHOCTH.

VYnpasneHue JOCTYIIOM M KOHTPOJIb leYaTH KOH(PUACHINAIBLHON HH(pOPMAaLnH.
Hactpoiika MmexaHn3Ma MOJIHOMOYHOIO yTIpaBieHus AocTynoM. Mcrnonabs3oBanue
MPUHTEPOB JJIs TeYaTH KOH(GUISHIMATBHBIX ToKyMeHToB. KOHTpoIIb neyatn

Hacrpoiika perucrpanuu coObITHH. YTIpaBieHHE PEKUMOM MOTOKOB.
Hactpoiika cucteMsl 11 3a7a4d ayJuTa.

Hactpoiika KOHTpOIIS LETOCTHOCTU U 3aMKHYTOM POrpaMMHOM CpeJIbI.
LlenTpann3oBaHHOE YIIPaBICHUE CUCTEMOH 3aINTHI, ONIEPATUBHBIN MOHHUTOPHUHT U
ayuT 0€30IaCHOCTH

B ToM uncie camocTosiTeJbHAsA padoTa 00y4alIIAXCs

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 4.13. DxcrutyaTanus
CPEJCTB 3allUThI
nH(pOpMaIuu B
KOMITBIOTEPHBIX CETSIX

Conep:xanue

HOpH}IOK YCTAaHOBKH U BBOJId B 3KCILTyaTallUIO CPEACTB 3alUThL I/IH(bOpMaLII/II/I B
KOMITBIOTCPHBIX CETAX.

I[I/IaFHOCTI/IKa KOMIIOHCHTOB CUCTEM 3alllUThI HH(bOpMaI_II/IPI ABTOMATU3UPOBAHHBIX
CHUCTCM, YCTPAHCHUC OTKA30B U BOCCTAHOBJICHUC pa6OTOCHOCO6HOCTI/I
ABTOMATU3UPOBAHHBIX (I/IH(l)OpMaHI/IOHHI)IX) CHCTEM B 3alIMIIICHHOM HCITOJTHCHUN

B ToM yHciIe NpaKTHYeCKUX 3aHSATHI U J1a00PaTOPHBIX padoT

OK 05 IIK1.1.
K 1.2. TIK 1.3.
[IK 1.4
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YCTpaHeHI/IC OTKa30B U BOCCTAaHOBJICHUC pa6OTOCHOCO6HOCTI/I KOMIIOHCHTOB CUCTEM

3alIUTHl HHPOPMAIIMH AaBTOMATU3UPOBAHHbBIX CHCTEM 2
HacTtpoiika u ycTpaHeHHe HEMCIPAaBHOCTH MPOrpaMMHO-ANINAaPaTHBIX CPEJCTB 3allUThI )
nHGOpPMaLMH B KOMIBIOTEPHBIX CETSIX 10 3aJaHHBIM IPAaBUJIAM
B ToM unciie caMmocTosITEIbHASI Ppa00Ta 00y4aI0IMXCS
Tema 4.14. Coaepxanue 3
JoxymeHTanus Ha OCHOBHBI€ dKCIITyaTallMOHHBIE JOKYMEHTHI 3allUIIIEHHBIX aBTOMAaTU3UPOBAHHBIX OK 05 TIK1.1.
3aIUIIAeMYTO cucreM. PazpaboTka u BeJileHHe IKCILTYaTallHOHHOHN TOKyMEHTAIUH 3aIlUIIEHHBIX 1 K 1.2. TIK 1.3.
aBTOMAaTU3UPOBAHHYIO ABTOMATU3HMPOBAHHBIX CHCTEM. AKT BBOJIa B OKCIITyaTal[I0 HA aBTOMATH3HPOBAHHYIO [IK 1.4
CUCTEMY cucteMmy. TexHHYecKuil MacnopT Ha 3alIMIIAEMYI0 aBTOMATH3HPOBAHHYIO CHCTEMY.
B ToM unciie npaKTHYEeCKUX 3aHATHIA M 1a00paTOPHBIX padoT 2
OdopmieHne 0OCHOBHBIX SKCILTYyaTallMOHHBIX TOKYMEHTOB Ha aBTOMAaTHU3MPOBAHHYIO )
CUCTEMY
IIpome:xxyTounas arrecranust no MJ/IK.01.04 IK3aMeH 12
Paznen 5 DxcmiryaTanusi KOMIBIOTEPHBIX ceTeil 100/70
MJK.01.05. Dxcniiyaranusi KOMIbIOTEPHbIX ceTeil 84/70
Tema 5.1. Conep:kanue 3
Mopenu cereBoro Mogenpe OSI. Yposuu Moaenu OSI. B3aumoaeincTBre MeXAy YPOBHSAMH. OK 05 IIK1.1.
B3aMMOJEHCTBUA Wnkancynsanus ganeix. Onucanue yposHeit moxenu OSI. 1 K 1.2. TIK 1.3.
Mogens u ctek npotokosioB TCP/IP. Onucanue yposHer mogenu TCP/IP. IIK 1.4
B ToM unciie npaKkTHYEeCKUX 3aHATHIA M J1a00pPaTOPHBIX padoT 2
W3ydeHne 351eMeHTOB KaDelIbHOW CUCTEMBI. 2
Tema 5.2. Conep:xanue 3
Du3nYCeCKUid YPOBEHD [lonstue nuanu u ka"ana cBsi3u. Curxansl. OCHOBHBIE XapaKTEPUCTHKH KaHajia CBSI3H. OK 05 TIK1.1.
moxenn OSI MeToapl COBMECTHOTO HCTIOIB30BAHUS CPEJIBI IIepejavun KaHayla CBSI3H. | IIK 1.2. TIK 1.3.
MynbTUIIIEKCUPOBAHUE U METOJIbl MHOXKECTBEHHOI'0 IOCTYMA. IIK 1.4
Crannaptsl Kabenel. DnexTpudeckas npoBojka. ONTOBOJOKOHHbIE JTMHUH CBSA3U
B ToM unciIe MpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT 2
Co3yranue ceTeBoro Kadelsi Ha OCHOBE HedkpaHupoBanHo BuToit napel (UTP) 2
B ToM unciie camocTofTebHAA padoTa 00y4yalOUUXCs
Tema 5.3. Conep:xanue 7
Tomnonorus [onsitre Tonosoruu cetu. O630p CETEBBIX TOMOIOTHI. 1 OK 05 IIK1.1.
KOMIIBIOTEPHBIX CETen CeteBoe 000pY/I0BaHHE B TOIOJIOTHH. IIK 1.2. TIK 1.3.
B ToM 4nc/ie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 6 IK 1.4
ITocTpoeHre 0JHOPAHTOBOM CETH 2
Pa3paboTka TONOJIOTY CeTH HEOOIBLIOTO MPENPUITHS 4



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
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Tema 5.4.
Texuomoruu Ethernet

Conep:xxanue

0030p TEXHOJIOTHH MTOCTPOCHUS JIOKATBbHBIX ceTeil. Texuomorust Ethernet.

B ToM unciie IpakKTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

Wzyuenue aapecannu kananbHOro ypoBHsa. MAC-anpeca.

OK 05 TIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.5. Texnomorun
KOMMYTalluu

Conep:xxaHue

BN IN|—| W

ANropuT™M Npo3pavyHOro Mocta. MeToapl KOMMyTaluu. TeXHOJIOrMH KOMMYTAlluH U
Mozenb OSI. KoHCTpyKTHBHOE HCTIOJTHEHHE KOMMYTaTOPOB

—_—

B ToM 4mciie mpakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

Co3anre KOMMYTUPYEMOM CeTH

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
[IporpammHoe obecnieuenre KoMMyTaTopoB. OOITHE IPUHIINAIIEI CETEBOTO TH3aiHA

— NN

OK 05 TIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.6. CeteBoii
npotokon [Pv4

Conep:xanue

10

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PaTOPHBIX padoT

10

Wzyuenne [P-agpecarmu. Ilporokom IP Bepcum 4. OOmume (QyHKOHK KIAacCOBOW W
OeCKIacCOBOM anpecanuy. BeIeIeHne aapecoB.

ITouck ommboxk agpecamyu B IP-ceTsix

@opMUPOBAHUE MOACETEN C UCIOIB30BAHUEM MACOK NIEPEMEHHON JUIMHBI

MapuipyTtuzanus naketos [Pv4. M3yyeHue npoToKOJI0OB CTATUUECKOW U AUHAMUYECKOU
MapUIpyTU3ALIH

Tema 5.7. CKOpOoCTHBIE U
OeCrpOBOHBIC CETH

Conep:xanue

Cets FDDI. Cets 100VG-AnyLAN. CBepXBBHICOKOCKOPOCTHBIE ceTH. becripoBoaHbie
CeTH

— || BN

B ToM unciie npakTHYECKUX 3aHATHIA M J1a00pPaTOPHBIX padoT

N

Hacrpoiika OecipoBoiHOTO CETEBOro 000PYAOBaHUS

N

OK 05 TIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Tema 5.8. OcHOBEI
KOMMYTaIllx

Copepxanue

DYHKIHOHNPOBAHHE KOMMYTAaTOPOB JIOKAJIbHOW CETH. ApPXHTEKTypa KOMMYTaTOPOB.
Tuns! uaTEphEiCOB KOMMYTAaTOPOB. YTIPaBIeHHE MOTOKOM B MOy XyTNIEKCHOM U
QYIUIEKCHOM PEXKHUMAX.

B ToM unciIe IpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT

PaboTta ¢ 0CHOBHBIMU KOMaHJaMH KOMMYTaTopa.

B ToM unciIe caMocTOsATe/IbHASI Pa60Ta 00y4aoLIUXCS
XapaKTepUCTHKH, BIUSIIONINE Ha MPOU3BOIUTENFHOCTE KOMMyTaTOpoB. O030p
(D YHKIMOHAIBHBIX BO3MOXXHOCTEH KOMMYTaTOPOB

OK 05 IIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.9.
Hauanbnas HacTpoiika
KOMMYTaTOpa

Conep:xanue

Cpenctsa ynpaeieHuss KOMMyTaTopaMu. HauanbHas KoH(GUTYpaIys KOMMYTaTopa.
3arpy3ka HOBOTO ITPOTPaMMHOT'0 00eCIIeueHHUsT Ha KOMMYTATop.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
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http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
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B ToM unciie npakTHYeCKUX 3aHATHI M JJa00PATOPHBIX PadoT

[NoaxmroueHue K KOHCONH HHTEepQeiica KOMaHIHOH CTpOKU KommyTatopa. [loakmoueHue
K Web-untepdeiicy ynpapieHus KOMMYTaTOpa

NSR-

KomaH 161 0OHOBIICHHSI TPOrPAMMHOTO 00ecIieueHHss KOMMYTaTopa
COXpaHEHHs/BOCCTAHOBJICHUS KOHPUTYPAIIMOHHBIX (DaHJIOB.

Komane! yripaenenus tadiuiamu kommyTarmu MAC- u [P-anpeco, ARP-ta0nuis

B ToM uncie camocTosiTebHAA padoTa 00y4arOmUXCs
3arpy3ka 1 pe3epBHOE KOIIMPOBAHUE KOHPUTypauu KOMMYTaTopa.

Tema 5.10.
Bupryanbssle NTOKaJIbHbBIE
cetu (VLAN)

Conep:kanue

S\ = (] DN

Tunst VLAN. VLAN nHa ocHoBe nmoptoB. VLAN Ha ocHoBe cranaapta IEEE 802.1Q.
Cratnueckue u nuHamuueckue VLAN. Ipotokon GVRP.

B ToM unciie npaKTHYEeCKUX 3aHATHIA M J1a00paTOPHBIX padoT

Hactpoiika VLAN nHa ocHoBe ctangapta IEEE 802.1Q.

HacTtpoiika nporokosna GVRP.

Hactpoiika cermenTanuu Tpaduka 6e3 ucrnoyibzoBanusi VLAN.,

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.11.

@OYHKIHMY TOBBIIICHUS
HAJEKHOCTH U
HpOI/I3BOI[I/ITeJ'IBHOCTI/I

Conep:xanue

NN |

[Iporokon Spanning Tree Protocol (STP). Vsa3zsumoctumnporokona STP.

JlononHuTenpHble (PYHKIMU 3aILUTHI OT NETeb. ATPETUPOBAHUE KAHAIOB CBS3H.

[a—

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

Hactpoiika npoTokosioB cBszyromero aepesa STP, RSTP, MSTP.

Hactpoiika ¢pyHkmmu 3ammthl oT o0pazoBanus nerenb LoopBackDetection.
ArperupoBaHue KaHaJIOB.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 5.12.
Anpecarus ceTeBoro
YPOBHS U MapUIPy TH3ALUS

Conep:xanue

o NN

[Iporokon IPv6. ®opmuposanue uaentupukaropa uarepdeiica. Criocoob
koH(purypanuu [Pv6-anpeca.

[HonsTie MapmpyTu3anuy. JMcTaHIMOHHO-BEKTOPHBIE TPOTOKOJIBI MapIIPy TH3ALNH.
ITporokoxn RIP. ITporokos NDP.

—_—

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

OcHOBHBIE U pacIIMpeHHbIe KOHPUTYPALUH MapIIPyTH3aTOPA.

Pa6ota ¢ mporokonom CDP. Pa6ora ¢ nporokoiom TELNET. Pa6ora ¢ nporokoiom
TFTP.

Pabota ¢ mpotokosom RIP u OSPF.

Kondurypuposanue ¢pynkunu Mapmpytuzatopa NAT/PAT. Koudurypuposanue PPP u
CHAP.

OK 05 TIK1.1.
MK 1.2. TIK 1.3.
I[IK 1.4

Tema 5.13.
KavectBo 0o0cCITyKuBaHUs

(QoS)

Conep:xanue

W NN N (N ee

Monenu QoS. [Ipuopure3anys nakeToB. YpaBieHHEe EPerpy3kaMyi U MEXaHU3MBI
oOcyxuBaHus ouepeniel. MexaHn3M MpeoTBPaIeHUs IePerpy30K.

OK 05 IIK1.1.
MK 1.2. TIK 1.3.



http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199
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B ToM unciie npakTHYeCKUX 3aHATHI M JJa00PATOPHBIX PadoT 2 IIK 1.4
Hactpoiika QoS. [Ipuoputesarust Tpaduka. Y mpaBieHUE MOJIOCON MPOITYCKaHUS 2
Tema 5.14. Conep:xxanue 4
OyHKIHUN o0ecTIeueHUs Crncku ynpasnenus g1octynoM (ACL). dyHKInuu KOHTPOIIS HaJ MOAKIIOUYEHHEM Y3JI0B OK 05 TIK1.1.
0e30MacHOCTH K IOpTaM KOMMYTAaTopa. K 1.2. TIK 1.3.
OrpaHHYEHHs I0CTYyMa K B TOM uMc/Ie NPAKTHYECKHX 3AHATHI M J1a60PaTOPHBIX padoT IK'1.4
ceTn Crncku ynpasnenuns goctynoMm (AccessControlList). KorTpons Hax nogkimroueHnemM )
Y3II0B K ITopTaM kKoMmmyTtaTopa. @yHkiwms PortSecurity.
KonTponps Hax monkioyeHneM y3ioB K nopraMm kommyrtatopa. Oynxius [IP-MAC-Port >
Binding
Tema 5.15. Conep:xanue 3
MHoroaapecHas pacceliuka | Azapecanus MHoroaapecHoii IP-pacceuikn. MAC-ampeca rpynmnoBOi pacChUIKH. 1 OK 05 TIK1.1.
B ToM unciie npakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT 2 K 1.2. TIK 1.3.
OrcnexuBanue Tpadhuka MHOT0aIPECHOM pacchutku. OTCIeKuBaHUE TpaduKa ) IIK 1.4
Multicast.
Tema 5.16. Conep:kanue 2
@YyHKIUU yIPaBICHUSA YmpaBneHne MHOKeCTBOM KOMMYTaTopoB. [Iporokonmr SNMP. RMON (Remote OK 05 IIK1.1.
KOMMYTaToOpaMu Monitoring). @ynkiwmst Port Mirroring. K 1.2. TIK 1.3.
B ToM unciie npakTHYEeCKUX 3aHATHIA M J1a00pPaTOPHBIX padoT 2 I[IK 1.4
OyHKIMM aHaIu3a ceTeBoro Tpaduka. Hactpoiika mpoTokoia ynpaBieHus TOIOJIOTHEeH )
cetu LLDP.
Tema 5.17. Conepxanue 1
OCHOBHBIE IPUHIIMIIBI Knaccudukanms cereBsix atak. Tpuana 6ezomacHoit UT-uH(MpacTpyKTypHI. OK 05 TIK1.1.
CO3/1aHUs HAJICXKHOHN U VYnpasnenue KOHQUrypauusimMu. YTpaBieHHe HHIUACHTaMU. Vcnoiap30BaHue TpeTber 1 MK 1.2. TIK 1.3.
6e3onacHoii UT- JIOBEPEHHO CTOpOoHBI. KpunTorpadguueckine MexaHHu3MbI 0€30MaCHOCTH K 1.4
WHPPACTPYKTYPHI
Tema 5.18. Coaepxanue 4
MexceTeBble SKpaHbl TexHOIOTHN MEXKCETEBBIX IKpaHOB. [lomTHKa MEeKCEeTeBOTO dKpaHa. OK 05 TIK 1.1.
MexcereBble dKpaHbl ¢ BO3MOKHOCTIMH NAT. 1K 1.2. TIK 1.3.
Tononorus ceTy NPy UCTIONb30BaHHN MEKCETEBBIX DKPAHOB. 1 [K 1.4
[InaHupoBaHKe ¥ BHEAPCHUE MEKCETEBOT0 IKpaHa.
B TOoM 4nciIe NpakKTHYeCKHX 3aHATHII 1 1a00paTOPHBIX padoT 2
OCHOBBI aIMUHUCTPUPOBAHUS MEXKCETEBOr0 3KkpaHa. Co3/1aH1e TOJIUTHK JUIS )
TpaguioHHoro (v ncxoysmiero) NAT.
B Tom uncie camocTosiTeIbHAs PadoTa 00yYAIOIIHUXCS
CoenuHeHune IBYX JIOKAJIbHBIX CETEH MeXCeTeBbIMU dKpaHaMH. Co3/1aHUEe TTOIUTHKH 1

0e3 MPOBEPKHU COCTOSTHUSI.
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Tema 5.19. Conep:xaHue

Cucremsl oOHapysxeHus U | OcHoBHoe HazHaueHue IDPS. Crioco6sl kinaccudukaru IDPS. Beioop IDPS.
MPeIOTBPAIICHUS JlononHuTeNbHBIE HHCTPYMEHTAJIbHbIE CPEACTBA.

NPOHMKHOBEHUI TpeboBanus oprann3zanuu K dhyakrponupoanmio IDPS. PazseptriBanue IDPS.

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

OO0Hapy>KeHUE U MPEIOTBPAIIICHUE BTOPIKCHUH.

Bosmoxuoct IDPS. CunbHble cTOpoHbI M orpannyeHHOCTh IDPS.

OK 05 TIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.20. Conep:xaHue

[Tpuopurnzanus Tpadrka | B ToM umciIe MPAKTHYECKHX 3AHATHI 1 J1a00PATOPHBIX PadoT

U co3JaHue Coznanne aJbTepHATHBHBIX MapIIPyTOB C HCIIONB30BaHUEM CTATUIECKON
aJbTePHATHUBHEIX MapuIpyTH3aLUuN

MapuipyToB

NN (NN

IIpomesxkyTounas arrectauust no M/IK.01.05

12

YuyeOHas npakTHKa
Bunawbi pator:
YCTaHOBKA MIPOTPAMMHOT'0 00CSCIICUSHHSI B COOTBETCTBUH C TEXHUYECKOH JIOKYMEHTAIUCH.,

HACTpOiiKa mapamMeTpoB paboThl IPOrPAMMHOI0 00CCIICUCHHMSI, BKIIFOUYAs CUCTEMbI YIIPaBJICHUs 0a3aMH JaHHBIX.

HACTPOHKa KOMIIOHEHTOB ITOJCUCTEM 3aLUThl HHPOPMALIUH ONIEPALIUOHHBIX CUCTEM.

YIPABJICHUE YUETHBIMU 3alIUCAMH I10JIb30BATENCH.

pabota B onepalMoHHBIX CHCTEMaX ¢ COOJII0IEHHEM JICHCTBYIOIINX TPEOOBAaHHH 110 3a1uTe HHPOPMAIIHH.
yCTaHOBKa OOHOBJIEHHSI IPOIPaMMHOr0 00ecIieyeHusl.

KOHTPOJIb LEJIOCTHOCTH MTOJCUCTEM 3aLIUTHl HHPOPMALIMH ONIEPALIMOHHBIX CHCTEM.

BBITTOJIHEHHE PE3EPBHOTO KOMMMPOBAHKS U aBaAPUIHOTO BOCCTAHOBIICHHS PA0OTOCIIOCOOHOCTH OTIEPaIUOHHON
cucTeMbl 1 0a3bl TaHHBIX

HCTIOJIb30BaHUE POrPAMMHBIX CPEICTB VI apXUBUPOBaHUS HH(DOPMALHH.

MPOBEICHHUE ay/IUTa 3AIIUIIEHHOCTH aBTOMAaTH3UPOBAHHOW CUCTEMBI.

YCTaHOBKA, HACTPOMKA U DKCILTyaTalHsl CETEBBIX OMEPAIlMOHHBIX CHCTEM.

JMarHOCTHKA COCTOSHUS MOJCUCTEM 0€30I1aCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB pabOTHI CETEBON
OTIEPAIMOHHON CUCTEMBI.

opraHuvsanusa pa60T C YAQAJICHHBIMHA XpaHUJIUIIAMU JaHHBIX U 6a3aMI/I JaHHBIX.

OpraHu3alys 3alIMIIEHHON NepeJaul JaHHbIX B KOMIIBIOTEPHBIX CETSX.

BBIMOJIHEHHE MOHTaKa KOMITBIOTEPHBIX CETEeH, OpraHu3anisi i KOHQUTypUpOBaHHE KOMITBIOTEPHBIX CETel,
YCTaHOBJICHUE U HACTPOWKA IMApaMETPOB COBPEMEHHBIX CETEBBIX TPOTOKOJIOB.

OCYIIECCTBJICHNEC TUArHOCTUKN KOMITbIOTCPHBIX ceTeﬁ, OIIpE€ACIICHUC HeHCHpaBHOCTeﬁ " cboeB IIOACUCTEMBI
0€30I1aCHOCTH U yCTPpaHEHHE HEUCTIPAaBHOCTEH.

3aMOJIHEHNE OTYETHOW JOKYMEHTAIMY N0 TEXHUYECKOMY 00CITY>KHBAHUIO M PEMOHTY KOMIIBIOTEPHBIX CETEH.

84

Hponmoucn;e}maﬂ MpaKTHKa
Buasl padot:

120
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— yd4acTHe B yCTaHOBKE M HACTPOWKE KOMIIOHEHTOB aBTOMAaTH3MPOBAHHBIX (MHPOPMAIIMOHHBIX) CHCTEM B
3alUIICHHOM UCTIOJHCHUU B COOTBETCTBUU C TPEOOBAHHUSIMH KCIUTyaTalIMOHHON JIOKYMEHTAIIUU

— o0ciy>XKMBaHWE CPEACTB 3aIUTHl HHPOPMAINKA TPHUKIATHOTO M CHCTEMHOTO IIPOTPAMMHOTO 00ECTICYeHHS

— HaCTpOHKa MPOTPaMMHOTO OOECITCUCHHS C COOTIOICHIEM TPEOOBAHMIA I10 3aIUTe HHPOpMaITIn

— HAaCTpOWKa Cpe/ICTB aHTUBUPYCHOH 3aIIUTHI 11 KOPPEKTHOH pabOTHI MPOrpaMMHOT0 0OecIIeYeHUsI 110 3aJaHHBIM
nrabaoHamM

— HacTpOWKa BCTPOEHHBIX CPENICTB 3aMIUTHl HH(OPMAITUH TPOTPaMMHOTO 00eCTIeYeHuUs

— TpoBepka (PyHKIIMOHUPOBAHUS BCTPOCHHBIX CPEJCTB 3aIUThHI HHPOPMAIMH TPOrPaMMHOT0 00eCTIeueHUs

— CBOEBpPEMEHHOE OOHApYKECHUE MMPU3HAKOB HAJIMYHSI BPEIOHOCHOTO MPOTrPaMMHOT0 obecneueHus

— 00CIy)XKMBaHUE CPECTB 3aIUTHI HHPOPMAIMH B KOMIIBIOTEPHBIX CHCTEMaX U CETAX

— 00CIyKMBaHWE CHCTEM 3aIUTH HHOPMAITUN B aBTOMATH3UPOBAHHBIX CUCTEMaX

— ydacTHe B IPOBEJCHUH PETIaMEHTHBIX paboT MO IKCILTyaTalldi CUCTEM 3aIUThl HHPOPMALIUH
aBTOMATHU3UPOBAHHBIX CHCTEM

— TpoBepKa paboTOCIIOCOOHOCTH CUCTEMBI 3aIIUTHI MHPOPMAIINHA aBTOMATU3HPOBAHHON CHCTEMBI

— KOHTPOJIb COOTBETCTBHUA KOH(l)I/II‘ypaHI/II/I CHUCTEMBI 3allIUThI I/IH(bOpMaHI/II/I aBTOMaTI/I?;I/IpOBaHHOﬁ CHUCTEMBI €€
JKCIUTyaTalMOHHON JOKYMEHTaluu

— KOHTPOIb CTAOMIBHOCTH XapPaKTEPUCTHUK CHCTEMBI 3alIUTHl HHPOPMAIIMA aBTOMAaTH3UPOBAHHOW CUCTEMBI

— BEJICHUC TEXHUYECKOH JIOKYMEHTAIIUH, CBSI3aHHOM ¢ DKCIUTyaTallel CUCTEM 3allMuThl UH()OpPMAaIIUU
ABTOMATU3UPOBAHHBLIX CUCTEM

— ywacTue B paboTax 1o 00eCIeYeHNIO 3aUThl HHPOPMAIIUY TIPY BHIBOJIE U3 SKCILTyaTallii aBTOMATU3HPOBAHHBIX

cUCTEM
IK3amen no npogheccuoHaIbHOMY MOOYIIO 12
Bcezo 696/522

2.4. KypcoBasi padoTa. BrinomHeHnue KypcoBoil paboThl HE TPETYCMOTPEHO




3. YCJIOBUA PEAJIM3ALIMN TPO®PECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuaibHO-TeXHUYECKOE o0ecneyeHue

Macrepckas «KubepOezonacHOCTH», OCHAIleHa B COOTBETCTBUH C HPUIIOKECHHEM 3
OIIOII-IT. u cm. 3.1.2. o6pa3oBaTeNbHON IPOTPAMMBI

ba3bl npakTHKU (MacTepcKue) OCHAIIEHbI B COOTBETCTBUHU ¢ IpuiiokeHuem 3 OITOIT-1L

3.2. YueOHO-MeTOANUYECKOE O0ecIIeueHue
3.2.1. OcHOBHBI€ NIeYaTHbIE U/WJIN JIEKTPOHHbIE U3IaHUSA

1. XKnanos C.A., UBanoa H.IO., Mansxuna B.I'. OnepaunoHHBIE CHUCTEMBI, CETU U
UHTEpHET-TeXHoJIorun — M.: M3narensckuii neHTp «Axagemus», 2018.

2. KoctpoB b. B. , Pyukun B. H. Cetn u cucremsl mepenauun uHbopmanuu — M.:
W3narensckuii neHTp «Akanemus», 2019

3. 3asmu, A. M. Opranumzanus 6ecnipoBogubix Ad Hoc m Hot Spot cereir B cpene OC
Windows : yuebnoe nocobue amus cro / A. M. 3asu, C. I1. Xabapos. — Cankr-IletepOypr : JIans,
2021. — 220 c. — ISBN 978-5-8114-6974-1. — TekcT : 2neKTpoHHBIH // JlaHb : 31eKTpOHHO-

oubnuoreynas cucrema. — URL: https://e.lanbook.com/book/153938 — Pexxum noctyna: ans

aBTOPU3. II0JI30BATEIICH.

4. Kyty3os, O. . HpOoKOMMYHHKAIIMOHHBIE CHCTEMBI U CE€TH : yueOHHK aus cro / O. U.
Kyty3os, T. M. TarapuukoBa, B. B. IlexanoBckmii. — 2-¢ m3a., crep. — Cankrt-IletepOypr :
Jlanp, 2021. — 244 c. — ISBN 978-5-8114-8488-1. — Texkct : snextpoHHblii // Jlanp :
aeKTpoHHO-OnbOmnoreynass cucrema. — URL: https://e.lanbook.com/book/176902 — Pexum

JIOCTYTIA: JI7Is1 aBTOPU3. TIOJIb30BaTENEH.

5. Cocuun, II. U. ApxuTekTypHOE€ MOJEIMPOBAHUE ABTOMATH3UPOBAHHBIX CUCTEM :
yuebHuk s cno / I1. . CocHun. — 3-e u3n., crep. — Cankr-IlerepOypr : Jlanb, 2023. — 180
c. — ISBN 978-5-507-46075-5. — Texkcr : 2neKTpoHHBIN // JIaHb : 371€KTPOHHO-OMOINOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/297017 — Pexum poctyna: uis aBTOPH3.
II0JIb30BATENEH.

6. Vitmun, A. I. CereBoe U CHCTEMHOE aJMUHHUCTPUPOBAHHE. J|eMOHCTpAIMOHHBIH
sk3amed KO/J 1.1 : yue6HO-MeTonndeckoe nocodue amns cmo / A. I'. YilMuH. — 3-e u3n., crep. —
Cankr-IlerepOypr : JIanp, 2022. — 480 c. — ISBN 978-5-8114-9255-8. — TekcT : 31eKTpOHHBIN
// Jlanb : anexkTpoHHO-OMONMoTeuHas cucrema. — URL: https://e.lanbook.com/book/189420 —
Pexum noctyna: 1ist aBTOpuU3. MOIb30BATENEH.
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4. KOHTPOJIb 1 OHEHKA PE3YJIBbTATOB OCBOEHMUSA
INPO®ECCHUOHAJIBHOI'O MOAYJIAA

Kon IIK, OK Kpurtepun ouenku pe3yJjibTara
(moxka3aTejiu 0CBOEHHOCTH DopMbl KOHTPOJISI U METObI OLIEHKH
KOMIIeTeHII)

K  1.1.  IIpousBoauts | JleMoHCTpHUpYyET YMEHHUS | TECTUPOBAHHUE, 9K3aMEeH
YCTaHOBKY M  HACTPOMKY | yCTaHOBKHU u HACTPOMKH | KBATH(PHUKAIIMOHHBIH,
KOMITOHEHTOB KOMITOHEHTOB 9KCHEpPTHOE HaOIIO/ICHHE BBITIOJTHEHUS
ABTOMATU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX nabopaTopHbeIX  paboT, SKCIEpTHOE
(MHGOPMANIMOHHBIX) CHCTEM | (MHQOPMAITMOHHBIX) CHCTEM B | HaOIIOICHUE BBITIOJTHCHUS
B 3alUIIEHHOM WCTIOJHEHWH | 3alllUIIEHHOM HCIONHEHWH B | MPAKTHYECKHUX paboT,

B COOTBETCTBHHU C | COOTBETCTBUH C TpeOOBAHUSIMHM | OLIEHKA PELICHUS CUTYallMOHHBIX 3a7a4,
TpeOOBaHUSIMU 9KCIUTyaTallMOHHOM OLICHKAa Tpolecca U  PEe3yJIbTaToB
9KCIUTyaTallMOHHOM JOKyMEHTalu1 BBINOJIHEHNS BUIOB padOT HAa MPAKTUKE
JOKYMCHTAIIHH.
IIK 1.2. Aamunuctpuposats | IlposBuser YMEHUs U | TECTUPOBAHMUE, 3K3aMEH
MIPOTrpaMMHBIE U | IpaKTHYECKUN OMBIT | KBANU(UKALIMOHHBIH,
MIPOTPaMMHO-aMNIapaTHbIE aJIMUHUCTPUPOBAHUS 9KCHEPTHOE HAOIIOECHUE BBIIOJIHEHUS
KOMITOHEHTBI MPOTPaMMHBIX W TPOTPaMMHO- | TaOOpaTOpHBIX  paboT, 3KCIEepPTHOE
aBTOMATHU3MPOBAHHOM anmnapaTHbIX KOMIIOHEHTOB | HaOJIIOJeHNE BBITIOJTHEHHUS
(mapOpPMATMOHHOT) ABTOMAaTHU3UPOBAHHOM MPaKTHYECKUX pabdoT,
CHUCTEMBbl B 3alIWIICHHOM | (MH(OPMALIMOHHOW) CHCTEMBI B | OIIEHKA PEIICHHUS CUTYAI[MOHHBIX 3a/ad,
WCTIOTHEHUH. 3alUICHHOM UCTIOTHEHUN OIleHKa Tpolecca U  pe3yJbTaToB
BBINOJIHEHNS BUIOB padOT HAa MPAKTUKE
INK 1.3, O6ecneunBats | [IpoBogur mnepedeHp pabOT IO | TECTHPOBAHHE, 3K3aMEH
Oecriepe0oiiHy 10 paboty | obecnieuenuto  Oecriepe0OMHON | KBAIM(DUKAIIMOHHBIH,
aBTOMATHU3UPOBAHHBIX paboTbl  aBTOMATH3MPOBAaHHBIX | IKCIIEPTHOE HAOJIIOJICHUE BBIMOJHEHHS
(naPOpMaIOHHBIX) cHCTEM | (MH(QOPMAIMOHHBIX) CHCTEM B | 1a00OpaTOpHBIX  paboOT, 3KCHEpTHOE
B 3AIIMIICEHHOM MCIIOJHEHUM | 3alllMIICHHOM  HCIIOJIHEHHH B | HAaOJIOAEHUE BBITIOJTHEHHUS
B COOTBETCTBHHU C | COOTBETCTBUH C TpeOOBAHUSIMH | IPAKTHUECKUX padoT,
TpeOOBaHUSIMU 9KCIUTyaTallMOHHOM OLIEHKA PELIeHNs CUTYAI[HOHHBIX 3a]a4,
9KCIUTyaTallMOHHOM JNOKyMEHTalun OLICHKAa Tpolecca U  Pe3yJIbTaToB
JIOKYMEHTAIIHH. BBIMOJIHEHHSI BUJIOB paboT Ha MPaKTUKE
[NK  1.4. OcymectBuars | IlposBisier 3HaHHA W yMEHHSA B | TECTHPOBAHHE, 3K3aMEH
MIPOBEPKY TEXHHUYECKOTO | IPOBEPKE TEXHUYECKOTO | KBAIM(HUKAIMOHHBIH,
COCTOSIHUS, TEXHUYECKOE | COCTOSHMUS, NPOBEJICHUN | SKCIIEPTHOE HAOJIOACHUE BBITOJHEHHUS
oOCTy)XMBaHWE W TEKYIIUH | TEKyIIero peMoHTa U | 1abopatopHbIX  paboT, dSKCIEPTHOE
PEMOHT, yCTPaHATh OTKa3bl U | TEXHUYECKOTO OOCITY)KUBaHHA, B | HAOJIIOJCHNE BBITIOJTHEHHUS
BOCCTaHABIMBAThH yCTpaHEHUH OTKa30B U | IPaKTUYECKUX pador,
paboTOCIOCOOHOCTH BOCCTaHOBJICHUU OIIEHKA PEIICHNUs] CUTYAIIMOHHBIX 33]1ad,
ABTOMAaTHU3UPOBAHHBIX paborocmocobHOCTH OIlCHKa TIpoIlecca W  Pe3yIbTaTOB
(uHMOpPMALIMOHHBIX) CHCTEM | aBTOMAaTH3WPOBAHHBIX BBITIOJIHEHNSI BUIOB pabOT Ha MPAKTUKE
B 3aI[UIIIEHHOM UCTIONHEHNH. | (MHQOPMAIIMOHHBIX) CHUCTEM B

3aIANIEHHOM HCIIOJIHEHUN

OK 05. OcymectBiasaTh
YCTHYI0O W  IHCHBMEHHYIO
KOMMYHHKAIIHIO Ha
TOCYJJAPCTBEHHOM SI3BIKE C
y4eToM 0coOeHHOCTEH
COIMAIBHOTO M KYJIBTYPHOTO
KOHTEKCTA.

I'pamoTHO BHazeer ycTHOM U
MHUCbMEHHOU PEUbIO

SlcHO Qopmynupyer W u3Naraet
MBICITH
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IIpunoxenne 1.2

K OIIOII-II o cienuaJILHOCTH
10.02.05 Ob6ecneuenue nHGOPMAIUOHHON 0€30MACHOCTH ABTOMATHU3MPOBAHHBIX CHCTEM

PaGouasi nporpamMmma npogeccuoHaIbHOT0 MOTYJIsI

«IIM.02 BAIIUTA UHO®OPMAIIUU B ABTOMATU3NPOBAHHbBIX CUCTEMAX
ITPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMHU CPEICTBAMMWM»
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2.1.
2.2.
2.3.
2.4.

3.1.
3.2.
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1. OBIIAS XAPAKTEPUCTUKA PABOYEW ITPOI'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.02 3BAIIUTA UHOOPMAILINU B ABTOMATU3UNPOBAHHBIX CUCTEMAX
INPOI'PAMMHBIMHA U ITPOI'PAMMHO-AIIIIAPATHBIMUA CPEJICTBAMMN»

1.1.

Ieap m mMecTto mpodeccHOHAJBLHOIO MOAYJISI B CTPYKType 00pa3oBaTe/bHOMH

NPOrpaMMmblI

HGJIB MOAYJIA: OCBOCHHUC BUJia ACATCIIbHOCTH «3alllnuTa I/IH(bOpMaI_[I/II/I B aBTOMAaTU3WPOBAHHBIX

CUCTCMax IMPOrpaMMHBIMHU U ITPOTpaMMHO-alIIapaTHBIMA CPECACTBAMMD).

[TpodeccrnonanbHbBI MOAYJIh BKIIOYCH B 00SI3aTEIIBHYIO 9acTh MPO(eCcCHOHAILHOTO MK
oOpa3oBatenbHON mporpammbl 1o crenmanbHOCTH 10.02.05 OOGecnedenne WHGOPMAIMOHHON
0€30MacCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM

1.2.

pe3yjibTaTaMu

IInanupyemMble pe3yJbTaThl 0CBOEHHS NPO(ECCHOHAIBLHOIO MOTYJIsI
PesynpTatel ocBoeHUsT TPO(ECCHOHANBHOTO MOJIYJSl COOTHOCATCS C IUIAaHUPYEMBIMU

OCBOCHUHA

00pa3oBaTeNbHON  MPOrPaMMBIL,

KoMMeTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesynbrare ocBoeHus podecCHOHATBHOTO MOJTYJIsi 00YYArOIIUICS TOJDKEH:

npeacTaBJICHHbBIMA B

MaTpune

Kog OK,
YMeThb 3HaThH Biagerp HaBbIKAMH
K
OK 08 — ACTIOJIB30BaTh (PU3KYIBTYPHO- — poJib (huzndeckoit
0370POBUTEIHHYIO JESATENbHOCTh | KYJBTYPHI B
JUIL  YKPeIUIGHHS  3JI0POBbs, | OOIIEKYyNbTYypHOM,
JOCTHIKEHHMS ~ JKU3HEHHBIX U | MPO(peCcCHOHATBHOM U
podeCcCHOHANBHBIX elel COLIMAIEHOM pa3BUTUH
— IPUMEHATh  pAIMOHAIBHBIC | YEJIOBEKa
MIPUEMBI JIBUTATEIbHBIX (QYHKIMH — OCHOBBI 370pOBOTO 00paza
B npodeccnoHaIBHON | KHU3HU
JeATeTbHOCTH — yCIIOBUS
—OJIb30BAThCSl  CPEACTBaMH | MpOo(ecCHOHATBHOM
POQHIAKTUKY NMEPEHANPSDKEHNS, | IESTEIFHOCTH M 30HBI PHCKA
XapaKTepHBIMH ISl JAHHOW | ()M3MYECKOTO 3JIOPOBBS IS
CHeuaIbHOCTH CHeUaIbHOCTH
—cpencTBa  MPOQIIIAKTHKH
nepeHanpsHKeHHs
K 2.1. — yCTaHaBJIUBATh, HACTPAUBATh, — OCOOEHHOCTH M CIIOCOOBI — BBIIIOJIHATH YCTaHOBKY,
NPUMEHSATh  HPOrpaMMHBIE W | MPUMEHEHHs MPOrPaMMHBIX M | HACTPOHKY MPOTrPaMMHBIX
IIPOrpaMMHO- amnmapaTHble | IPOTPaMMHO- anmapaTHBIX | CPEJCTB 3aIUThI HHOOPMALIUH B
CpEeICTBa 3alIUTH HHPOPMALIUH CPEICTB 3aIIUTHl | aBTOMATU3WPOBAHHOMN
nHdopmanum, B TOM 4HCIe, B
OTIepaAIIMOHHBIX cUcTeMax,
KomrmbroTepHbIX ceTsix, 6azax
JIAaHHBIX
MK 2.2. — yCTaHaBJIMBATh U HACTPauBaTh — 0COOEHHOCTH M CIIOCOOBI — obecrieunBaTh 3aIUTy
CpeACTBa aHTUBUPYCHOM 3aIIMTHI | MPUMEHEHHs MPOTPaMMHBIX M | aBTOHOMHBIX
B COOTBETCTBUH ¢ | mporpamMmHoO- annapaTHBIX | aBTOMAaTH3HPOBAaHHBIX  CHCTEM
MIPEABSBIAEMBIMU TPEOOBAHUAMH | CPEJIICTB 3alIUTHl | TPOrPaMMHBIMH M TIPOTPaMMHO-
— yCTaHaBINBAaTh, HACTPaWBaTh, | MHGOPMAIMH, B TOM YHCIE, B | allapaTHBIMHU CPEICTBAMHU
NPUMEHATh  NPOTpaMMHBIE W | ONEPAlMOHHBIX CHUCTEMaX, — UCTIONIb30BaTh
MIPOTrpaMMHO-aNIapaTHbIE KOMITBIOTEPHBIX CETSIX, 0a3ax | MPOrpaMMHBIE M TNPOTPAMMHO-
CpeACcTBa 3anThl HHPOPMAIUU JAHHBIX anmapaTHble  CpeacTBa Ui
3aIuThl HHPOPMALUH B CETH
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IIK 2.3. — IMarHOCTUPOBATh, YCTPAHATH — METO/BI TECTUPOBAHUSA — TECTUPOBATH GyHKIHH,
OTKa3Hbl, obecrieunBath | (GyHKIUI OTAETBHBIX | AMArHOCTHPOBATh
paboTocmocoOHOCTH U | IPOTPaMMHBIX U IIPOTPAaMMHO- | pabOTOCTIOCOOHOCTH
TECTUPOBATH (GYHKIMM | anmapaTHBIX CPEICTB 3aIUTHl | IPOTPAaMMHBIX M IIPOTPAMMHO-
MIPOTrPaMMHO-aNaPaTHBIX nHpopManum annapaTHbIX CPEACTB 3allUThI
CPEICTB 3aLIUTHI HH(POPMAIHN nHPOpPMANH

— YCTpaHATh OTKa3bl u
BOCCTAaHaBIIUBATh
paboTOCIOCOOHOCTH
NPOTPaMMHBIX M IIPOTPaMMHO-
annapaTHbIX CPEJICTB 3allUThI
nHbOpMaIUU

IIK 2.4. — IPUMEHATh IPOTrPAMMHBIE H — 0COOEHHOCTH M CIIOCOOBI — pemarh 3aJayu 3alUThl OT
MIPOTPaMMHO-aIIapaTHbIE npuMeHeHus nporpammusix U | HCJI K nHpopmannu
cpezncTBa TUIs 3alIUTHI | IPOTPAMMHO- anmapaTHBIX | OTPAaHWYEHHOTO  JOCTyIla  C
nH}opmanuy B 6a3ax JaHHBIX CpeACTB 3aIIMTHI | IOMONIBIO  TPOTPAMMHBIX H

— IPOBEPATH BBITIOJTHEHNE | MH(POPMAIMK, B TOM YHCIE, B | IPOrpaMMHO-aNIapaTHBIX
TpebGoBaHMI 1o 3aIIUTe | ONEpPAIMOHHBIX CHCTEMaX, | CPEICTB 3aIMUTHI HHPOPMAINU
nHpopmanuu OT | KOMIIBIOTEPHBIX CeTsX, 0azax — IPUMEHATE  DJIEKTPOHHYIO
HCCAHKIIMOHUPOBAHHOTO AOCTYIIa | AAHHBIX IOAIUCH, CUMMCTPUYHBIX u
npu aTTeCTallu O6’I)CKTOB — THUIIOBBIC MOJCIIN ACUMMECTPUYHBIX
nHpopmaruzauuu 10 | yIpaBJICHUS JOCTYIOM, | KpUNTOrpadrYecKux
TpeOOBaHUAM 6e30MacHOCTH | CPEJICTB, METOZIOB U | aJroOpuUTMOB, u CpEeICTB
nHpopmanuu MPOTOKOJIOB HAEHTH(UKAUMU | IH(POBAHUS JaHHBIX

— IPUMEHATh MaTeMaTHYECKUH | M ayTeHTH(UKAIMN
ammapar TUTs BBITTOJTHEHHS — OCHOBHBIE MOHSATHUS
KPHIITOTpahUIecKux KpunTorpagu ¥ THIOBBIX
npeoOpa3oBaHui KPHUITOTpahUIeCcKNX METOH0B

— UCTIONb30BaTh THUIIOBBIE | U Cpencrs 3aIIUTHI
MpOrpaMMHEIE nHpOpPMALUU
Kpurtorpaduueckue cpeacrsa, B
TOM YHCJIE 3JICKTPOHHYIO TIO/IICh

IIK 2.5. — IPUMEHSTh cpencTea — 0COOCHHOCTH M CHOCOOBI —yuér, 00paboTKa, XpaHEeHUE
rapaHTHPOBAHHOTO YHHUYTOXEHHS | MPUMEHEHHS  NPOTPAMMHBIX | M Tepemada HHGOpMAIMHU, I
nHpopmanuu YHHYTOXEHUS HHPOpMaIuu KOTOpPOIl YCTaHOBJIEH PEXKUM

— OCOOEHHOCTH U CIOCOO0BI | KOH(OUIACHIINAIEHOCTH
NPUMEHEHUSI  IPOrpaMMHO-
anmnapaTHBIX cpencTB
rapaHTHPOBAHHOTO
YHHYTOXEHUs] HHPOpManu

K 2.6 — yCTaHaBJINBaTh, HACTPaHBaTh, —THIIOBBIE  CPE/ACTBA U —BBINOJIHATH ~ paboty ¢
NPUMEHATh ~ NPOTpaMMHBIE W | METOJBl  BEJCHMS  ayJuTa, | HOACUCTEMAaMH  PETHCTPalUd
MIPOTrPaMMHO- anmapaTHbIE | CPEJCTB M CIIOCOOOB 3alIHUTHI | COOBITHIHA
CpeacCTBa 3alllUThI I/IH(I)OpMaHI/II/I I/IHq)OpMa[H/H/I B JIOKQJIBHBIX — BBIABJIATH CcOOBITHSA u

— OCYILECTBIISITH MOHUTOPHHT U
perucTpanuo CBEJICHU,
HEOOXOAMMBIX Ui 3alIUThI
00BeKTOB MHPOPMATH3AINK, B
TOM 4YHCIE C HCIOJIb30BaHUEM
MPOTPaMMHBIX M ITPOTPaMMHO-
anmapaTHbBIX CpPE/CTB
OoOHapyKeHHs, HpeIyNpexICHUs
W JIMKBUJAIMH  TOCIEACTBHA
KOMITBIOTEPHBIX aTaK

BBIYHCIIMTENbHBIX CeTsIX,
CpeJncTB 3aIUTHI oT
HECaHKITMOHUPOBAHHOTO
JlocTymna

WHIAAEHTOB 0€30I1aCHOCTH B
aBTOMAaTU3UPOBAHHON CUCTEME
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2. CTPYKTYPA U COAEP KAHUE TPOPECCHOHAJBHOI'O MOAYJIA

2.1. TpyaoeMKOCTb OCBOEHHMSI MOXYJISI
B 1.4. B popme
HaumeHoBaHMe COCTABHBIX YacTel MOYJIsA O0Bem B yacax NMPaKTHYECKOM
NMOJATrOTOBKH
VYueOHbIE 3aHATHSA, BT. 4. 268 196
KypcoBas pabora (IIpoeKT) 20
CamMocTosTenpHas paboTta 16
IlpakTuka, B T.4.: 204 204
y4yeOHast 48 48
MIPOU3BOJACTBEHHAS 156 156
[IpomexxyTouHas arrecranusi, B TOM YUCIE:
[TpomexxyTounas arrecrarus MK 01 24
[IpomesxxyTounas arrectauus MK 02
1IM 02 12
Bcero 524 400
2.2 CrpykTypa npo¢ecCHOHATBHOT0 MOAYJIS
Kox OK, ITK
= .o ~ = g
g | AR =
5] = o vl 9 S| o =
2 m | = | 2 €| 38| & &
» = = o o =
E 5| X R | E El E| F
22 H T = | 3 S| 2| =
HaunmeHoBaHuS pa3zienos g 2 S| g| £ | =| & §
Bcero, = 2 p= % ) 3 gl B E
npo¢ecCHOHANIBHOTO v o| o L | Q| B E| | ©
Jac. s E| B 2| 8 8| E| §| a
MOZYJIA 2 gd| o T | = © =
2E| E| 8|28 |28 &
@ g .; 3 3 S ; 2
i > &l 2| 2 i
2 8 o S| & g
m = =
1 2 3 4 5 6 | 7] 8 9 [ 10
OK 08; TIK 2.1. Pazpgen 1 IIporpammHubie U
HK2.2. 11K 2.3. [POrpaMMHO-aIapaTHbIE
186 126 | 186 | 154 | 20| 8 24
1K 2.4. TIK 2.5 CpCACTBA 3alIUTHL
1K 2.6 uHpOpPMaLIUH
OK 08; I[IK 2.1. Pazgen 2
HK2.2. 11K 2.3. Kpunrorpapuyeckue
122 70 122 | 114 8
MK 2.4. TIK 2.5 CpCACTBA 3alIUThL
1K 2.6 nHpOpMaLIH
YuebHas mpakTHKa 48 48 48
[IpousBoacTBeHHas 156 156 156
IMPAKTHUKA
ITpoMexxyTouHas 12
aTTecTalus
Bcezo: 524 | 400 | 208 | 268 | 20| 16 | 24 | 48 | 156




2.3.

Conep:xanue npodeccuoHAIBLHOT0 MOIYJIs

HaumeHoBaHue pa3ienoB U
TeM NPohecCHOHAILHOT0

Coaepixanue yue0HOro MaTepuaJa,

OobeMm, akaja. 1/
B TOM 4YHCJIE

Meﬁ:?ﬁﬁﬁ;{i‘g)’ﬂmx JabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTONATEIbHAA YueOHasi padoTa np:lc?;lr:zqcicoﬁ Kon IIK, OK
Kypeos (MIK) odyuyarwuuxcs, Kypcopasi padora (Ipoexr) HOATOTOBKH,
akajg. 4
1 2
Paspnen 1 IIporpaMMHBbIe 1 IPOrPaAMMHO-ANINIAPATHBIE CPEICTBA 321U THI HHGOpManun 186/126
M/IK.02.01. IIporpaMmMHBbIe H HIPOrPAMMHO-ANNIAPATHBIE CPEICTBA 321U THI HHGOPMALIUK 154/106/20
Tema 1.1. [Ipeamer u Conep:xkanue 2
3aJla4y [IpOrpaMMHO- [Ipenmer u 3a1a4n IpOrpaMMHO-aINAPaTHON 3amKThl HHPOopManuu. OCHOBHBIE OK 08; I[IK 2.1.
arapaTHOM 3aIMThI MOHATHS POTPAMMHO-ANIIAPATHON 3am|Thl nH(popmanmu. Kinaccupukamust MeTo 0B 1 [K2.2. TIK 2.3.
uHpOpMaLUn Y CPEJICTB MPOTrPaMMHO-aNapaTHOHN 3amuTsl HH()OpMaIIH TIK 21.'?I.<2K62.5 :
Tema 1.2. Ctannaptsl Coaep:xanue 6
0€30MacHOCTH HopmaTtuBHBIE paBOBBIE aKThI, HOPMATHUBHBIE METOAUYECKHE JOKYMEHTBI, B COCTaB OK 08; IIK 2.1.
KOTOPBIX BXOJAT TPeOOBAaHUS U PEKOMEHAINH T10 3aIIUTe HHPOpMauu MK2.2. TIK 2.3.
MIPOrpaMMHBIMH U ITPOrPaMMHO-aMIapaTHbIMU cpeacTBamu. [Ipoduin 3ammTsl { TIK 21'?K2K62 =
IIPOrpaMMHBIX U IPOrPaMMHO-aNNapaTHBIX CPEICTB (MEKCETEBBIX IKPAHOB, CPEJCTB o
KOHTPOJISI CheMHBIX MAIlIMHHBIX HOCUTENEeH HH(OpMaLUU, CPEJCTB TIOBEPEHHOM
3arpy3KH, Cpe/ICTB aHTUBUPYCHOM 3alllUTHI)
B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHI 4
O0630p HOPMATHBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOJAMYECKHX JTOKYMEHTOB IO
3anMTe NHPOPMALIUH, B COCTaB KOTOPBIX BXOJAT TPEOOBaHUS U pPEKOMEHJAIUHU 110 2
3amuTe HHPOPMAIIHH MPOTPAMMHBIMH U MIPOTPAMMHO-ANMAPaTHBIMU CPEICTBAMU
Pabora ¢ cogepxaHnemM HOPMATUBHBIX IPABOBBIX AKTOB 2
B ToMm 4uciie camocTosiTesibHAsE padoTa 00y4arOUIUXCA
CranmapTsl 10 3amuTe HHOOPMAIMHU, B COCTaB KOTOPBIX BXOASAT TPeOOBaHUS U 1

PEKOMEHIalliu O 3a1uTe UHPOPMAIK TPOTPAMMHBIMH U TPOTPAMMHO-
anmapaTHbIMM CPEJICTBAMH.
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Tema 1.3. 3amuinensas
aBTOMAaTU3UPOBAHHAS
cucremMa

Conep:kanue

20

ABTomaruzanus npoiecca 00pabotku napopmanuu. [lonarue aBToMaTu3npoBaHHON
CUCTEMBI

Oco0eHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B 3aIIUIIIEHHOM UCIIOJIHCHHH.
OcHoBnble Bubl AC B 3alIMIIIEHHOM HUCIIOJHEHHUH. JIMCKpEIMOHHBIE MOJIEIIH.
MangaTHbeIE MOAETH

B ToMm 4uncie NMPAKTUYIECCKUX U H360paT0pHLIX 3aHATHIl

[y
=]

VYuder, 00paboTka, XxpaneHue u nepegaya napopmarmu B AUC

OrpannueHue JOCTyIa Ha BXOJ B cucteMmy. Pasrpannuenue gocryna

Wnentudukanys u ayreHTU(OUKALUS TOIb30BaTeNei

Peructpanus coObiTuii (ayuT)

KOHTpOHL LIEJIOCTHOCTH JIAHHBIX. Y HUUTOXKECHUEC OCTaTOYHOM I/IH(1)OpMaI_II/II/I

VYnpasnenue nonutukoit 6e3onacuoctu. 1lladnousl 6e3o0nacHOCTH

Kpunrorpaduueckas 3ammura

00630p porpamm mUGPOBAHMS TAHHBIX

MeTtoapl co3nanus 0e30nMacHbIX cucTeM. MeTo1010T U TPOEKTUPOBAHUS
rapaHTUpoBaHHO 3amuieHHbIx KC

N (N[NNI N

B ToMm unciie camocTosITeIbHAS paﬁoTa oﬁyqalonmxcn

OK 08; I[IK 2.1.

K 2.2. TIK 2.3.

K 2.4. TIK 2.5.
[IK 2.6.

Tema 1.4.
Jecrabunusupytoiiee
BO3/I€HCTBHE HA OOBEKTHI
3aLUTHI

Conepxanue

Hcrounuku ,HCCTa6I/IJII/ISI/Ipy10H_Iel"O BO3JICHCTBHS Ha 00BEKTHI 3alllUThI

Crioco0bl Bo3eiicTBHS Ha HH(OPMAIIHIO

B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHI

Pacrnipenenenne kaHamoB B COOTBETCTBUU C UICTOYHUKAMU BO3AEUCTBUS Ha
nH(popMaINIo

B Tom unciie camocTosiTeIbHAS Pad0Ta 00y4aIOIIMXCHA
[IpuurHbI 1 yCclIOBUS A€CTa0MIN3UPYIOIIETO BO3IEHCTBUS HA HHPOPMAIIUIO

OK 08; IIK 2.1.

K 2.2. TIK 2.3.

I[IK 2.4. TIK 2.5.
[IK 2.6.

Tema 1.5. IIpuaiuns
IPOrpaMMHO-aNNapaTHON
3alIUThl UH(HOPMAIMH OT
HECaHKI[MOHUPOBAHHOI'O
JOCTyIIa

Conep:xxkanue

[ToHATHE HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K HHPpopMauu. OCHOBHBIE MOIXOBI K
3anure uHpopmanuu ot HCJJ

Opranuzanus goctyna K (aiiinaM, KOHTPOJIb JOCTyIA U pa3rpaHUYeHUe I0CTya,
uepapxudeckuit goctyn K (ainam. Gukcanus gocryna K daitnam. Jloctyn kK JTaHHBIM
CO CTOPOHBI IIPOLECCA

OK 08; TIK 2.1.

K 2.2. TIK 2.3.

[IK 2.4. TIK 2.5.
[IK 2.6.
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B TOM uMciIe NIpaKTHYECKUX U JIA00PATOPHBIX 3aHATHI 6
Opranm3anus 10cTyna K ¢aiinam 2
O3HaKOMJICHHE ¢ COBPEMEHHBIMH ITPOrPAMMHBIMU U ITPOrPaMMHO-aNIIapaTHBIMU 4
cpeactBamu 3amuThl oT HCJJ
B TOoM umciie camocTosiTeIbHAS PadoTa 00y4aloUXCs 1
Oco0eHHOCTH 3aIUTHI JaHHBIX OT n3MeHeHus. Llugpposanue
Tema 1.6 Ocnossl 3amuTsl | Comepxxanue 3
ABTOHOMHBIX Pabora aBronomuo#t AC B 3amumeHHoM pesxume. Anroputm 3arpy3ku OC. LltatHeie OK 08; IIK 2.1.
ABTOMAaTU3MPOBAHHBIX cpeacTsa 3aMblkaHus cpefbl. Pacimupenue BIOS kak cpeacTBo 3aMblKaHUs 1 K 2.2. TIK 2.3.
CUCTEM IIPOTPaMMHOM CPEJIbI K 2.4. TIK 2.5.
Cucremsl TUIIa DJIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOU LIETOCTHOCTU MPOrPaMMHOMN 1 [IK 2.6.
cpensl. [Tonstue AM/I3 (noBepeHHas 3arpy3Ka)
B Tom unciie camocTosiTeqibHAsA PadoTa 00y4arOIMXCH
IIpumeHeHMe 3aKialoK, HalIPaBJICHHbBIX Ha CHI)KEHUE 3()(hEKTUBHOCTHU CPEJICTB, 1
3aMBIKAOLIUX CPENY
Tema 1.7 3amura Conepxanue 2
IIPOrpaMM OT U3YUYEHMS N3yuenne n oOparnoe npoektupoBanue [10. Crocoos! nzyuenus [10: ctatuueckoe u ) OK 08; IIK 2.1.
JUHAMHYECKOE U3yueHue. 3aauu 3alIiThl OT U3YYEHHUS U CIIOCOOBI UX PElIeHUs K 2.2. TIK 2.3.
3amuTa OT OTIaAKH. 3alyTa OT AU3acceMOIMpOoBaHus. 3alUTa OT TPACCUPOBKH 10 K 2.4. TIK 2.5.
MIpephIBaHUSAM 1 [IK 2.6.
Tema 1.8 Bpenonocnoe Coaepxanue 10
nporpaMmHoe obecrniedenne | Kimaccugukaius BpeIoHOCHOTO PpOorpaMMHOro obecriedeHus. Cxema 3apaeHusl. OK 08; IIK 2.1.
CpenctBa HelTpanuzanuu BpegoHocHoro I10. [Ipopunaktuka 3apakeHus I [IK 2.2. TIK 2.3.
bor-nets1. [Ipunnun GyaximonupoBanus. Metoasr ooHapyx)enus. Kimaccudukarms 1 1K 2.4. TIK 2.5.
AHTUBHUPYCHBIX cpencTB. CUTHATYPHBIN U 3BPUCTUYECKHI aHAIIN3 TK 2.6.
B ToM unciie npaKTHYECKHUX M J1A00PATOPHBIX 3aAHATHI 8
[Tpumenenus cpencTs uccrnenoBanus peectpa Windows aist HAX0XKIEHUS CIIEI0B )
aKTUBHOCTH BpefoHocHoro 110
OCHOBHBIE KOHIIETIIIMY TOCTPOEHHUSI CUCTEM aHTUBUPYCHOH 3aILUTHI HA IPENIIPUATHH 2
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BpenonocHoe nmporpamMmmHoe o0ecriedeHue Kak 0COOBI BUJI pa3pyIIarOIIIX
BozaeiicTBuil. [lonck cnenoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows.

Hpyrue o0beKTHI, conepkamue napopmanuo o BpenoHocHoM 10, daiiner prefetch. 4
OcHOBHBIE BETKH, cojieprkaiue nHdopmamuio o BpegoHocHoMm I10.
3almTa oT BUPYCOB B «PYYHOM PEXKHUME
B ToM umciie camocTosiTeIbHAS PadoTa 00y4alouUXCs
Tema 1.9 Conep:kanue 8
3amuTa nporpamMmm u HecankunonupoBanHoe konuposanue nporpamm kak tTun HCJI. Ilpussska 110 k 1 OK 08; IIK 2.1.
JAQHHBIX OT anIapaTHOMY OKPYKEHHMIO U HOCUTEIISIM K 2.2. TIK 2.3.
HECAaHKITMOHHUPOBAHHOTO B ToMm 4nciie npakTHYeCKUX U JJA00PATOPHBIX 3aHATHI 6 K 2.4. TIK 2.5.
KOITMPOBaHUA TpeboBanusl 110 3alUTE NEPCOHANBHBIX JAHHBIX, B COOTBETCTBUU C YPOBHEM ) IK 2.6.
3alUIIEHHOCTH
3ammTHBIE MEXaHU3MBI B IpuiiokeHusx (Ha npumepe MSWord, MSExcel, ’
MSPowerPoint)
3alUTHBIE MEXAHU3MBI OT KOIIMPOBAHHSI COBPEMEHHBIX ONEPALIMOHHBIX CUCTEM 2
B ToM 4ncie camocrosiTesibHAs padoTa 00y4aromuxcs
IOpunnyeckue acreKkTbl HECAaHKIIMOHMPOBAHHOTO KONTUpOBaHUs porpamm. OoO1iee 1
MOHSITHE 3alIUTHl OT KOIMPOBAHUS
Tema 1.10 3amura Conep:xanue 13
uH(popMaluu Ha [Ipo6nema 3amuThl OTUYKIaeMbIX KOMIIOHEHTOB [I19BM. 1 OK 08; IIK 2.1.
MAIIMHHBIX HOCHTETISX CpenctBa BocCTaHOBIEHUS ocTaTouHON nH(popMannu. Co3gaHue MOCEKTOPHBIX ) K 2.2. TIK 2.3.
oOpazoB HXKM/I. be3Bo3BpaTHoe yaaneHue 1aHHbIX. [[pUHINIBL U alNrOpUTMBI K 2.4. TIK 2.5.
B TOM umHc/Ie NPAKTHYECKHX U J1a00PATOPHBIX 3aHATHIA 10 IIK 2.6.
[IpumeHeHue cpeacTBa BOCCTAaHOBJICHUS OCTaTOYHOM MH(OpMAIMK Ha IPUMEpe )
Foremost nnu ananora
[IpumeHneHne cnenualn3upoBaHHOIO ITPOrPaMMHOTO CPEACTBA JUIsl BOCCTAHOBIICHUS )
ylaleHHbIX (aiiaoB
MeTtop! 3amuThl HHGOPMaLMK Ha OTYYXkAaeMbIXx Hocutensax. [ludposanue 2
[Ipumenenue nmporpaMm AJisi 6€3BO3BPATHOTO yAaJICHHS TaHHBIX 2
[Ipumenenue nmporpaMm AJis MUQPPOBAHUS JAHHBIX HA CbE€MHBIX HOCUTESX 2
B Tom unciie camocTosiTeIbHAS PadoTa 00y4aIOIIMXCH 1
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[IpumeHneHue cpeICTB BOCCTAHOBJICHUS OCTATOYHON MHGOpMAIUU B CYJeOHBIX
KPUMUHAIUCTUYECKUX IKCIIEPTU3aX U IIPU paccie0BaHUU UHIIUIEHTOB.
HopmartuBHas 6a3a, TOKyMEeHTUPOBAHHE PE3YJILTATOB

Tema 1.11 Conep:kanue 3
AnmnapaTHbIE Cpe/ICTBa TpebGoBaHust K anmapaTHBIM CPEACTBAM UACHTU(UKAIIMN U ayTCHTU(PUKAIIUH OK 08; 11K 2.1.
UAeHTU(UKAITIY U noJjp3oBaresne, npuMeHsieMbiM B 93 u AIIM/13 1 IIK 2.2. TIK 2.3.
ayTeHTU(UKaIKK VYerpoiictsa Touch Memory [IK 2.4. TIK 2.5.
T0JIb30BaTeICH B ToMm 4nciie npakTHYeCKUX U JIA00PATOPHBIX 3aHATHIA 2 IIK 2.6.
VYcranoBka u HacTpoiika Touch Memory 2
Tema 1.12. Conep:xanue 9
CucreMbl 0OHApY>KEHUS COB u COA, otnnuns B pyukuusx. OcHoBuble apxutekTypsl COB. Mcnonb3oBanue 1 OK 08; IIK 2.1.
aTaK ¥ BTOPKEHUU ceteBblX cHU(]PepoB B kauectBe COB [IK 2.2. TIK 2.3.
Anmnapatsbiii komnoHeHT COB. IIporpammusiii komnonent COB. Mogenu cuctemsl 1 [IK2.4. TIK 2.5.
OoOHapyXEeHHS BTOP>KEHUH. [IK 2.6.
B TOM uMciIe NIPaKTHYECKUX U J1A00PATOPHBIX 3aHATHI 6
Krnaccudukanus cuctem oOHapy>KeHUs BTOPKEHUI 2
MopennpoBaHue IPOBENCHNS aTaKU 2
N3y4eHnne nHCTpyMEHTAJIbHBIX CPEJICTB OOHAPYKEHUS BTOPXKEHUIN 2
B ToMm 4uciie camocrosiTesibHAsE paboTa 00y4arOIIUXCH
Oo6Hapy:xenue curaryp. O6Hapy>keHre aHoManui. J[pyrue metosbl oOHapyKeHus 1
BTOPKECHUM.
Tema 1.13 Conepxanue 4
OCHOBBI IOCTPOEHNUS Cetn, paboTaromye no TeXHOJIOIMH KoMMyTaliuu naketoB. Ctek nporokosos TCP/IP. 1 OK 08; IIK 2.1.
3aILMILEHHBIX CETEeH Oco6eHHOCTH MapHIpyTHU3ALUH K 2.2. TIK 2.3.
ITaTHbIe cpeacTBa 3amMUTh HHPOpMaIK cTeka mpotokosnoB TCP/IP 1 K 2.4. TIK 2.5.
B ToM 4nc/ie NPAKTHYECKHUX U JIA00PATOPHBIX 3aHATH I 2 IIK 2.6.
AHanu3 cpeacTB UIeHTU(UKALNY U ayTeHTU(PHUKAMU Ha Pa3HbIX YPOBHSIX IIPOTOKOJIA )
TCP/IP, nocTonHCTBa, HEAOCTATKH, OTPAHUYCHUS
Tema 1.14 Conep:xanue 8
CpencrtBa opranu3anuu Bupryanpnas yactHas cetb. OyHKIUY, HA3HAYEHUE, IIPUHLIUII [IOCTPOCHHUS. 1 OK 08; IIK 2.1.
VPN Kpunrorpadguueckue u HekpunrTorpapuieckue cpeactsa opranuzanuu VPN K 2.2. TIK 2.3.
YcrpoiicTBa, oOpasyrone VPN. Kpunromapiipytusarop 1 KpunTOoQUIbTp. 1 K 2.4. TIK 2.5.
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B TOM uMciIe NIpaKTHYECKUX U JIA00PATOPHBIX 3aHATHI

Kpunropoyrep. [IpunHuumnel, apxutekrypa, MoJieidb HApYIIUTENsl, JOCTOMHCTBA U
HEJO0CTaTKU

Kpunrodunetp. [IpuHIune], apXuTekTypa, MoieIb HApyIIUTENsl, JOCTOMHCTBA U
HEJO0CTaTKU

PassepreiBanue VPN

I1K 2.6.

Tema 1.15
Oo0ecrieueHue
0€e30IacHOCTH
MEKCETEBOIO
B3aMMOJIEHCTBHS

Conepxanue

10

MeTons! 3amuThl HHGOpMaIUK Ipu paboTe B ceTsax obmiero goctymna. OCHOBHBIE
tumnsl firewall. CummeTpuuHbie 1 HecumMmeTpuaHble firewall

VYposens 1. [lakeTHbie pUIbTPHI

VYposens 2. PuibTpanus ciayx0, HOUCK KIFYEBbIX CJIOB B TEJIE TAKETOB HA CETEBOM
ypOBHE

VYposens 3. Proxy-cepBepa npukiIagHOTO YPOBHS

B ToMm 4ucae MPAKTUYICCKUX U J'IaﬁOpaTOPHI)IX 3aHATHIl

Anann3 MexceTeBbIX dKkpaHoB Tuma firewall. JlocTtonHCTBa, HETOCTATKH,
peann3yeMble TOTUTHKH Oe30MTaCHOCTH

N3yuenue u cpaBuenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

HSyquI/IC Ppa3INYHbIX CII0CO00B 3aKPBITHA «OIIACHBIX» IIOPTOB

NN N [

N3ydenune TpeGoBaHUi MO cepTU(PUKALNN MEKCETEBbIX 3KpaHOB OJTHOXOCTOBBIE U
MyJabTHXOCTOBBIE firewall. OCHOBHBIE TUIIBI ApXUTEKTYP MYJbTHXOCTOBBIX firewall.
TpeboBaHMs K K&KAOMY XOCTY UCXOJS U3 ApXUTEKTYPhI M BBITIOIHAEMBIX (QYHKIUH.

B ToMm 4nciie camocrosiTesibHast padoTa 00y4arOIIUXCH

OK 08; IIK 2.1.

[IK 2.2. TIK 2.3.

[IK 2.4. TIK 2.5.
I1K 2.6.

Tema 1.16

3amuTa HHGOpMaUH B

0a3ax TaHHBIX

Conep:xanue

OcHoBHble TUIIBI YTpo3. Moaens HapymuTensa. CpeacTBa HASHTUPUKALUT U
ayTeHTH(UKanuu. YnpasieHue 1octynoM. CpeacTBa KOHTPOJIS LETOCTHOCTH
nH(popmanuu B 6a3zax JaHHBIX

B ToM unciie npaKTHYECKHUX M J1A00PATOPHBIX 3aAHATHI

N3yuyenne mexannsmos 3amutel CYBJl MS Access

N3yuenne mratHbix cpencts 3ammTel CYBJ] MSSQL Server

N3y4yeHne MexaHU3MOB 3aIlnuThl cOBpeMeHHbIX CYB/I

B ToMm 4nciie camocrosiTeJibHAst padoTa 00y4aKOIIUXCH

DN D[ DO QN

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

I[IK2.4. TIK 2.5.
[IK 2.6.
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Cpencta ayurta U KOHTpoJsl 6e3omacHoct. Kputepuu 3amnuieHHocTy 6a3 1aHHBIX.
[Ipumenenue kpunTorpaguueckux CpeACcTB 3alIUThl HHPOPMAIMK B 0a3ax TaHHBIX

Tema 1.17
MOHUTOPUHT CUCTEM
3aIUTHI

Conep:kanue

10

Ocobennoctu (pukcanuu COOBITUI, TOCTPOSHHBIX HA PA3HBIX MPUHITUIIAX: CETH C
KOMMYTaIlUEeH COeAMHEHUH, CETh C KoMMyTaruei nakeros, TCP/IP, X.25

HcTtounnku nHGOpMaLUK 17151 MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATHCTUYECKHE
XapaKkTepUCTHKU Tpaduka gyepe3 MO, mpoBepKa pecypcoB OOIIETo MOIb30BaHUS.
Knaccudukanus cereBoIx MOHUTOPOB. CHCTEMBI YIIpaBICHHs COOBITUAMU
nHpopmanronHoi 6e3onacHoctu (SIEM)

B ToMm 4ucae MPAKTUYICCKUX U J'IaﬁOpaTOPHI)IX 3aHATHIl

Knaccudukanus orcrnexnBaeMbix coObITuid. OCOOEHHOCTH MMOCTPOEHUS CUCTEM
MOHHUTOPHHIA

N3ydenne v cpaBHUTEIHHBINA aHAINU3 PACTIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha
npumepe RealSecure, SNORT, NFR wnu npyrux aHaioros

[IpoBenenue ayaura JIBC cereBbIM CKaHEPOM

0O630p SIEM-cucreM Ha MUPOBOM U poccuiickoM pbiHke [ToHsTHE M 060CHOBaHME
HE00XO0/IMMOCTH MCTI0JIb30BaHHUsI MOHUTOPUHTA KaK HEOOXOIUMON KOMITOHEHTHI
CUCTEMBI 3alUThl HTHPOpMALIUU

B ToMm unciie camocTOosITeIbHAS paﬁoTa oﬁyqalonmxcn

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

IIK 2.4. TIK 2.5.
I1K 2.6.

Tema 1.18

N3yuenne Mep 3auThl
uH(popMaIuu B
nH(OpMaAITMOHHBIX
cUcCTeMax

Conep:xanue

N3yuenue TpeboBanwmii 0 3amure HHGOPMAIIMU, HE COCTABIIAIONICH rOCY/1apCTBEHHYIO
taiiny. U3yuenne Mmeronnyeckux qokymeHToB ®CTIOK no npumeHeHuo mep
3aIUTHI.

B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHIA

Br16op mep 3ammutel nHGOPMAIUH 171 UX peanu3alui B ”HGOPMAIMOHHOM cucTeMe.
BB160p COOTBETCTBYIONIUX MPOTPAMMHBIX U TIPOTPaMMHO-ANMapaTHBIX CPEJCTB U
PEKOMEHJALMI 110 KX HACTPOMKE.

OK 08; IIK 2.1.

K 2.2. TIK 2.3.

K 2.4. TIK 2.5.
[IK 2.6.

Tema 1.19
N3yueHne coBpeMEHHBIX
IPOrpaMMHO-aINapaTHBIX

B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHIA

10

VYcraHoBka ¥ HACTpOiika KOMIUIEKCHOTO cpeacTBa Ha mpumepe SecretNetStudio
(yueOHas TMILIEH3US) WU IPYTHX aHAJIOTrOB

OK 08; IIK 2.1.
[IK 2.2. TIK 2.3.
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KOMILJIEKCOB. VYcraHoBKa ¥ HACTpOiKa MPOrpaMMHBIX CPEACTB OLIEHKHU 3alIUIIEHHOCTH U ayJuTa [IK 2.4. TIK 2.5.
nH(pOpMaIMOHHOM 0€30MMacHOCTH, N3ydeHHEe QYHKIUNA U HACTPOMKA PEKUMOB PaOOTHI 2 IIK 2.6.
Ha nipumepe MaxPatrol 8 wim npyrux ananoros
N3yuenue TunoBbIxX pemeHuit ais noctpoenus VPN Ha npumepe VipNet win apyrux )
aHaJIOroB
N3yueHne cOBpeMEHHBIX CUCTEM aHTUBUPYCHOM 3alIUThI HA IPUMEPE )
koprnopatuBHbIX pemienuid KasperskylLab wnu nqpyrux ananoros
Wzyuenue dynkuonana u odbnacreit npumenenust DLP cucrem Ha npumepe 5
InfoWatchTrafficMonitor wim qpyrux aHaJIoroB
KypcoBas pa6ora 20
I[Ipome:xxyTounasi arrectanusi mo MJIK.02 B popme nuddepeHunpoBanHoro 3ayera 3 ceMecTp
IIpome:xxyrounas arrectanust mo MJ/IK.02.01 B popme /13 4 cemectp 24
Pasnen 2. Kpunrorpaguyeckue cpeacrsa 3aliuThl HHPpOpMALNHU 122/70
M/K.02.02. Kpunrorpadguyeckue cpeAcTBa 3alIUThI HH(poOpManuu 11470
Tema 2.1. Conep:xanue 22
MareMaTnuecKkue OCHOBBI DNEMEHTHI TEOPUHM MHOXKECTB. [ pymnbl, KoJbLa, Mo, 2 OK 08; IIK 2.1.
KpunTorpaduu Henumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U COCTaBHBIE YHCIIA. IIK 2.2. TIK 2.3.
OcHoBHas TeopeMa aprudmeTrku. Hanbonpmii o0mmii genurens. Bzaumuo 2 IIK 2.4. 1IK 2.5.
npocteie uncna. Anroputm EBknuna s naxoxaenus HOJI. IIK 2.6.
OtHomeHus: cpaBHUMOCTH. CBOMCTBA cpaBHEeHU. MoaymsipHas apudmeTuka.
Knaccsl. [lonnas u npuBeaenHas cuctema BeiueToB. @yHkius Jitnepa. Teopema
depma-Diinepa. AIrOpUTM OBICTPOro BO3BEJCHUS B CTENIEHb 110 MOAYIIIO.
CpaBHeHus iepBoii ctenenu. JInneliHsle 1M0paHTOBBI ypaBHEHUs. PaciiipeHHbIi 2
anroput™m EBkiupa.
[IpoBepka uncen Ha TPOCTOTY. AJITOPUTMBI T€HEPALIUU TPOCTHIX uncen. MeTon )
npoOHBIX neneHwuii. Pemero Dparocdena.
PasnoxeHune yncna Ha MHOKUTEIH. AITOpUTMBI PakTopuzannu. daxkropuzanus )
®epma. Merop [lomnapna.
B TOM 4nc/ie NpaKTHYECKUX U J1a00pATOPHBIX 3aHATHI 8
[Ipumenenue anroputma EBknuna mis nHaxoxaennss HOJI. Pemenne nuHedHbIX 4

T0(aHTOBBIX ypaBHEHUHI
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IIpoBepka urcen Ha IPOCTOTY 2
Pemienue 3aa4 ¢ a7eMeHTaMHM TEOPUH YHUCE. 2
B ToM umciie camocTosiTeIbHAS Pa00Ta 00Y4aIOIIUXCS
Hcropus pa3Butus Kpunrorpaduu
Kuraiickas Teopema 00 ocTaTkax.
AnropuTMBI THCKpEeTHOTO JorapudmupoBanus. Merox [lomnapna. Meton Iloppa 1
Apudmerndeckue onepanuu Haja 00IbIIUMH YUCIaMH.
DIMNTHYECKUE KPUBBIC U UX MPHIIOKEHHS B KPUITOT padun
Tema 2.2. Meronbl Copnepxanue 18
KpunTorpaguaeckoro Kitaccudukanust OCHOBHBIX METOJIOB KPHIITOTpaUICCKOM 3amuThl. MeTo b1 5 OK 08; IIK 2.1.
3alIUThl HH(OpPMAIHH CUMMETPHYHOTO MH(POBAHUS K 2.2. TIK 2.3.
HIudpsr 3amensl. [Ipocras 3amena, MHOTOaI(haBUTHAS TOICTAHOBKA, 5 K 2.4. TIK 2.5.
MPONOPIMOHATBHBINA MDD [IK 2.6.
Mertonpl nepectaHoBKU. Tabin4yHas nepecTaHOBKa, MapIIPyTHAs NEPEeCTaHOBKA 2
['ammupoBanue. 'ammupoBanue ¢ KOHEUHOH U OECKOHEYHOI raMMaMu 2
B TOM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHIH 10
[IpumeHnenne Ki1accCu4ecKuX MUPPOB 3aMEHBI 2
[Ipumenenue kiaccuueckux MuUQpoB NepecTaHOBKU 2
[Ipumenenne MeTo1a raMMHUPOBAHUS 2
[TporpamMHas peannzanus KIacCHYECKUX MIH(PPOB 4
Tema 2.3. Kpunroananms Copnepxanue 14
OcHOBHBIE MeTO/IbI KpunToaHanu3a. Kpunrorpapuueckue ataku. OK 08; IIK 2.1.
Kpunroraduueckasi CTOWKOCTb. AGCOIOTHO CTOWKHE KPUIITOCUCTEMBI. [[pHHIHITBI 2 K 2.2. 1IK 2.3.
Kupkxoddca K 2.4. TIK 2.5.
B TOoM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHI 10 1K 2.6.
KpunToananus mudpa npoctoit 3aMeHbl METO/IOM aHaJIM3a YaCTOTHOCTU CUMBOJIOB 2
Kpunroananus kiaccuueckux mudpoB METOIOM MOJIHOTO Tiepedbopa Kirrouei 4
Kpunroananus mugppa Buxunepa 4
B ToM 4nciie camocTosiTe/IbHAA padoTa 00y4arOIINXCS 1

HCpCHCKTI/IBHBIC HaITpaBJICHUA KPpUIITOAHAIIN3A, KBAHTOBBIN KpHUIITOAHAIN3
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OHTI/IMI/ISaHI/IH METOJ0B YaCTOTHOI'O aHaJIn3a MOHO&J'I(l)aBI/ITHBIX H_II/I(l)pOB

Tema 2.4. IloTouHbIE
mUQGpPBI U TEHEPATOPBI
MICEBIOCTYYaHBIX YUCEI

Conep:kanue y4eOHOro MaTepuaa

OcCHOBHBIE MMPUHIUIIBI IOTOYHOT'O HII/I(l)pOBaHI/IH.

Mertobl oJTy4eHHUs TICEBIOCTYyYaiHbIX nocienoBarenbHocTe. JIKIT', meron
®dubdonayuu, meton BBS.

B ToM yncie NPaAKTUYIECKUX U J'IaﬁOpaTOPHLIX 3aHATHI

[Ipumenenne meronioB renepauuu [1CH

B ToM 4nciie caMocTOsITeIbHASA padoTa o0y4yarommuxcs
[Tpumenenne reneparopos [1CY B kpunrorpaduu

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

IIK 2.4. TIK 2.5.
I1K 2.6.

Tema 2.5 KoaupoBanue
uHpopmaruu.
Komnbrotepuzanus

G poBaHUSL.

Coaep:xxanue yueOHOro MaTepuaJia

12

KOI[I/IpOBaHI/IC I/IHCI)OpMaI_[I/II/I. CuMBOJILHOE KOJIUPOBAHHUC. CMBICIOBOE KOJAHUPOBAHHUC.

Komnbrorepuzanus mudposanus. AnmnapaTHoe U IporpaMMHoOeE mrdpoBaHue
CranpapTu3anus NporpaMMHO-aNnapaTHbIX KPUNITOrpahUuIecKUX CUCTEM U CPEICTB.

B ToM uMcsie NpakTHYeCKUX U JIa00PATOPHBIX 3AHATHH

KonupoBanue nnpopmanuu

HporpaMMHas[ peam3anus KIaCCUICCKUX H_II/I(I)pOB

N3yuenue peanrsalyy KJIacCHYECKUX IU(PPOB 3aMEHbI U IEPECTAHOBKH B IIpOrpaMme
CrypTool nnu ananore.

B ToM 4nciie camocTosiTe/IbHAsA padoTa 00y4arOIINXCH

Mexanusauus mmdposanus. [Ipencrasnenue nHpopmManuy B IBOUYHOM KOJIE.
Tabmuua ASCIIL. M3ydyeHne coBpeMeHHBIX IPOrPaMMHBIX M alllapaTHBIX
KPUNTOrpaUUeCKUX CpecTB

OK 08; IIK 2.1.

[IK 2.2. TIK 2.3.

[IK 2.4. TIK 2.5.
I1K 2.6.

Tema 2.6
CHUMMeTpHUYHBIE CUCTEMBI
muppoBaHus

Coaep:xxanue yueOHOro MaTepuaJa

O6urme cBenenus. CTpyKTypHast cXeMa CHMMETPUYHBIX KPUNITOTPahUIECKUX CUCTEM

OteuecTBeHHbIe anroput™Mbl Marma u Ky3sneuunk u ctanpaptsl OCT P 34.12-2015 n
I'OCT P 34.13-2015. Cummetpuunsie anroputmsl DES; AES, 'OCT 28147-89, RC4

B TOoM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHI

Ananus COBPCMCHHBIX CUMMECTPHUYHBIX KPHUIITOAJITOPUTMOB

W3ydeHue mporpaMMHO# peain3aliii COBPEMEHHBIX CUMMETPUYHBIX IU(POB

OK 08; IIK 2.1.

K 2.2. TIK 2.3.

I[IK2.4. TIK 2.5.
[1K 2.6.

Tema 2.7

Conep:xanue yueOHOIro MaTepuaJa

[~ <N NS 2N I NS 2N I - N (O TR [\ 2 i ]
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AcuMMeTpuuHbIe cucTeMbl | KpunTocucTemsl ¢ OTKPBITHIM KitouoM. HeoOpaTtumocTs cucteM. CTpyKTypHas cxema OK 08; TIK 2.1.
G poBaHUs mUGPOBAHUS C OTKPBITHIM KITIOUOM. 2 IIK 2.2. TIK 2.3.
DJIEMEHTHI TEOPUHU YUCEN B KPUNTOTrpaduu ¢ OTKPHITHIM KITIOUOM. [IK2.4. TIK 2.5.
B TOoM uMciie MpakTHYeCKUX U JIa00PATOPHBIX 3AHATHH 6 IIK 2.6.
AHanu3 COBpeMEHHBIX ACUMMETPUYHBIX KPUIITOAITOPUTMOB 2
[TpuMeHeHre pa3IUYHbIX ACUMMETPUYHBIX AJITOPUTMOB 2
N3ydenue nmporpaMMHON peain3aiyu aCHMMETPUYHOTO anroputma RSA 2
Tema 2.8 Coaep:xxanue yueOHOro MaTepuaJa 10
AyTeHTH(UKaLMA TaHHbIX. Ayterrudukanus nanaeix. Oomme moustus. II1. MAC. OnHoHanpaBIeHHBIE XEIIl- OK 08; IIK 2.1.
OneKTpOHHAs TOAIKCh byHKIIH. 2 [IK 2.2. TIK 2.3.
AnropuTMBI ITU(GPOBOM MOIITUCH [IK2.4. TIK 2.5.
B TOM 4mc/ie NpaKTHYECKUX U J1a00PATOPHBIX 3aHATHIH 8 1K 2.6.
[TpuMmeHeHre pa3nUyYHBIX PYHKIMHM XEIUPOBaHUs, aHAIU3 OCOOEHHOCTEN Xelei 2
[TpumeneHne kpunTorpaguuecKrux arak Ha Xem-QyHKIH. 2
N3ydeHne nporpaMMHO-aNMapaTHbIX CPEICTB, PEATTU3YIOLUINX OCHOBHbIE (PYHKIIMU 4
Ol
Tema 2.9 Coaep:xxanue yueOHOro MaTepuasa 8
AJTOPUTMBI 00MEHA ANTOPUTMBI pactpeeIeHUsl KJIFoUel ¢ MPUMEHEHHEM CUMMETPUYHBIX U OK 08; IIK 2.1.
KJTFOYeH U POTOKOJBI aCUMMETPUYHBIX cxeM. [IpoTokoIbl ayTeHTH(UKaLKH. 2 K 2.2. TIK 2.3.
ayTenTHHIALH B TOM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHIH IIK2.4. TIK 2.5.
[Tpumenenue mpotokona Juddu-Xemnmana ans oOMeHa KiIro4aMu G poBaHus. MK 2.6.
W3y4enne mpuHIMIIOB PabOTHl MPOTOKOJIOB ayTeHTU(PHUKAIIUH C UCIIOIE30BaHUEM )
JIOBEPEHHOM CTOPOHBI Ha puMepe npoTtokoia Kerberos.
B ToM umciie camocTosiTeIbHASA PadoTa 00y4arOIIUXCs 1
B3anmnas ayrentudukaius. OqHOCTOPOHHSS ayTCHTH(HUKAIIHS
Tema 2.10 Conep:xxaHue yueOHOro MaTepuasa 4
AbonenTtckoe mudponanue. [laketHoe mudpposanue. 3auuTa HEHTpa reHepaluu ) OK 08; IIK 2.1.
KITIOYEi. [IK 2.2. TIK 2.3.
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Kpunro3zamura Kpunrorpadudaeckas 3amura 6€CIpOBOIHBIX COSAMHEHHUH B ceTsaX cranmapta 802.11 IIK 2.4. TIK 2.5.
nH(pOpMaIUU B CETAX ¢ ucnojp3oBanuem nporokosioB WPA, WEP. IIK 2.6.
nepenavyn JaHHbIX B ToM 4nciie camocTosiTe/IbHAA padoTa 00y4aOIINXCS 1
Kpunromapmpyruzarop. [lakeTHbiil GuiabTp
Tema 2.11 Conep:kanue y4eOHOIro MaTepuaa 8
3amura nHpoOpMAaLUH B [TpuHIUTIB HYHKIIMOHUPOBAHUS DJICKTPOHHBIX INIATEKHBIX CUCTEM. DJIEKTPOHHBIC OK 08; 11K 2.1.
SJICKTPOHHBIX IUIATECIKHBIX MJIaCTUKOBBIE KapThl. [lepcoHabHBIN HASHTH(DUKAITMOHHBIA HOMEP ) MK 2.2. TIK 2.3.
cucremax [IprMenenne KpunrorpaGuuecKux NPOTOKOJIOB Ul 00ecIedeH s 6€30IacHOCTH IIK 2.4. TIK 2.5.
AJIEKTPOHHON KOMMEPILIUU. I1K 2.6.
B TOM 4nc/ie NpaKTHYeCKUX U J1a00PATOPHBIX 3aHATHIH 4
[TpumeHenne ayTeHTU()UKAIIUH 110 OAHOPA30BBIM MAPOIISIM 2
Peanu3zanus anropuTMoB co3aHUs OJJHOPA30BbIX HapoJiei 2
B ToM 4nciie camocTosiTe/IbHAs padoTa 00y4arOIINXCH 1
CpencTBa ayTeHTU(HUKAIMH B TUTATEKHBIX CHCTEMAX
Tema 2.12 Conep:xanue yueOHOIro MaTepuaJia 8
KommprorepHas CkpeITas nepeaaya HHPOpMaIMU B KOMITbIOTEPHBIX cucteMax. [IpoOiema OK 08; IIK 2.1.
creraHorpadus ayTeHTU(UKAITUU MYyJIbTUMEIUMHON nHOpMaIun 2 MK 2.2. TIK 2.3.
MeTto/1b1 KOMITbIOTEPHOM cTeranorpaduu. Llupposbsie BoAsHbIE 3HAKHU. K 2.4. TIK 2.5.
B TOM 4nc/ie npaKTHYeCKUX U J1a00paTOPHBIX 3aHATHIH 1K 2.6.
O0630p 1 cpaBHUTENBHBIN aHaMN3 cymiecTBytomiero 110 s Bcrpauanus [[B3
Peanu3zanus npocteiimnx creraHorpadUuyecKkux aaropuTMOB 2
B ToM 4nciie camocTosiTe/IbHAA padoTa 00y4YarOIINXCSH
3aKOHOAATENHCTBO B 00J1aCTH KpUNTOrpaduyecKoi 3auThl HH(GOpMaLIUN 1
3amuTa aBTOPCKUX IpaB. AnroputMsl BcrpauBanus 1[B3
IIpomeskyrounas arrectauus mo M/IK.03.02 nuddepenuupoBannbiii 3auer(S, 6 cemecTpnbl) 2,2
Y4eOHas npakTHKa
Buasi pador: 48

— IIpumeHeHHe MpOorpaMMHBIX U TPOrPaMMHO-AIIAPaTHBIX CPeICTB o0ecneueHust UH(PpOpMalMOHHOM
0€30I1aCHOCTH B aBTOMAaTH3UPOBAHHbIX CHCTEMaxX
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— JlnarHocTHKa, YCTpaHEHHE OTKAa30B U oOecriedeHne paboToCIIOCOOHOCTH IPOrPaMMHO-AIIIAPATHRIX CPEJICTB
obecrieueHrss THPOPMAIIMOHHON 0€30MaCHOCTH

— Ouenka 3(hGeKTHBHOCTH IPUMEHSEMBIX TPOrPaMMHO-AIIAPATHBIX CPEICTB oOecredeHmsI HHPOPMAIIMOHHOM
0€30I1aCHOCTH

— CocraBreHne TOKYMEHTAIIUH 110 YYeTy, 00paboTKe, XpaHEHHIO U Iepeaade KoHGUAeHIMaIbHOH HH)OPMALUH

— Hcnonp3oBanue mporpaMMHOTo odecredeHus s 00paboTKH, XpaHEHHS U Tepelaun KOH(PHICHIIMATbHON
uHpopmanuu

— CocrapieHue MaplIpyTa U cOCTaBa MPOBEICHHSI Pa3IMYHbIX BUIOB KOHTPOJIbHBIX IIPOBEPOK MPH aTTECTALUH
00BEKTOB, TIOMEIIEHHH, IPOTPaMM, aJTOPUTMOB.

— YcrpaHeHne 3aMeYaHui 10 pe3yIbTaTaM IPOBEPKH

— AHanu3 ¥ cocTaBJICHHUE HOPMATUBHBIX MCTOAUYCCKHUX TOKYMCHTOB I10 o0ecreyeHnro HH(I)OpMaHHOHHOﬁ
0e301acHOCTH IIporpaMMHO-aImnapaTHbiIMu CPEACTBAMHU, C YUHCTOM HOPMATUBHBIX ITPABOBLIX adKTOB.

— [IpumeHeHre MaTeMaTHUYECKUX METOJIOB JUIsl OLIEHKH KauecTBa M BHIOOPA HAUITYUIIETO MPOTrPAMMHOI0 CPEICTBa

— [IpumeHeHus 3IEKTPOHHOM MOANNUCH, CAMMETPUYHBIX U ACUMMETPUYHBIX KPUNITOTPAPUUIECKUX AITOPUTMOB, U
cpeacTB mu(poBaHUs TaHHBIX

— Hcnonp30BaHUE TUMIOBBIX KPUATOrPahUUECKUX CPEAICTB U METOJIOB 3aIUTHI HH(POPMAIINH, B TOM YHUCIIE U
AIEKTPOHHOW MOJIUACH

IIpousBoacTBeHHAs NMPAKTHKA

Buabl pador:

—Y4acTue B yCTAHOBKE U HACTPOMKY OTAEIBHBIX IIPOTPAMMHBIX, IPOTPaMMHO-AIIAPaTHBIX CPEACTB 3aLUTHI
UHpOpMaLIUH.

— YyacTue B oOecrieueH!H 3aluThl HHPOpMAalK B aBTOMaTU3UPOBAHHBIX CUCTEMAX OTEJIbHBIMHU MPOTrPaMMHBIMH,
IIPOrpaMMHO-ANNAaPaTHBIMU CPEICTBAMM.

— YyacTue B TeCTUpOBaHUU QYHKIUI OTAEIbHBIX IPOrPaMMHBIX U POTrPaMMHO-ANIapaTHBIX CPEJCTB 3aIUThI
uH(pOpMaLUH.

— YyacTue B 00paboTKe, XpaHEHUH U nepeaye MHPOopMaIi OrpaHUYEHHOT0 I0CTYIIA.

— YyacTue B yHUUTOXKEHUU HH(OpMally U HOocuTellel nH(GOpPMaIuu C UCII0JIb30BAHUEM MTPOIPaMMHBIX U
IIPOrpaMMHO-ANMNapaATHBIX CPEICTB.

— Yyactue B pemienus 3a1a4 3amutel oT HCJL k uHpOpManuyu orpaHM4eHHOT0 TOCTYIa C TOMOIIBIO TPOrPaMMHBIX
U IIPOrpaMMHO-aNNapaTHIX CPEJCTB 3aIIUTh HHPOPMAaLUH

156
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— Ocy1iecTBIE€HUE PErUCTPAIlTi OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEMAaX, B TOM
YHCIIe C UCTIOIb30BAaHUEM ITPOTrPAMMHBIX U IPOrPaMMHO-AIIIAPATHBIX CPEICTB OOHAPYKEHUS, IPEAYIPEKICHUS U
JMKBUJIAIIUH TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK.

— AHalu3 NPUHIUIIOB MOCTPOCHUS CUCTEM MH(POPMAIIMOHHOM 3aIlIUThI IPOU3BOJICTBEHHBIX MOPa3ICICHHMA.

— Texnuueckast dKCIUTyaTalys 1€MEHTOB IPOrPaMMHOMN U annapaTHON 3alUThl aBTOMATU3UPOBAHHOM CUCTEMBI.
— YuacTue B IMarHOCTUPOBAHUH, YCTPAHEHUN OTKAa30B U 00ecredyeHHH paboTOCIIOCOOHOCTH TPOrPaMMHO-
anmnapaTHbIX CPeJCTB obecrneueHus: HHPOPMaIMOHHON 0e3011aCHOCTH.

— Ananus 3 PeKTUBHOCTH TPUMEHSEMBIX TPOrPaMMHO-AIIAPATHBIX CPEACTB 0OecredeH sl HHPOPMAIMOHHOM
0€30MacHOCTH B CTPYKTYPHOM MOJIpa3iesICHUH.

— IIpuMeHeHne HOPMATUBHBIX MPABOBBIX AKTOB, HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 110 00ECIIEUEHHUIO
UH(OPMAIMOHHOK 0€30ITaCHOCTH MTPOTPaMMHO-AITAPATHBIMU CPEJCTBAMHY IPH BBIMIOJTHCHUHN 33149 ITPAKTUKA

JK3aMeH 1o NPodeccCHOHATIBLHOMY MOAYJII0 12

Bcero: 524/400

2.4. KypcoBas pabora

BrinonHenue KypcoBoii paboThl 0053aTENIbHO

Temartuka KypcoBbIX paboT:

— OuesHka 3(¢(}EeKTUBHOCTH CYIIECTBYIOUIMX MPOTPAMMHBIX W MPOTrpaMMHO-AINAPATHBIX CPEJCTB 3allluThl MHPOpMALUU C NPUMEHEHUEM
CHeLHATU3UPOBAHHBIX MHCTPYMEHTOB U METOA0OB (MHIMBHIyaJIbHOE 3a/1aHUE)

— O030p ¥ aHaNM3 COBPEMEHHBIX MPOrPaMMHO-ANNAPAaTHBIX CPECTB 3aIUTh HHPOpMAIK (MHAUBUIYaIbHOE 33/1aHHE)

— Br160p onTHManbHOTO CpeAcTBa 3alMThl MHpOpMaIu Ucxos u3 Meroanyeckux pekomenaauii @®CTOK u nmeronmxcst UCXOIHBIX TaHHBIX
(MHIMBUYaJbHOE 3a/1aHuUE)

— IIpuMeHeHne mporpaMMHO-aNMapaTHbIX CPEJCTB 3aIIUTHl MH(GOPMAIMU OT PA3IUYHBIX THIOB yrpo3 Ha MPEINpUATHH (MHIUBHIYaIbHOE
3a/1aHHE)

— IIpob6nema 3amutsl nHGOpMaIK B 001aYHBIX XpaHUIUIIaxX JaHHbIX 1 [{Odax

— 3amuTa cpell BUpTyalu3alun



3. YCJOBUA PEAJIMBALIUU ITPOPECCHOHAJIBHOT'O MOAYJIsA

3.1. MarepuajJbHO-TeXHHYECKOe o0ecreyeHne

Macrepckas «Knubepbe3omacHOCTH», OCHAIIEHA B COOTBETCTBUU ¢ mpuioxenueM 3 OITOII-
IL.

OcHaieHHbIe 6236l MPAKTUKH (MACTEPCKUE), OCHAIICHBI B COOTBETCTBUU C MPUIOKEHUEM 3
OIIOII-IT. u cm. 3.1.2. 00pa3oBaTeNbHON MPOTPAMMBI.

3.2. YuyeOHO-MeTOaAMYECKOE O0ecrieueHne

3.2.1. OcHOBHbIE eYaTHbIE U/WJIH FJIeKTPOHHbIE U3IaHUS

1. Bapuues C.I'., 'onuapos B.B., CepoB P.E. OcHoBbsl coBpeMeHHO# kpunrorpaduu: yueo.
[Tocobue. — M.: I'opsiuas nmunus — Tenekom, 2020.- 175 c.

2. Jdymxun A.B., bapcykoB O.M., Kpasuos E.B., Cnasaos K.B. [Iporpammuo-anmnapaTHbie
cpencTBa obecrieueHust nHGopManmoHHoM 6e3omacHocTr: yueb. [locobue. — M.: 'opsiuast TuHUS —
Temexom, 2019.- 248 c.

3. UBanoB M.A., UyrynkoB W.B. Kpunrorpadpudeckne MeTonsl 3ammThl HHGOpMA B
KOMIIBIOTEPHBIX CUCTEMaX U ceTsaX. YuedHoe nocodbue - Mocksa: MUDU, 2020.- 400 c.

4. Kazapun, O.B. [IporpamMmMHo-anmapaTHbple CpencTBa 3alluThl HHGOpMAIUHU. 3aluTa
IPOTPAMMHOTO O0ECIIEYEeHHUs : YUYEeOHWK M TPAKTHUKYM JUISI CPEAHEro MpoecCHOHAIBHOTO
obpazoBanus / O. B. Kazapun, A. C.3aba0ypun. — Mocksa : M3garenscTBo [Opaiit, 2021. —
312 c.— (IlpodeccuonansHoe oOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
aNeKTpoHHbIH // ObpazoBarenbHas miatdopma FOpaiit [caiit].

5. Jlock, A. b. Kpunrorpapuueckue MeTOAbl 3alUTHl WHGOPMALMU U1 HM3YYaroIluX
KOMIIBIOTEPHYI0 O€30MmacHOCTh : yueOHuK /uis By30B / A. b. Jlocs, A. FO. Hectepenko, M. 1. PoxkoB.
— 2-e u3n., ucnp. — Mocksa : M3narensctBo HOpaiit, 2021. — 424 c¢. — (Boiciiee o6pazoBaHue).
— ISBN 978-5-534-12474-3. — Texkct : anekTpoHHbIN // OOpa3oBarenbHas miatdopma FOpaiit
[caiiT].

3.2.2 /lonoTHUTEIbHbIE HCTOYHUKH:
1. Andépos A.IL, 3y6oB A.lIO., Ky3pmun A.C., Yepémymkun A.B. OcHoBbl kpunrorpapuu
(yuebHoe mocobue). - M.: I'enuoc APB, 2019. — rpud MunucrepctBa o6pazoBanus P® mo rpymme
CHEIHNAIBHOCTEH B 00J1aCTH HHPOPMAIIMOHHOW 0€30MacHOCTH

2. depepanbHbId 00pa3oBaTeNbHbIN MopTan «HPOPMAITMOHHO ~-KOMMYHUKAIIHOHHBIE TEXHOJIOTHH
B 00pazoBaHUMY. [ DIEKTPOHHBIN pecypc] — Pexum gocryna:
http://window.edu.ru/resource/832/7832



4. KOHTPOJIb 1 OINEHKA PE3YJIbTATOB OCBOEHUS ITPOPECCHUOHAJIBHOT'O

MOJY.JIS

Kon u HauMmeHOBaHUE

npodeccCHOHABHBIX U

00IIUX KOMIICTCHIIUH,
(hopMupyeMbIe B paMKax

Kpurepuu onenku

MeTtobl OLICHKH

MOJTYJISI
I[IK 2.1. OcyumectBasath | JIeMOHCTpUpPYET yYMEHHUS U | TECTUPOBAHUE, AK3aMEH
YCTaHOBKY M HACTPOMKY | HABBIKM B YCTaHOBKE U | KBaJU(UKAIMOHHbIH,
OTJICNbHBIX TMPOTPAMMHBIX, | HACTPOHKE OTJICNIbHBIX | OKCIIEPTHOE HaOII0IeHUE
MIPOrpaMMHO-aIaPaTHBIX MPOrPaMMHBIX, MPOTPAMMHO- | BBITIOJHEHH TaOOPaTOpHBIX pabdoT,
CpeICTB 3alUTHI | allllapaTHBIX CPEJICTB 3alllUThI | SKCIIEPTHOE HaOII0IeHUE
uH(pOpMaLIUH. uH(popManuu BBITIOJTHEHHSI IPAKTUYECKUX padoT,
OIICHKA pEIICHHUS CUTYalMOHHBIX
3aja4, OLEHKa [polecca W
pE3yJIbTaTOB BBINOJIHEHUS BHJIOB
paboT Ha MpaKTUKe
I[IK 2.2 ObecneunBath | [JleMoOHCTpUpyeT 3HAHUS U | TECTUPOBAHHE, JK3aMeH
3amTy  WHQOpMAnmMM B | YMEHUS B o0ecrieueHny | KBAIU(PUKAIIMOHHBIMH,
AaBTOMATHU3UPOBAHHBIX 3aIUTHI uH(popMauu B | DKCIIEPTHOE Ha0JII0/IeHUe
cucTemax OTJEJbHBIMU | aBTOMATU3UPOBAHHBIX BBITTOJIHEHUS TA0OPaTOPHBIX PadoT,
IPOrpPaMMHBIMH, cucTemax OTJENbHBIMU | SKCIIEPTHOE HaOJI0/IeHNe

IIPOrpaMMHO-aNNapaTHBIMU
CpEeICTBaMH.

IIPOrPpaMMHBIMH, ITPOTrPaMMHO-
armnapaTHbIMU CPEICTBAMHU

BBITIOJTHEHUSI PAKTUYECKUX padoT,
OLICHKA pEIICHHUs CUTYallMOHHBIX
3aJa4, OLEHKa TIpolecca W
pe3yJIbTaTOB BBIIOJIHEHUS BU/I0B
paloT Ha MpaKTHKe

I[IK 2.3. OcymecTBisTh
TECTUPOBAHUE byHKIUR
OTJIEbHBIX POTPAMMHBIX U
IIPOrpaMMHO-aIapaTHBIX
CpEeICTB 3aIUTHI
uH(pOpMaLIUH.

BoinonHsier nepeuHs paboT 1o
TECTUPOBAHUIO byHKIM
OTIENBHBIX TPOTPAMMHBIX |
IIPOrpaMMHO-aIapaTHBIX

CPEJICTB 3alIUThl HHPOPMAIIT

TECTHPOBaHUE, IK3aMeH
KBaJIM(DUKAIIMOHHBIN,

AKCIIEPTHOE Ha0r0IeHNE
BBITIOJIHEHHS JTAOOPATOPHBIX padoT,
IKCIIEPTHOE HaOIr0IeHNE

BBITIOJTHEHUSI TPAKTUYECKUX padoT,
OLICHKA pEelIeHUs CUTYalHnOHHBIX
3ajad, OLEHKa Ipolecca H
pE3yJIbTaTOB BBINOJIHEHUS BHJIOB
paboT Ha MpaKTHKe




IIK 2.4. OcymecTBiasirh
00paboTKy, XpaHEHHE U
nepegavy uHpOpMaIU

OrpaHU4YCHHOI'0 JOCTYyIIA.

[TposiBisieT 3HAHUS, HABBIKH H
yMEHHS B 00pab0TKe, XpaHCHUH
U rnepemade  MHMOpMAIUH
OTPaHUYEHHOTO JOCTyIa

TECTUPOBAHUE, 9K3aMeH
KB (UKAIIMOHHBIH,

AKCIIEPTHOE Ha0II0IeHNE
BEITIOJTHEHUS TAOOPATOPHBIX paboT,
AKCIIEPTHOE Ha0I0IeHNE

BBITIOJTHEHUSI PAKTUYECKUX PabdoT,
OIICHKA PEHICHUS CHUTYallMOHHBIX
3aJa4, OLEHKa [polecca W
pEe3yJbTAaTOB BBHINIOJIHEHUS] BUJOB
paboT Ha MpaKTUKe

K  2.5.
UHPOPMALIMIO ¥ HOCUTEIN
uHpopmanuu c
UCTIOJIb30BaHUEM

YHUYTOXATH

MPOTPAMMHBIX u
MPOTPAMMHO-ANIAPATHBIX

JemoHcTpupyet JITOPUTM
MIPOBECHUS pabot 1o
YHUYTOXXEHUIO MH(pOpMauu U
HOocUTeNel  uHpopMauu ¢
HCIOJIb30BaHNEM
MPOrPaMMHBIX U MPOTPaAaMMHO-
anmapaTHbIX CPEICTB

TECTUPOBaHUE, 9K3aMeH
KBaJIM(DUKAIIMOHHBIH,

AKCIIEPTHOE HaOII0IeHUE
BBITIOJTHEHUS TAOOPATOPHBIX padoT,
AKCIIEPTHOE HaOII0IeHUE

BBIITOJIHCHUS ITPAKTHYCCKHUX pa60T,
OLICHKa pPCHICHHUA CUTYAallUOHHBIX

CPEICTB.
3aJa4, OLEHKa Ipolecca W
pe3yJIbTaTOB BBINOJIHEHUS BHJIOB
paboT Ha MpaKTUKe

I[IK 2.6. OcymectBiars | [IposiBisier 3HaHUS U YMEHUSI B | TECTUPOBAHUE, JK3aMeH

PErMCTPALIMIO  OCHOBHBIX | 3ALIMTE aBTOMATU3MPOBAHHBIX | KBATM()UKALMOHHEIM,

COOBITHIL B | (MHGOPMAIIMOHHBIX) CHUCTEM C | DKCIIEPTHOE HaOII0IcHNE

ABTOMATH3UPOBAHHBIX HCIOJIb30BAHNEM BBINOJIHEHUS J1JA0OPaTOPHBIX PadoT,

(MHDOPMALMOHHBIX) IIPOrPaMMHBIX U MPOTPaAMMHO- | SKCIIEPTHOE HaOIro1eHNEe

CHCTEMaX, B TOM WHCIE C algnapaTme CPEJCTB | BHIIOJIHEHUS MPAKTUYECKUX padoT,

oOHapyKeHus OLICHKA pElICHUs] CUTYalMOHHBIX

HCIIOJIb30BaHUEM Py ’ H p yan

IpeyTIpPEXKACHUS U | 3aJ1a4

MpOrpaMMHBIX p | PEYIIPEHA . Aat,

JIMKBUIALIUU IIOCIIEICTBAN | OLIEHKA IIpolecca M pe3yJIbTaToB

IPOrpaMMHO-aIapaTHBIX

KOMIIBIOTEPHBIX aTaK BBIOJIHEHUSI BUJOB paboT Ha

CPENCTB OoOHapyX eHHUs,

IIPAKTUKE
peynpexaeHUs u
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1. OBHIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA
«IIM.03 3BAINIUTA THOPOPMAIMUN TEXHUYECKUMMU CPEJICTBAMM»

1.1.
NPOrpaMMmblI

Ieap u MecTo NpoecCHOHAIBLHOT0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM

Lenp Momyns: oOcBOeHHE BHJA JEATEIBHOCTH <«3allldTa WH(OpPMAalUUd TEXHUYECKUMHU
CPEIICTBAMMY.

[Ipodeccrnonanbublii MOAYJIb BKIIOYEH B 00s3aTEIBbHYIO YacTh MPO(EeCcCHOHANBHOTO IHKIa
obOpasoBarenbHOl TporpamMmbl 1o crneruanbHocTH 10.02.05 OGecneuenune wuHGOPMAITMOHHOM
0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

1.3. Ilnanupyemble pe3yJabTaThl 0CBOEHHs P0G ecCHOHAIBLHOI0 MOIYJIA
PesynbraTel OCBOCHHS TPOPECCHOHATHLHOTO MOJIYJSl COOTHOCATCS C IJIAHUPYEMBIMHU
pe3yibTaTaMd  OCBOCHHS OOpa30oBATEIbHOH MPOTPaMMBI, MPEACTABICHHBIMH B  MAaTpHIlC

KoMneTeHIMH BoimyckHuKa (11. 4.3 OITOII-IT).
B pesynbrare ocBoeHus Npo(ecCHOHATBHOTO MOLYJIsl 00YYarOIIUIACS TOJDKEH:

Kod OK, Ymern 3HaTh Baagers HaBbIKAMH
MK
OK.09 — TIOHMMATh OOLIMI CMBICJ | — TPaBWJIA OCTPOSHHS MPOCTHIX U | -
YETKO MIPOU3HECCHHBIX | CIIOMXHBIX TIPEAIOKEHUH Ha
BBICKA3bIBAHUN Ha | mpodecCHOHaTbHBIC TEMbI
N3BECTHBIC TEeMbl | — OCHOBHBIE
(mpoeccronambHBIC U | oOmeynoTpeOuTeNbHbIC TJIAT OJIBI
OBITOBBIC), IOHUMATh TEKCTHI | (ObITOBast W IpodeccHoHaNbHas
Ha 6a30BbIe | JIEKCHKA)
podeCcCHOHANBHBIE TEMBI —  JIeKCHYEeCKHH MHHUMYM,
— y4YacTBOBAaTh B JAMAJOrax | OTHOCSIIUMCS K OTIHCaHMIO
Ha 3HaKOMble OOIIMEe U | IPEAMETOB, CPEACTB M IIPOILECCOB
poheCCHOHATBHBIC TEMBI npo(eCCHOHANBHOM AESITEIBHOCTH
— CTpOHTH NpOCThIE | — OCOOEHHOCTH MPOU3HOIICHHS
BBICKa3bIBaHUA O cede W O | — TpaBHIia YTEHHS TEKCTOB
cBoell  mpodeccuoHanbHON | MpodeccroHaNbHOM HaNpaBIeHHOCTH
JeATeTbHOCTH
— KpaTKo 00OCHOBBIBATH M
OOBSICHITE CBOM JICHCTBHSA
(Tekymue ¥ IIaHupyeMEbIe)
— ImMcaTth MIPOCTEIE
CBS3HBIE COOOIIEHWS Ha
3HaKOMBIE WA
HHTEpECYIOIIHe
npodeccHoHATbHBIE TEMBI
MK 3.1. — NIPUMEHATb TEXHUYECKHE | — TIOPANOK TEXHUYECKOTO | — YCTAHOBKA, MOHT&X W
cpeacTBa IS 3alUTHI | OOCIY»KMBAaHMS TEXHHYECKHX CPEJICTB | HACTpOiKa TEXHUYECKUX
nHpopManuy B YCJIOBHAX | 3alIMTHI HHpOpMALUU CPE/ICTB 3aIIUTHl HH)OPMALUH
NIPUMEHEHNST ~ MOOWIBHBIX | — HOMEHKJIATypy  INpPHUMEHSEMBIX | — TEXHHYECKOoe
YCTPOMCTB  00pabOTKM | | CPEACTB 3aIiWThl MH(OpMAaLMK OT | OOCITy)KMBaHHUE TEXHUYECKUX
nepeaavu JaHHbIX HECaHKIIMOHNPOBAHHOM YTEUKH IO | CPEICTB 3alIUThl HHPOPMAIUN
TEXHHYECKUM KaHallaM — TPUMEHEHHE  OCHOBHBIX
THIIOB TEXHUYECKHX CPEACTB
3aIUTHI HHOOPMAITUH
MK 3.2. — TPUMEHITh TEXHUYECKHE | — (DU3MUECKHE OCHOBBI, CTPYKTYpy | — HpPUMEHSTH OCHOBHBIE
cpezncTa s | | YCIIOBUS (OpMHpPOBaHUS | THIBI TEXHUYECKHX CPEICTB
KpHIITOrpaduiecKoi TEXHHUYECKHX KaHaJIOB  yTEYKU | 3alIUThl HHYOPMALIH
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3aIUTEI nHpOpMaIN
KOH(HICHIIHATHHOTO
xapakrepa

— NPUMEHATh TEXHUYECKUE
CpeIncTBa A YHHYTOXKCHHUS
nHPOPMAIMU W HOCHTEIEH
nHdopmanuu

— TPUMEHSTh HOpMAaTHUBHBIE

IIpaBOBbLIC aKThlI,
HOpPMAaTUBHBIC
METOANYCCKUE JOKYMCHTBI

mo o00eCHeYeHnio 3aluThl
uH(pOpMALNU TEXHUISCKUMH
cpeacTBaMu

nH(pOpMAINH, CITOCOOBI ux
BBISIBJICHUSI W METOJbl  OLCHKHU
OITACHOCTH, KITacCU()UKAITHIO
CYIIECTBYIOLIHUX (PU3UIECKUX MOJCH U
TEXHHYECKUX KaHaJIOB  yTEYKH
nHpOpMAUN

— TOPSOK yCTpaHCHUS
HEHUCTIPaBHOCTEH TEXHUYECKHUX

CPeACTB 3aluThl HMHGOPMALMH U
OpraHU3allMd PEMOHTa TEXHHUUECKUX
CPE/ICTB 3aIIUTHl HHPOPMAIUU

— METOOWKH HMHCTPYMEHTAaJIbHOTO
KOHTPOJNS A(PPEKTHBHOCTH 3aLTUTHI
nHpOpMAINH, o0OpabaTbIBaeMOit
CpencTBaMu BBIYUCIIUTEIIBHOMN
TEXHUKH Ha o0OBeKTax
nH(MOPMATH3ALUH

— HOMEHKIIATypy NIPUMEHAEMBIX

CPEACTB 3aIUTHl MH(OPMALMH OT
HECaHKIIMOHUPOBAHHON YTEUKH TIO0
TEeXHUYECKUM KaHaJlaM

— BBIABIATH  TEXHUYECKHUE
KaHaJIbl yTEYKH HHPOPMALIIH
— y4YacTBOBATh B
MOHHTOPHHTE 3()(HEKTUBHOCTH
TEXHUYECKUX CPEICTB 3AIUTHI
vHpOpMAIN

— JIMarHOCTUPOBATH,
yCTpaHsTh OTKa3bl u
HEHCIPaBHOCTH,
BOCCTaHaBIIMBATh
paboTocnocoOHOCTH
TEeXHUYECKUX CPEICTB 3aIUTHI
nHpOpMaIN

IIK 3.3. — IPUMEHATh TEXHHUYECKHE | — HOMEHKJIATYPY U XapaKTepUCTUKHU | — TPOBOAUTH HU3MEpPEeHUs
CpeacTBa A 3AIIUTHI | ammaparypbl, HCIOJB3yeMOH Ui | MapaMeTpoB MIIMUH,
nHpopManMK B YCIOBHSX | U3MEPEHUS MapaMeTpoB IIDMHH, a | CO3/aHHBIC TEeXHUYECKUMU
NPUMEHEHHST ~ MOOWJIBHBIX | TaKkKe IMapamMeTpoB (POHOBBIX IIYMOB | CPEICTBAMH 00paboTKH
ycTpoiictTB  00paboTkM ¥ | M (U3MUYECKHUX MOJIEH, CO37aBaeMbIX | MH(GOPMAIMU MPH aTTeCTALNN
nepeiauu JaHHBIX TEXHHYECKUMH CPEACTBAMHU 3allUTHl | 00BbEKTOB HH(OpPMATH3ALNH,

nHpopmanuu JUIT  KOTOpOl  yCTaHOBJICH

— CTPYKTYpy " YCIIOBUSI | PEXHUM KOH(PHUICHINAILHOCTH,

(dbopmupoBaHust TEXHUYECKHUX | MPH aTTeCTAllMH OOBEKTOB

KaHaJIOB yTeYKH HH(opManuu uHdopmaruzanruu o
TpeboBaHUsIM  0E30MaCHOCTH
uHdopmauu

[IK 3.4. — NPUMEHSTh TEXHHYECKHE | — HOMEHKJIATypy  IpPHMEHSIEMBIX | — TNPOBOAUTH U3MEpEeHUs
cpeacTBa  JUIS  3alUTHI | CPEACTB 3allUThl MH(OpMalLUK OT | mapameTpoB (OHOBBIX IIYMOB,
uHpopMaMK B YCIOBHSX | HECAHKIIMOHMPOBAHHON YTEUKH IO | a TakkKe (DU3NUECKHX IOJEH,
NPUMEHEHNST ~ MOOWIBHBIX | TEXHWYECKUM KaHaJIaM CO3/]aBaeMbIX TEXHHYECKUMH
ycTpoiictB  00paboTkn U CpeAcTBaMH 3aIINTHI
repeiauy JaHHBIX nHpopMannuu

— BBUIBISITH ~ TEXHUYECKHE
KaHaJIbl YTEUKH HHPOpMaIu
K 3.5. — OCHOBHBIE NPUHLMIIBI | — TPUMEHSITh CPEACTBA OXPAaHHOM | — YyCTaHaBIMBAaTb, MOHTAX U

JICHCTBUS U XapaKTePUCTUKU
TEXHAYECKUX cpeacTB
(bu3HUeCcKOi 3aIUTHI

— OCHOBHEBIE CIOCOOBI
(busnueckoit 3aIIUTHI
00BEKTOB MH(pOPMaTH3AINN
— HOMEHKJIATYpy

MIPUMEHSIEMBIX CpPe/CTB
¢dusnyecKoit 3alIUTHI

00beKTOB MH(OPMATH3ALUH

CUTHaJIN3alHH, OXPAaHHOTO
TEJIEBUACHUS W CHCTEM KOHTPOIA H
YIpaBIEHUS TOCTYIIOM

— TPUMEHSTH WH)KEHEPHO-
TEXHHUYECKUE CpeNCTBa (Pu3uvecKon
3aIIUTHl 00BEKTOB HHPOPMATH3AIIUH

HACTPOWKA, TEXHUYECKOE
o0cmy)XKuBaHue, JTUAarHOCTHKA,
yCTpaHeHHe OTKa30B u
HEUCIIPaBHOCTEH

— BOCCTaHaBJINBAThH
paboToCcTIocCOOHOCTH

HWH)XCHEPHO-TEXHUYECKUX
CpeacTB (U3NIECKON 3alTUTHI

1.4. O0ocHoBanue yacoB BapuatuBHoii yactu OITOII-IT
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2. CTPYKTYPA U COAEPKAHUE ITPO®PECCHUOHAJIBHOI'O MOAYJIA

2.1. TpynoeMKOCTb OCBOCHHUSI MOAYJISA

B T1.4. B popme
HaumeHoBaHMe COCTABHBIX YacTed MOYJIsA O0bem B yacax NMPaKTHYECKOM
NOATOTOBKH

VYueOHBIE 3aHATHA, B T.4.: 206 126
KypcoBas pabora (IIpoexT) 20

CamocrostenpHas pabora 6

IIpakTuka, B T.4.: 234 234
y4yeOHast 60 60
MPOU3BOACTBEHHAS 168 168
[TpoMexyTouHas aTTecTalusl, B TOM YHUCIIE:
MK 03.02. 6 hopme sx3amena 12
1IM 03 12
Bcero 444 354

2.2. CTpykTypa npohpecCHOHAIBLHOT0 MOYJIsI

Konx OK, IIK
= 50 ~ = g
2 s c|l g | & =
3 & o 9 s >
= | = | E| g §|35|E &
Esl L | 5| El £ 8| E|E
HauMmeHOBaHMS pa3iesioB SEI | 5| s 8] ¢ 3| 3
PasA Beero, | £ S| = 515 2| x5 g E
npo¢ecCHOHANBHOTO v o| © L | Q| B E| w| ©
qac. S K E a o, & =X 2 m
MOy st s 2| o o) = el z| &
SEIE| S8 £|2% ¢
STl 8| 2|2 5| 2|8 ¢
: S| > | & 2 = =
= |8 ZI S| & | &
m = =
1 2 3 4 5 6 7 8 9 | 10
OK 09; IIK 3.1. Pa3nen 1 Texauuueckas
TIK 3.2. TIK 3.3. samwTa HHbOPMAIIH 100 56 | 100 | 9 | - | 4 | -
MK 3.4.TIK 3.5
OK 09; TIK 3.1. Pasznen 2 UmxenepHo-
1K 3.2. TIK 3.3. TEXHMYECKHE CPEJICTBA
[IK'3.4.TIK 3.5 (u3nu4ecKoi 3auThl 104 70 | 104 | 90 | - 2 |12
00BEKTOB
nHpopmMaTu3anum
VY4ueOHas npakTHKa 66 66 60
IIponsBoncTBeHHA
POH3BOACTBEHHAA 168 | 168 168
MpaKTHKa
IIpomexyTounas 1
aTTecTanus
Bcezo: 444 | 354 | 204 | 186 | - | 6 |12 60| 168
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2.3. Conep:xanue npodeccuoHAILHOT0 MOIYJIsA

Koabl
Oo0beM, ak. 4. / .
KOMIIeTeHIH i,
B TOM 4HCJIe
¢dopmupoBanuio
HaumenoBanue Coaep:xaHue y4eOHOr0 MaTepuaJia, NPAKTHYECKUX U J1a00PATOPHBIX 3aHATHS, B hopme KOTOpBIX
pa3aesioB U TeM KYypcoBasi padoTa (IpoeKT) NPaKTHYeCKOi
crnoco0cTByeT
NOATrOTOBKH,
3JIEMEHT
aK. 4
NMpPOrpaMMsbI
1 2 3 4
Paznen 1. Texuuveckasi 3amuuTa nHGpopManuu 100/56
MJK.03.01 Texuuyeckas 3a1uuTa HHPOPMALUA 96/56
Tema 1.1. [Ipeamer u Conep:xanue 2
3a1a4d TEXHUYECKOU BxonHoit koHTpouib. [IpeMeT 1 3a1a4u TEXHUUECKOH 3alUuThl HHPOPMAIIHH. OK 09; IIK 3.1.
3alIUTHl THPOPMAIH XapakTepuCTUKa NHKEHEPHO-TEXHUUECKON 3aIIMThl HH(OpMAIIUK KaK 00JIacTu [IK 3.2.
nHPOpPMAaIMOHHOH Oe30macHoCTH. CHCTEMHBIH MOXO0/ TPH PEIICHUH 3a/1a4 WHKEHEPHO- 2 [IK 3.3.
TEXHUYECKOU 3amuThl HHQopMmanmu. OCHOBHBIE TAPAMETPhI CUCTEMBI 3AIIUTHI K 3.4.TIK 3.5
nH(pOpMAITUH.
Tema 1.2. OOmue Conep:xanue 2 OK 09; IIK 3.1.
HOJIOXKCHHA 3AIUTBI 3amaun u TpeOOBaHHUS K CIIOCO0aM U CPEICTBAM 3allUThl UH(HOPMAIIUH TEXHHYECKUMHU K 3.2.
uH(popmammn cpeacteamu. Kinaccudukanus crioco60B U CpeicTB 3alUThl HHQOPMAIHH. 5 TIK'3.3.
TEXHUYECKUMHU K 3.4.1IK 3.5
CpeAcTBaMH
Tema 1.3. Undopmanus Coaepxanue 10 OK 09; IIK 3.1.
KaK TMpeJMET 3aIIUThI OcobeHHocTH HHPOPMAITUH KakK MpeaMeTa 3amuThl. CBolicTBa nHGOpManuu. Bupl, [K 3.2.
VMCTOYHUKHU ¥ HOCUTEJH 3aluinaeMoi nHpopmMarun. JleMackupyromue Ipru3Haku [IK 3.3.
00BbEKTOB HAOJIIOICHHS, CUTHAJIOB U BellecTB. IloHsaTre 00 ormacHoM curHasie. VIcTOUYHMKH 4 IIK 3.4.TIK 3.5
OTNacHbIX CUTHaJIOB. OCHOBHBIE M BCIIOMOTATEIbHBIE TEXHUYECKHE CPE/ICTBA, U CUCTEMBI.
VYrpo3sl 6e3onacHocTH HHPOpMaAK
OcHOBHBIE PYKOBOSILME, HOPMAaTUBHbBIE U METOJUYECKUE JJOKYMEHTHI 110 3aIUTe
nHGOPMALIUK U TPOTUBOJCHCTBHIO TEXHUUECKON pa3BeaKe. 2
B mom uucne npaxmuueckux u 1a60pamopHvix 3aHAmMUIl 4
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NzyueHre HOpMATHUBHOH 0a3bl MPABOBOTO PETYIMPOBAHKS BOPOCOB 3aIIIUTHI
nHpopMaIun

AHanmu3 ctaHgapToB HHOOPMAIIMOHHOH 0€30IMaCHOCTH TI0 BOITPOCAaM TEXHUIESCKOM 3aIUThI
nHpOpPMAaLTUH

COI[ep)KaTCHBHLIﬁ aHaJIN3 OCHOBHBIX PYKOBOJAAINX, HOPMATUBHBIX U MCTOAUYICCKUX
AOKYMCHTOB I10 3allIUTC I/IH(I)OpMaL[I/II/I nu HpOTHBOI[efICTBHIO TEXHUYCCKOU pa3BEaKe.

Tema 1.4. Texanueckue
KaHaJIbl YTCUKU
HHpOpPMALTUH

Conep:xanue

[MonsTue n ocodeHHocTH yreuku nHpopManuu. CTpyKTypa KaHala yTedKH HH(OPMAIHH.
Knaccudukanms cymecTByommx GU3nIeckux Mojei u TEXHHIECKUX KaHAIOB YTEUKH
WHPOPMALIUH.

XapakTepucTHKa KaHAJIOB yTeuKkH HHPopManun. ONTHYECKUE KaHAIbI YTEUKH
WHPOPMALINH, UX XapaKTEPUCTHKA. AKYCTHUECKHE, KaHaJbl YTeUKH HH(OpMAIINH, UX
XapaKTEPUCTHUKA. PaOAIEKTPOHHBIE H MATEPUAIILHO-BELIECTBEHHBIE KaHAJIBI YTEUKU
nHGOPMaLIUH, UX XapaKTePUCTHKA

B Tom unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHI

Omnpenenenue BapuaHTOB YTEUKH HH(OpMAIMK 10 ONTUYECKUM KaHajlaM ISl TUIIOBBIX
KOHTPOJIMPYEMBIX 30H OpraHu3alun

[NCT N

WzyueHne xapakTepUCTHK aKyCTHYECKOr0 KaHalla yTeUKu HH(opMaun

—_—

NzyueHne XxapaKTepHCTHK PaIMO3IEKTPOHHOTO KaHalla YTeUKH HHPOpMAIIUU

B ToMm 4nciie caMocTOsSITeIbLHAS paﬁoTa oﬁyqammnxm
OCHOBHBIE OHATHUSA B 001aCTH AKYCTUKH

OK 09; IIK 3.1.
[IK 3.2.
IK 3.3.

K 3.4. IIK 3.5

Tema 1.5. MeTonasl
Cpe/ICTBa TEXHUYECKOM
pa3BeaKu

Conep:xanue

Kraccuukanms TeXHHYECKUX CPEICTB pa3BeIku. MeToIbl U cpeicTBa TEXHHIECKOU
pas3Beaku. CpeacTBa HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HH(POPMALIUH.

CpencTsa U BOBMOXKHOCTH ONITHUECKON pa3BeakH. CpencTBa AUCTAHIMOHHOTO CheMa
nHpOpPMAaLIUH.

B ToM 4mciie mpakTHYECKUX M J1a00pPATOPHBIX 3aHATHH

UzyueHne xapakTepHCTHK HA3eMHBIX CPEJICTB JIMCTAHIIMOHHOTO cheMa HH(opMaIuy.
AHann3 COBpEMEHHBIX CPEJICTB MepeEXBaTa CUTHAJIOB

OK 09; IIK 3.1.
IIK 3.2.
IK 3.3.

INK 3.4. IIK 3.5

Conep:xanue

OK 09; IIK 3.1.
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Tema 1.6. Puznueckue AKkycToanekTpuieckue mpeodpazoBanus. [lapasutHas reHepanus paano3IeKTPOHHBIX IIK 3.2.
OCHOBBI YTEUKH cpencTB. Bunsl mapa3suTHBIX CBsi3el M HABOAOK. DH3NUECKHe OCHOBBI TOOOYHBIX 2 IIK 3.3.
WHPOPMALIUH [0 KaHAJIaM | 3JIEKTPOMAarHUTHBIX M3JTyYeHUH U HABOAOK. IIK 3.4. IIK 3.5
NO0OOYHBIX B ToM umciie npakTHYeCKUX W J1a00pPATOPHBIX 3aHATHH 4
9NCKTPOMArHUTHBIX Wzmepenne napaMeTpoB PU3HMUECKHX MOJICH 1
M3ITyYEeHHH 1 HABOJOK AHann3 COBpEMEHHBIX CPEJICTB MEePeEXBaTa CUTHAJIOB 1

Homenknartypa 1 xapakTepucTuKa anmnapaTypbl, HCTIONb3YEMOM I N3MEpPEHUS

apamMeTpoB NOOOYHBIX 3JIEKTPOMArHUTHBIX U3JyYEHUH U HABOAOK, TapaMeTPoB (HOHOBBIX 2

LIYMOB U (U3UYECKUX MOJICH

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs

dusnyecKue SIBICHU, BBI3bIBAIOIINE YTEUKY HH(POPMAIMHK O LEIsIM 3JIEKTPOIIUTAHUS U 1

3a3emiieHus. HU3K04acTOTHBIE U BBICOKOYACTOTHBIE U3JIyUEHHS TEXHUUECKUX CPEICTB

®du3nveckre OCHOBBI MOOOUHBIX U3TYYCHUN U HABOOK
Tema 1.7. Ousnueckue Cooeporcanue 4 OK 09; TIK 3.1.
MIPOLIECCHI TIPU CkpbiTHE peyeBoil nH(pOpMaIUK B KaHallaxX cBs3U. [logaBiieHre OmacHbIX CUTHATIOB ) [IK 3.2.
MTO/IaBJICHUH OTACHBIX aKyCTOAJIEKTPHUYECKHUX MpeoOpa3oBaHuii. DKpaHUpOBaHUE. 3alIyMIICHHE. [IK 3.3.
CHUTHAJIOB B TOM uKcC/Ie IPAKTHYECKUX U JIA00PATOPHBIX 3aHATHI 2 IIK 3.4. TIK 3.5

N3ydeHne nmaccUBHBIX METOJIOB ITO/IABJICHHSI OMTACHBIX CUTHAJIOB aKyCTORJIEKTPHUECKUX |

npeoOpaszoBaTeneit

W3yueHne akTHBHBIX METOJIOB IIOAABICHUS ONIACHBIX CUT'HAJIOB aKyCTORJIEKTPUIECKUX )

npeoOpaszoBaTeneit
Tema 1.8. Cucremsl Copepxanne 5 OK 09; IIK 3.1.
3aILUTHI OT YTEUKH TexHuueckue cpeacTBa akycTuueckou paspenku. HemocpencTseHHOE MOACTYILIMBAHNE [IK 3.2.
nH(GOPMAITUH 110 3ByKoBOH nH(popmanuu. [IpocnymuBanne nHpOpMaLUK HAIPABIEHHBIMH MUKPO(QOHAMH. 2 IIK 3.3.
aKyCTUYECKOMY KaHAIIy Cucrema 3aIuThl OT YTEUYKH 110 aKyCTUYECKOMY KaHay. K 3.4.TIK 3.5

B ToM unciie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHH 2

AHanmm3 COBpeMEHHBIX CPEJICTB IepexBara peueBoi HHPpopMaIyy. 3amuTa OT YTeUYKH 10 |

aKyCTHYECKOMY KaHAITy

Homenkmarypa nmpumeHsieMbIX CPEJICTB 3aIIUTHI HH(OPMAIIH OT HECAHKITMOHUPOBAHHON |

YTEUKH I10 aKyCTHYECKOMY KaHaJy

B ToM unciie camocToATeIbLHAA padoTa 00y4YarOIIUXCA 1

CpencTBa aKkyCTUUYECKOM pa3BeIKu
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Tema 1.9. Cuctemsr Conep:xxanue 6 OK 09; IIK 3.1.
3aIUTHI OT YTEUKU [Ipuanun pabotel MukpodoHa u Tenedona. Mcrnons3oBaHre KOMMYyHHUKAIIMN B Ka9€CTBE IIK 3.2.
nHGOPMAITUH 110 COEIMHUTENHHBIX MPOBOAOB. HermacHas 3anmuck nHpopMainu Ha TUKTO(GOHBL. CHCTEMBI 2 IIK 3.3.
MIPOBOJTHOMY KaHAITy 3aIUTHI OT AUKTO(OHOB, K 3.4.TIK 3.5

B ToM ymciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 4

AHanu3 cnoco00B TEXHUYECKOTO 3aKPBITUS OT YTEUKH PeueBOi HHGOpMan 1

N3ydeHre cynHOCTH U apaMeTpOB 3BYKOU3OISLUH 1

Homenknarypa npuMeHsIeMbIX CPEICTB 3aLIUThl HHPOPMALMK OT HECAHKIIMOHUPOBAHHOM )

YTEUKH 110 IPOBOTHOMY KaHAITY

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
Tema 1.10. Cuctemsl Coaepxanue 4 OK 09; IIK 3.1.
3aIUTHl OT YTEUKU OneKTpoHHBIE CTeTOCKOIbI. JIa3epHble CUCTEMBI MOACTyIMBaHus. [ uapoakycTuueckue ) [IK 3.2.
WHPOPMALTUH TTO npeobpazoBatenu. CUCTEMBI 3alIUTHl HHOOPMAIMU OT YTEUKH 110 BUOPAIIMOHHOMY KaHATy [IK 3.3.
BHOPALMOHHOMY KaHaTy B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 2 IIK3.4.TIK 3.5

3amyTa OT yTeUKH 1Mo BHOpOaKycTHUeCKOMY KaHaly. HoMeHknaTypa nmpuMeHseMbIX

CPEeACTB 3aILUTH HHOPMALIUU OT HECAHKIIMOHUPOBAHHON YTEUKH 10 BUOPALIUOHHOMY 2

KaHaly
Tema 1.11. Cucremsl Copepxanune 9 OK 09; IIK 3.1.
3aILUTHI OT YTEUKU [IpocnymuBanne napopMmammu ot panuorenedonos. [IpocnymuBanne nHpopMauu ot ) IIK 3.2.
nHPOPMALIUH 10 paboratomieit anmapaTtypbl. CHCTEMBI 3aIMUTHI OT YTEUKH 110 3JEKTPOMarHUTHOMY KaHAIy. IIK 3.3.
SJICKTPOMArHUTHOMY B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 6 1K 3.4. 1IK 3.5
KaHally Onpenenenne kananos yreuku [IDMUH 2

3ammra OT YTeUKH 110 LEMsIM JIEKTPOIUTAHHUS U 3a3eMJICHUS 2

Wzyuenne npuHIMIIOB pabOTHl M1 OCHOBHBIX XapPaKTEPUCTHK OOHApYKUTEIeH )

3JIEKTPOMArHUTHOTO TIOJIS

Homenknarypa npuMeHsIeMbIX CPECTB 3alIUThl HHPOPMAIMK OT HECAaHKIIMOHUPOBAHHOM )

YTEUKH I10 3JIEKTPOMAarHUTHOMY KaHay

B ToM uncie camocTosiTebHAA padoTa 00y4arOmAXCs

[pocnymuBanne nHbOpMALIUK OT paaro3akianok. [lpuemarnkn nHGopMammm c 1

panno3aknaiok. [IpocnymuBanue nHGOPMAIIMU C TTACCUBHBIX 3aKIIaJI0K.

Conep:xanue 4 OK 09; TIK 3.1.
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Tema 1.12. Cuctemsl KoHTakTHBIN 1 OECKOHTAKTHBIH METOABI CheMa HH(POPMAIIUN 332 CUET HETIOCPEACTBEHHOTO IIK 3.2.
3aIUTHI OT YTEUKU MTOAKTIOUCHUS K Teneonnoi mnann. Mcnonb3oBadue MEUKpodoHa TeneoHHOTO anmapara 2 IIK 3.3.
HHPOPMALIUH IO MIPU TIOJIOKEHHOH TenedoHHol TpyOke. Y Teuka HH()OpMALKH 110 COTOBBIM LIETISIM CBSI3H. K 3.4.TIK 3.5
TeneOHHOMY KaHaly

B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 2

3ammrTa OoT yTeuku HHQOpMAaLU B CpeCTBax MOOWILHOH cBsi3n. HoMeHknaTypa

MPUMEHSIEMBIX CPEJICTB 3alIUTHl MHPOPMAIIUH OT HECAHKIIHOHHUPOBAHHON YTEUKH T10 2

TeJae(pOHHOMY KaHaITy
Tema 1.13. Cuctemsl Copaepxanue 4 OK 09; IIK 3.1.
3AILUTHI OT YTEUKH HuskouactoTHOE yCTpoiicTBO chema nHGopMauu. BEICOKOUaCTOTHOE yCTPOMCTBO cCheMa IIK 3.2.
nHPOPMALIUH 11O nHpopMmaruu. HoMeHKIIaTypa mpuMeHsIeMbIX CPECTB 3aIIUTH HHOOPMAITIH OT 2 IIK 3.3.
SJIEKTPOCETEBOMY KaHAIy | HECAHKLIMOHUPOBAHHON YTEUKH IO 3JIEKTPOCETEBOMY KaHaIy. K 3.4.TIK 3.5

B ToM 4nciIe NpaKTHYECKUX U J1a00PATOPHBIX 3aHATHH 2

Wzyuenne TpeboBaHMH 1O 3aILUTE CUCTEMBI ANEKTPONUTAHUA 00BEKTOB HH(POPMATH3ALNN

CpenctBa GuIIbTpalK ONACHBIX CUT'HAJIOB B LIEIIIX dJIeKTponuTanus. CeTeBble 1

MOMEXOTOAABIISIOINE (PUIBTPHI
Tema 1.14. Cucrtemsl Coaepxanue 6 OK 09; IIK 3.1.
3aIUTHI OT YTEUKH TeneBu3noHHbIe cUCTeMbI HaOIOIeHUs. [IprOopbl HOUHOTO BHIeHUS. CHCTEMBI 3al[UThI ) IIK 3.2.
WHPOPMAITUH TT0 WHPOPMAITUH IO ONITUIECKOMY KaHAITy. [IK 3.3.
ONTHYECKOMY KaHAITy B TOM uKc/Ie MPAKTHYECKUX U JIA00PATOPHBIX 3aHATHI 4 IIK 3.4. TIK 3.5

W3zyuenne cioco00B CKPHITOTO BUACOHAOIIOACHUS U CHbEMKH 2

W3zyuenne cnoco60B 3amuThl HHOPMALIUHU OT YTEUKH [0 ONITHYECKOMY KaHAITy 2
Tema 1.15. Ilpumenenue Copepxanune 8 OK 09; IIK 3.1.
TEXHUYECKUX CPEJICTB B ToM unciie mpaKTHYECKUX U J1a00PATOPHBIX 3aHATHH 8 [IK 3.2.
3aUIMTHI MHpOPMALUH N3ydenne xapakTepruCTHK TEXHUUECKUX CPEICTBA ISl YHUUTOXKEHUS HHPOPMAIiy U ) IIK 3.3.

HOcHTeNeH nHpOpMaITuu K 3.4.TIK 3.5

[Mopsiiox MpUMeHEHHS TEXHHYECKUX CPEJICTB 3alUThI HPOPMAIIH B YCIOBHSIX )

MPUMEHEHHUST MOOWJIBHBIX YCTPOUCTB 00PaOOTKHU ¥ Tiepeiadn JaHHBIX

Nzyuenne TpeboBaHHui Ha KOMILIEKCHI M IPUOOPHI, peTHa3HAUCHHBIC JJIsT H3MEPEHUH )

XapaKTCPpUCTUK MOOOYHBIX OJICKTPOMArHuTHLIX I/I3J'IY‘-I€HI/II>1 N HAaBOJOOK
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[IpoBenenne n3mMepeHnii mapaMeTpoB MOOOYHBIX ANEKTPOMATHUTHBIX U3TYYCHUN 1

HaBOJOK, CO3JJaBa€MBbIX TEXHHUECKUMHU CPEACTBAMHU 3aIIUThI HH(DOpMALH, IPH 1
MPOBEICHUH ATTECTALMU OOBEKTOB
[IpoBenenne namepeHnii napaMeTpoB GOHOBBIX IIYMOB U (PU3MUYECKHX TOJIEH, |
CO3/IaBacMbIX TEXHUYECKUMH CPEJCTBAMH 3aIUTHl HHPOPMALIUH
Tema 1.16. Oxcrmyatanus | Cogepaxanue 10 OK 09; IIK 3.1.
TEXHUYECKUX CPEACTB B ToM umciie npakTHUYeCKUX W J1a00PATOPHBIX 3aHATHH 10 [IK 3.2.
3allUThI I/IH(I)OpMaIII/II/I OTanel 9KCILTyaTallM¥M TEXHUYCCKUX CPEACTB 3alUThI I/IH(l)OpMaHI/II/I. Bunpl, cogepxxanue u 2 [IK 3.3.
HOPSIOK POBEICHHUS TEXHMIECKOTO 00CITYKHBAHHUSI CPEICTB 3aIUTHI HHPOPMAIHH IIK 3.4. 1IK 3.5
JuarHocTrka, ycTpaHeHHE OTKa30B M BOCCTAaHOBJIIEHUE Pa0OTOCIIOCOOHOCTH TEXHMUECKIX
cpeAcTB 3aiuThl HHpopManuu. Opranu3anusi peMOHTa TEXHUYECKUX CPEICTB 3aIlUThI 2
nH(bOpMaITIU
Onenka (GyHKINOHUPOBAHUS CPEICTB 3aLIUTHl HHGOPMALIMH OT HECAHKLIMOHUPOBAHHOTO )
JOCTyna
Meps! o 3ammTe HHPOpMAUK Ha 00beKTe HHPOPMATH3AIHN 2
Hcnonws3oBanue cpencts 3ammuthl nHopMaiuu. Peectp ®CTOK Poccun 2
IIpome:xxyTounas arrecrauust mo MJIK.03.01 augdepeHUMPOBAHHBIN 3a4eT 2
IIpome:xxyTounas arrecrauust mo MJIK.03.01 au¢depeHUUPOBAHHBIN 3a4eT 2
Paznen 2. UHikeHepHO-TEXHUYECKHE CPeaCTBA (PU3NYECKOI 3aINThHI 00beKTOB HHPOPMATH3AINHT 104/70
MJIK.03.02 NHKeHepHO-TeXHHYECKHE CPeAcTBA (PU3NYECKOH 3alMThl 00beKTOB HHGOpMAaTH3aluH 90/80
Tema 2.1. Henu u 3agaun | Coaepxxanue 8 OK 09; TIK 3.1.
(usneckoit sammThl XapakTepUCTUKU MOTEHIIMAIBHO OMAaCHBIX 00beKTOB. CojlepiKaHue  3a1aun (HU3UIECKON TIK'3.2.
06beKTOoB 3auThl 00bEKTOB HH(popMaTu3auyu. OCHOBHBIE OHATHS HHKEHEPHO-TEXHUYECKUX 2 TIK 3.3.
WHpOpPMATU3AIAN CPe/ICTB DU3MHYECKOH 3aIIUTHI K 3.4.TIK 3.5
B ToM 4nciie mpakTHYECKUX M J1a00pPATOPHBIX 3aHATHH 6
O6rwexT napopmaruzanmu. KareropupoBanue 00beKTOB HHPOpMaTH3AINU 2
Monenp HapyIIHUTENS ¥ BOZMOKHBIE ITyTH, M CITOCOOBI €r0 MPOHUKHOBEHUS Ha )
OXpaHseMbIi 00BEKT
Tumbl oXpaHsl pa3TUYHBIX 00BEKTOB U UX OOOCHOBAHKE NP BHIOOpE MOMELICHUS, KaK 5
00BEKTa 3AILUTHI
Conep:xanue 10 OK 09; TIK 3.1.
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Tema 2.2. O6mue
CBEJICHHSI O KOMILIIEKCax
HWH)XEHEPHO-TEXHUYECKUX
CPeICTB Pu3nIecKoit
3aIHUTHI

OO0mme MPUHITAIIEI 00ecTIeueHNsT 0€30IIaCHOCTH 00BEKTOB. JKN3HEHHBIN ITUKIT CUCTEMBI
(uzndeckoii 3amuThl. [IpUHIUITBI TOCTPOCHHST HHTETPHPOBAHHBIX CHCTEM OXPAHBI.
Knaccudukanus u coctaB UHTETPUPOBAHHBIX CUCTEM OXpaHbl. H)XeHepHbIe
KOHCTPYKITUH, TPUMEHSEMBIC JUIS TPEIOTBPAICHUS IPOHUKHOBEHUS 3710YMBIILICHHUKA K
HCTOYHUKAM HH(pOpMAaIUH.

B ToM unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHIA

TunoBsle MHXEHEPHBIE KOHCTPYKLMH IPUMEHsAEMbIE Ha 00beKTax HH(pOpMaTH3aLUH

WnTterpupoBanHbie CHCTEMBI 0OecTieueH s 0€30ITaCHOCTH U X COCTABJISIIOIIIC

OTallbl TMOCTPOCHUS CUCTEMBI 3aIIIUTHI 00BEKTa

IK 3.2.
IK 3.3.
K 3.4. IIK 3.5

TpeboBaHus K MHKEHEPHBIM CPEJCTBaM (PH3MUYECKOHN 3alUThI

NN N CR

Tema 2.3 Cuctema
oOHapyKeHUS KOMILTEKCca
HNHKXCHCPHO-TCXHUYCCKUX
CpencTB Ppu3nIecKoit
3aIUThBI

Conep:xanue

NudopmaiimoHHbIe OCHOBBI TOCTPOCHHUS CUCTEMBI OXPAHHOHN CHTHAITN3AINH.
Haznauenwne, knaccuukanys TeXHUIECKUX CpeAcTB oOHapyxenud. [lepumerpoBsie
CpeICTBa OOHAPYIKEHMSI: HA3HAYCHHE, YCTPOUCTRBO, IPUHIUI JIcHCTBYs. OOBbEKTOBBIC
CpeAcTBa OOHapyKEHUsI: Ha3HAYCHHE, YCTPOUCTBO, IPUHIIHIT ICHCTBHS.

B Tom umcie NMPaAKTUYC€CKUX U naﬁopaTopm,lx 3aHATHH

16

XapaKTepUCTUKU CUCTEM 3aLUThl TEPPUTOPUH U TOMEILIEHUN, IPUMEPBI TEXHUYECKON
peanuzanuu — HHQpaKpacHble CUCTEMBI, cucTeMbl 3auThl MK-naTunkos,
OINTOBOJIOKOHHBIE CUCTEMBI

XapaKTepI/ICTI/IKI/I CHUCTCM 3alllUThI TCPPUTOPUHN U HOMGH.IGHPIﬁ, MMPUMCEPBI TEXHUYCCKOH
peam3aluu — EMKOCTHBIC CUCTEMbI OXpPAaHbI ICPUMETPOB, BI/I6paLII/IOHHI>IC CHUCTEMBI 1
BH6paHHOHHO—C€ﬁCMH‘IGCKHG CHCTCMBbI

XapaKTepUCTUKH CUCTEM 3aLUThl TEPPUTOPHUH U IOMEILIEHUN, IPUMEPBI TEXHUYECKON
peanu3anny — paguoydyeBble CUCTEMBI, CUCTEMBI «AKTHBHON)» OXPaHbl IEPUMETPOB

CucTeMbl OXpaHHOH, TPEBOKHON ¥ MOXapHOH curHanu3anuu. Kinaccudukanms
W3BeIIaTeNel OXpaHHbIX

OyHKIMOHAJIbHBIE 0COOCHHOCTH HEKOTOPHIX IPUMEHACMBIX Ha MTPAKTHKE OXPAHHBIX U
MOXKapHBIX U3BeIaTeNen

[pubop npuemuo-kouTponbHEIA (I1T1K) oxpaHHbIi (0XpaHHO-TIOXKAPHBIN),
KJIACCU(DUKAIIHS, TTapaMeTPhI

Amnanms PBIHKA COBPEMCHHBIX CUCTCM 3allIUThI TCPPUTOPUHN U HOMCH.ICHI/IfI

OK 09; IIK 3.1.
IIK 3.2.
IK 3.3.

K 3.4. IIK 3.5
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[TocTpoenune cuctem obecnieueHms 0€30ITaCHOCTH 00BEKTa 2
Tema 2.4. Cuctema Conep:xxanue 12 OK 09; IIK 3.1.
KOHTPOJIS U yIIPaBICHUS Mecto cuctembl KOHTpous U yrpasieHus nocrynom (CKY 1) B cucteme obecnieueHust IIK 3.2.
JOCTYTIOM nHpopmamoHHoi OezonacHocTH. OcobeHHoCcTH ocTpoeHus U pasmemenuss CKY 1. [IK 3.3.

Crpykrypa u coctaB CKY/I. [lepudepuitnoe o6opyaoBanue u HOCUTEIN HH(HOPMAIUH B 4 K 3.4.TIK 3.5

CKY . Knaccuduranus cpeicTB yIpaBIeHHs JOCTYNIOM. MeTOAbI yI0CTOBEPEHHUS

mnaHocTH, TpuMensiemble B CKY [I. OO6HapykeHHe METaNTHUECKUX TIPEIMETOB 1

pannoaKTUBHBIX BEILECTB.

B Tom unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHI 8

W3yuenne npuHOKIIOB yCTPOCTBA, paOOTHI M IPUMEHEHHUS aNllapaTHBIX CPEACTB )

ayTeHTU(UKAIMN 1 WACHTHU(PHUKALUY [T0JIH30BATEIIS

W3yuenne npuHOKIIOB yCTPOCTBA, paOOTHI M IPUMEHEHUS CPEICTB KOHTPOJIS IOCTya 2

Buomerpuyeckne cucTeMbl HACHTU(PHUKALINY, KIacCupHUKays. DTarbl paboThl )

OMOMETPUYCCKUX CUCTEM

Amnanu3 peiaka coBpeMeHHbIXx CKY [ 2
Tema 2.5. Cucrema Copepxanue 10 OK 09; IIK 3.1.
TEJIEBU3NOHHOTO Ha3znauenue cucrembl TeI€BU3MOHHOTO HAOMIOICHHSA. AHAIOTOBBIE U LIU(PPOBHIE CUCTEMBI IK 3.2.
HaOJIIOIeHUA BuIcoHa0MoIeHUs. COCTaB CUCTEMBI TEJIICBU3MOHHOTO HaOt0AcHHs. BuaeokaMepsl. ) IIK 3.3.

O6wexTuBbl. Tepmokoxyxu. [ToBopoTHbie cuctembl. MHQpakpacHble OCBETUTEIH. K 3.4.TIK 3.5

JleTexToph! IBM>KEHMUSL.

B ToM yHc/Ie MPaKTHYECKUX U J1a00PATOPHBIX 3aHATHIA 8

PaccMmoTpenre npuHIMTIIOB YCTPOHCTBA, Pa0OTHI ¥ IPUMEHEHUS CPEJICTB )

BUJICOHAOIOICHNSI.

Wzyuenne napameTpoB BuIeOKaMep. Buibl 00beKTHBOB. 2

TpeboBanus K KauecTBY M300pakeHusl. TeXHHUUECKHE pelIeHus, HapaBlieHHbIE Ha )

yIy4llleHHE XapaKTEPUCTHK BUEOKaMep

BapuanTsl cucteMsl ynpasieHHs BUACOHa0M0AeHneM. Buieopeructparopsl U ux )

xapakTeprctuku. CeTeBoe BHICOHAOIOICHHE.

Conep:xanue 4 OK 09; IIK 3.1.
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Tema 2.6. Cucrema cbopa, | Kmaccudukanus cucremsl coopa u 06padoTiku napopmanmu. Cxema (yHKIIHOHUPOBAHHS IIK 3.2.
00paboTKH, 0TOOpakeHHs | cucTeMbl cOopa u 00padoTKi nH(opMaIuu. BapuaHThl CTPYKTYp IMOCTPOCHHUS CHCTEMBI IIK 3.3.
U JOKYMEHTHPOBAaHUS cbopa 1 00paboTKH HHPOPMALIUH. Y CTPOHCTBA OTOOPAKEHUS U JOKYMEHTHPOBAHHS K 3.4.TIK 3.5
nH(pOpMaIuu nH(pOPMAITUH.
B ToM ymciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 2
PaccmoTpenne npuHIMIIOB YCTPOWCTBa, padOTHI M TPUMEHEHUS CUCTEMBI cO0Opa U )
00paboTku uHpOpMaLUH.
Tema 2.7 Cucrema Coaepxanue 6 OK 09; IIK 3.1.
BO3JICHCTBHS B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 6 [IK 3.2.
Hasnauenue u KiaccuuKanus TEXHUYECKUX CPEACTB BO3AeHCTBUSA. OCHOBHBIE 4 IIK 3.3.
MOKa3aTeM TEXHUIECKUX CPEICTB BO3IEHCTBHSL. IIK 3.4.TIK 3.5
0030p COBpEMEHHBIX TEXHUYECKHUX CPEACTB BO3IEHCTBUS 2
Tema 2.8 [Ipumenenue Conep:xanue
HHXXKEHEPHO-TEXHUYECKUX | [lepuMeTpoBbie 1 00BEKTOBEIE CpEeICTBA OOHAPYKEHUS, TOPAIOK MpuMeHeHus. PaboTta ¢ OK 09; IIK 3.1.
cpencTB Gpu3ngecKoit nepudepuitHpIM 000PYTOBAHUEM CHUCTEMbI KOHTPOJISI U YIIPABJICHHUS JOCTYIIOM. IIK 3.2.
3aILUTHI YnpaBneHue cucTeMol TeIEBU3NOHHOTO HAOIIOICHUS C aBTOMATH3UPOBAHHOTO pab0overo [IK 3.3.
MecTa. YIpaBjieHHe CHUCTEMOI BO3IEHCTBUS. K 3.4.TIK 3.5
B ToM yHc/Ie MPaKTHYECKUX U J1a00PATOPHBIX 3aHATHIA 8
Opranuzanus nponyckHoro pexkuma Ha KIIII, cucrema aBTOMaTH4eCKOTO YIIpaBieHUs. )
Oco0eHHOCTH OpraHu3aIuy mnpomyckHoro pexkuma Ha KIIIT
Omnpenenenue myTeil MPOHUKHOBEHHS 370yMBIIIUIEHHUKA Ha 00BEKT HHPOPMAaTH3AINU 4
[opsinox mpuMeHEeHHs YCTPOMCTB OTOOPaKEHUS U TOKYMEHTHPOBAHHUS HHPOPMALIH 2
B ToM unciie camocToATeAbLHAA padoTa 00y4arOIIUXCA 5
BryTproObsekToBsIil pexumM. IHTerprupoBaHHbIE OXPaHHBIE CHCTEMBI
Tema 2.9. Oxcrutyaranms | CogepaxaHue 10 OK 09; IIK 3.1.
HWHXCHECPHO-TCXHUYCCKUX | Buel, copepKaHUE U TIOPSAO0K MPOBEACHUS TEXHIUECKOTO 00CTYKUBAHMS HHXKEHEPHO- 1K 3.2.
CPEZCTB (U3MIECKOM TEXHUYIECKUX CPEACTB (hM3MIECKON 3amuThl. OpraHm3aiiis PpeMOHTa TEXHIYECKIX CPEICTB [IK 3.3.
3aIIUTBI (hM3UIeCKO 3aIUTHI. IIK'3.4. TIK 3.5

B Tom uncie NMPaKTUYC€CKUX U .ﬂaﬁopaTopHle 3aHATHH

VYcraHOBKa M HACTPOHKA MIEPUMETPOBBIX 1 00BEKTOBBIX TEXHUYECKHX CPEACTB
oOHapyXeHus
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W3yueHrie NpUHIMIIOB JMATHOCTUKH, YCTPAHEHUS] OTKa30B M BOCCTAHOBJICHUE
paboTOCIIOCOOHOCTH TEXHUIESCKUX CPEACTB (PU3MUCCKOM 3aITUTHI

IIpome:xyTounasi arrecrauus mo M/1K.03.02 IK3aMeH

12

YyeOHasi NPAKTHKA
Bunsbi padot:

Uzmepenne napameTpoB GU3MUECKUX TOICH.

Onpenenenune kananoB yreuku [I9MUH.

[IpoBeneHue n3MepeHHii apaMeTpPOB (POHOBBIX IIYMOB U (PU3UUCCKHX MOJICH, CO3IaBAEMBIX TCXHHUSCKUMHU
CpeICTBaMH 3alUThI HHPOPMAIIHH.

YcTaHOBKA U HACTPOMKA TEXHUUYECKHX CPEJICTB 3alUThI UHPOPMAIHH.

[IpoBeneHue n3MepeHuii TApaMeTPOB MOOOYHBIX IIEKTPOMATHUTHBIX U3TyUYCHUH ¥ HABOJIOK.

[IpoBenenue arrectaniui 00HEKTOB HH(DOPMATH3AITHH.

OcBoeHHE METOIMKH BBISBICHUS BOBMOXKHBIX YIP03 HH(GOPMAIIMOHHON 0€30MacHOCTH 00HEKTOB 3aIUTHI.

IIpoexTrpoBaHNE YCTaHOBKH CHCTEMBI TIOKAPHO-OXPAHHOM CHTHAM3ALUH 110 33aHUIO.

[IprMeHeHne NPOMBIIITICHHBIX OCHMIIIOrpad)oB, 4ACTOTOMEPOB U '€HEPATOPOB, U IPYTroro 000pyIOBaHUS s
3aIUTHl UHPOPMALIH.

PaccMoTtpenne cucTeMbl KOHTPOJISI U yTIPaBIEHUS JOCTYIIOM U €€ MPOEKTUPOBAHKE.

PaccmoTpenne npuHIMIOB pabOThl CHCTEMBI BUICOHAOIOICHHS U €€ TPOSKTHPOBaHUE.

PaccmoTpenne 1aT4nkoB nepuMeTpa, X IPUHIIUTIOB PaOOTHI.

PaccmoTpenue 3ByKOn30IsIMK TOMEILEHUH, 0OOCHOBAHHUE 3aIIyMJIEHHUS U €T0 IPOSKTHPOBAHHE.

Peanusanus 3anThl OT YyTEUKH MO LETSIM JIEKTPONUTAHUS U 3a3€MIICHUS.

PazpaboTka opraHM3allMOHHBIX U TEXHUYECKUX MEPONPHSTHIL 110 3aJaHHUIO.

Pa3pa0oTka OCHOBHOW JOKYMEHTALIMH 110 HH)KEHEPHO-TEXHUYECKOH 3aiuTe nHQOpMaluu.

60

HpOI/BBOIlCTBeHHaSI NMpaKTHuKa
Bunsl pador:

Yyactre B MOHTa)ke, HACTPOIKe, 00CITY)KUBaHNH M SKCIUTyaTaIli WHXEHEPHON M TEXHUYECKUX CPEICTB
3aIuThl THPOPMAIIHH;

VYyacTtre B MOHTaXe, HACTPOMKE, 00CTYKHUBAHUH U SKCILTyaTallul CPEJCTB OXPaHbl 1 O€30MaCHOCTH;
VYyactue B MOHTa)ke, HACTPOKe, 00CITY’)KHBaHNH M SKCIUTyaTaI[l CUCTEM BHACOHAOIIOICHUS;

VY4acTtue B MOHTaXe, 00CITYKHUBAaHUH U SKCILTyaTallud CPEICTB 3alUThl HH(pOpMaMy OT
HECaHKIMOHUPOBAHHOTO ChEMA U YTEUKH 110 TEXHUYECKUM KaHaJaM;
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65

— Y4acTBOBaTh B U3MEPEHHE MapaMeTPOB IMOOOYHBIX HIEKTPOMArHUTHBIX M3 TydeHnid 1 HaBoaok (IIDMUH),
CO3/IaBacMbIX TEXHUYECKUMH CpPeJCTBaMU 00paboTKK HH(OpMaIMK OrpaHHYEHHOTO JOCTYIIA;

— Y4acTBOBaTh B SKCIUTYaTAIH TEXHUYECKUX CPEICTB 3aIIUTHI HH(GOPMALUK B COOTBETCTBUH C TPEOOBAHUAMHU
9KCIUTyaTallMOHHOHN JJOKyMEHTAINH;

- IlpuMeHeHre HOPMATHBHO MPABOBBIX AKTOB, HOPMATHBHBIX METOJUYECKUX TOKYMEHTOB 10 00ECIICUYCHHIO
3aIUTHl HHPOPMAUH TEXHUIECKIMHU CPEICTBAMU;

— OcBoeHHE METOJMKH BBISBICHUSI BO3MOKHBIX YTPO3bl HHPOPMAIIOHHOH 0€30MaCHOCTH OOBEKTOB 3aIUTHL;

— YwuacTHe B OpraHM3aIly OTJENIBHBIX pa0doT MO (HHU3NYECKO 3anTuTe 00BEKTOB HH(OPMATH3AITUN

- PaspaboTka npeayiokeHui 10 yCOBEPIICHCTBOBAHUIO TEXHUIECKON 3alIUTHl HHPOpMauu 00beKTa
WHPOPMAaTU3AIHH.

DKk3amen no npogheccuonanbHoMmy Mooynio

12

Bcezo

444

2.4. KypcoBas padora
Brinonnenune kypcoBoii paboThl He MPeyCMOTPEHHO




3. YCJIOBUSA PEAJIM3ALIUU TPOPECCUOHAJIBHOT'O MOAYJIA
3.1. MaTepuaibHO-TeXHUYECKOE o0ecneyeHne

Macrepckas «Knubepbe3omacHOCTH», OCHAIIEHA B COOTBETCTBUU ¢ mpuioxenueM 3 OITOII-
IL.

basbl nmpakTHKy (MacTepckue), ocHallleHbl B cooTBeTcTBUU ¢ npuioxkenuem 3 OIIOII-II. uc
1. 3.1.2. o6pazoBaTenbHON IPOrPaMMBI.

3.2. YyeOHO-MeTOAMYECKOE OOecTiedeHHe

3.2.1. OcHOBHBIE NeYaTHbIE U/WJIN JIEKTPOHHbIE U3IaHUS

1. 3aitueB A.Il., Memepsko P.B., lllenynanoB A.A. Texnudeckue cpeiacTBa U METOJIbI
3amuThl H”HGOpMaIuu. 7-¢ u3fd., ucap. 2019.

2. IlenbkoB T.C. OcCHOBBI TOCTPOCHUSI TEXHUYECKUX CUCTEM OXPAaHbI IEPUMETPOB. YueOHOe
nocobue. — M. 2020.

3. HoBukoB B.K. OpranumzanmonHoe # TpaBoBoe obecrieueHue WHPOPMALUOHHOMN
6esomacHoctn: B 2-x wactsax. Yacte 2. OpraHusanmoHHoe oOecriedeHne HH()OpPMAIMOHHON
6e3onacHocTH: yueb. mocooue. — M.: MUIT, 2018. - 172 c.

4. OpraHM3airoHHO-TIPaBOBOE obOecrieueHue WH(POPMAITMOHHONH 0e30MmacHOCTH:  yueo.
nocobue As CTyA. yupexaeHuii cpes. npod. oopazosanus/ E.b. benos, B.H. IIpxeropnunckuii. —
M.: U3narenbckuid eHTp «AkageMusi»n, 2018 — 336¢.

5. BBeneHue B TEOPETUKO-YUCIOBbIE METO/IbI KpunTorpaduu : yyeOHoe mocodue st cro /
M. M. I'nmyxos, . A. Kpyrnos, A. b. [Inukyp, A. B. Uepemymkun. — 2-e usn., crep. — CaHKT-
[TerepOypr : Jlanp, 2022. — 396 ¢. — ISBN 978-5-507-45348-1. — TexkcT : anexkTponHsbIii // JIans :
ANEKTPOHHO-OMOMMoTeunast cuctema. — URL:  https://e.lanbook.com/book/265178  (mata
obparmenust: 20.07.2023). — Pexum goctyna: 1Jisi aBTOPHU3. MOJIb30BaTENEH.

6. T'mnszosa, P. H. Mnpopmanonnas 6e3omnacHocTb. JIabopaTOpHBIM MPaKTUKYM : yueOHOe
nocobue s cno / P. H. I'mnsazoBa. — 3-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2022. — 44 c.
— ISBN 978-5-8114-9138-4. — TekcT : 3nekTpoHHbIH // JlaHb : 31€KTPOHHO-OMOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/187645 (mara obpamenus: 20.07.2023). — Pexum
JOCTyTMa: 71l aBTOPH3. MOIb30BaTeNeH.

6. IIpoxoposa, O. B. MudopmarrionHas 6e30mMacHOCTh U 3aluTa HHPOpMaIHH : y9eOHUK
11 crio / O. B. TlpoxopoBa. — 4-e uzn., crep. — Cankr-IlerepOypr : Jlanp, 2023. — 124 ¢. — ISBN
978-5-507-47174-4. — TexcT : anekTpoHHbIN // JlaHb : 3IEKTPOHHO-OMONIMOTEYHAs CUCTEMA. —
URL: https://e.lanbook.com/book/336200 (mara obpamenus: 20.07.2023). — Pexum moctyna: ajs
aBTOPH3. NIOJIb30BATEIICH.

3.2.2. JlonoJTHUTEIbHbI€ HCTOYHUKH

1. Korepos I.B. PHP 5 B nomnmuanmke. — CI16.: BXB-IletepOypr, 2018. — 1104 c.
2. @enepanbHblil 0Opa3zoBarenbHbI ToOpTanl «MHPOPMAIMOHHO -KOMMYHHMKAI[MOHHBIE

TEXHOJIOTUH B o0pa3oBaHUM. [DnexTpoHHbIN pecypc] - Pexum JIOCTyTa:
http://window.edu.ru/resource/832/7832. [lata oopamenus 23.07.2022.



4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
MMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa IIK, OK Kpurepumn ouenku pe3yjbrara
®opMBbI KOHTPOJISA M METOAbI
(moka3arteju 0CBOEHHOCTH
. OLleHKH
KOMIIETeH i)
INIK 3.1 OcymectBnats | Jemonctpupyer ymenus u | TectupoBanue,
YCTaHOBKY, MOHTaX, | IPAKTHYECKHE HaBBIKH B | DK3aMeH KBaaM(UKAMOHHKIH,
HACTPOMKY M TEXHHYECKOC | YCTAHOBKE, MOHTAXE, HACTPOUKE | skcrepTHOE HaOJIIoIeHIEe
o0cyxuBaHue M TPOBEJCHMHM TEXHHYECKOIO | ppiroHeHHs IaGOPATOPHBIX pagor,
TEXHUYECKUX CPEACTB | OOCIYKMBAaHUSI  TEXHUYECKUX SKCTIEpTHOE HABTIOICHIE
3aUTHl  MHGOPMALMK B | CPEACTB 3ALUUTHl HHPOPMALHH B | Lo oo MpAKTHYECKHX padoT,
COOTBETCTBHUHU C | COOTBETCTBUU C TPeOOBAHUSIMHU
. OIIEHKa pEeLICHHUs] CHUTYal[MOHHBIX
TpeOOBaHUAMHU 9KCIUTyaTallMOHHOU sanay
9KCILTYaTA[HOHHOM JOKYMEHTAIIUH ’
OIIeHKa Ipollecca U pPe3yibTaToB
JIOKYMEHTAIIH
BBIIIOJIHEHUS BUAOB paboT Ha
MIPaKTUKE
INIK 3.2 OcymectBnats | [IposBnser yMeHUs u | TectupoBanue,
SKCILTyaTalHio MPAaKTUYECKUIN  ONbITa B | DK3aMEH KBATU(UKAITUOHHBIMH,
TEXHUYECKUX CPEACTB | 3KCIUTyaTaluu TEXHUYECKHUX | HKCIIepTHOE HaOJI0ICHIE
3amUThl  MHGOPMALMK B | CPEJCTB 3ALIMTHI MHOOPMALMH B | prironHeHMs 1a6OPATOPHBIX padoT,
COOTBETCTBHHU C | COOTBETCTBUU C TPeOOBAHUSIMHU JKCIIEpTHOE HAGTIOICHHE
TpeGoBaHIAMH . OKCILTyaTallHOHHOH BBITIOJTHEHUS TIPAKTHUECKHUX padoT,
3KCIITyaTalMOHHOM JIOKYMEHTAaINH
OLIEHKA PELICHUS! CHUTYalMOHHBIX
JIOKYMEHTAIIH
3ajad,
OIIEHKa Mpollecca U pPe3yibTaToB
BBIMIOJIHEHNUST BUAOB paboT Ha
MIPaKTHKE
INIK 3.3. Ocymectsuats | [IpoBoaut paboTsI o | TectupoBanmue,
u3MepeHue napamMeTpoB | U3MEPEHHUIO [apaMeTPOB | HK3aMeH KBaIM(DUKAIIMOHHBIH,
NOOOYHBIX IOOOYHBIX  JIEKTPOMATHUTHBIX | 3KCIIepTHOE HaOJI0IeHIE
3JIEKTPOMArHUTHBIX W3ITY4YCeHUI u HABOJIOK | pririoHeHMs 1a00PaTOPHBIX PadorT,
uanydeHut u  HaBopok | (IIDMUH), CO311aBAEMBIX | sxcrepTHOE HaOIOIeHYE
(ITSMHUH), co3maBaeMbIX | TEXHHYECKUMHU CPEACTBAMM | by rierust paKTHHECKUX PaboT,
TEXHMYECKUMHU CPEICTBAMHU | 00pabOTKH nHpOpMaIH
OIICHKa pEUIEHHsS CHUTyallMOHHBIX
00paboTku  MHGOPMAIUK | OIPAaHHYEHHOIO JOCTYIIa

OTpaHUYCHHOI'0 I0CTYyIIa

3aja4,
OIlIEHKa TIpollecca W Pe3yJabTaTOB

BHITIOJTHEHUS BHUJOB paboT Ha
MPaKTHKE
IIK 3.4 Ocywmectsuars | [IpoBoaut camocTtosaTensHble | TecTupoBaHue,
U3MEpeHue MapamMeTpoB | U3MEPEHUS IIAPAMETPOB | HK3aMeH KBaIM()UKAIIMOHHBIMH,
(oHOBBIX 1IyMOB, a TakKe | QOHOBBIX IIYMOB, a TAaKXKE | sKCIEpPTHOE HaOJIOIEHIE
usHYeCKHX TONIeH, | GU3MICCKHX TONeH, | ppiionHeHHs TaGOPATOPHBIX PadoT,
CO371TaBaeMbIX CO3/ABACMBIX  TEXHHYECKHMHU | aycreprHOE HABTIOICHIE
;Z?HI;P;:;I:{H&P;;EZ?;TMMH ;i?;;;zﬁﬁﬂ SallUTEL | ppimioHEHMs IPAKTHYECKUX paboT,

OIICHKA PELICHUS CHUTYaIlMOHHBIX
3aj;ad,




OIICHKa Iponecca U pe3yJbTaTOB

BBIIIOJIHCHUA  BHJOB pa60T Ha

IMPAKTHUKE

IIK 3.5 OpranuzoBbIBaTh

HpOSIBJ'IﬂeT 3HAaHHUA B BI)I60pC

Tectuposanue,

OT/IeNIbHBIE  PaboOTBl 110 | cocoOoB pelieHust 3a7ad Mo | SK3aMCH KBAIM()UKAIMOHHEIH,
(usnueckoi 3alllUTC | opraHU3alMH OTICIBHBIX PaldOT | KCIEPTHOE HaOI0IeHIE
00BEKTOB o ¢buznygeckoi 3alIUTe | BHIMOJHEHUS TaOOPAaTOPHBIX PadoT,
uH(OpMATH3AITIHI 00BEKTOB UH(POPMATH3ALIUH SKCIIEPTHOE HaOI0ICHHE
BBINOJIHCHUS IPAKTHYECKUX PadoT,
OLICHKA PEUICHUS] CHUTYalMOHHBIX
3ajady,
OIIEHKa Ipollecca U pPe3yibTaToB
BBIIIOJIHEHUS BUAOB paboT Ha
MIPaKTUKE
OK 09 TIlomb3oBatbes | [loHmMaeT TekcThl Ha OazoBbie | TecTupoBanue,
npohecCUOHAIBLHOM npodeccuoHanbHbIE TEMBI, | 9K3aMEH KBaJIU(pHUKaMOHHBIH,
JOKyMEHTaIueH Ha | ygacTByeT B  JWajgorax Ha | DKCIEPTHOE HaOIr01eHNe
rocy1apCTBEHHOM 1 | ipodheccHOHANIbHBIC TEMBI BBITIOJIHEHHUS JTa0OPaTOPHBIX padoT,

HWHOCTPAHHOM A3bIKaX

OOOCHOBBIBAET W  OOBICHSIET
CBOM JICHCTBUS, MMUIIET POCTHIC
CBA3HBIE CcOo001IeHU Ha

HpO(l)@CCI/IOHaIILHI)Ie TEMBI

9KCIIEPTHOE HaOJrOIeHHE
BBITIOJIHCHUSA IMMPAKTUYCCKUX pa60T,
OIIEHKA PEIICHUS CHUTYalMOHHBIX
3ajad,

OIICHKa TMpollecca U Pe3yIbTaToOB
BBIMTOJTHCHUS

BAJOB paboT Ha

MIPaKTHKE
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1.1.

1. OBIIASA XAPAKTEPUCTUKA PABOYEM ITPOTPAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

I1IM.04 OIIEPATOP 3JIEKTPOHHO-BBIYNCJIMTE/JIBHbBIX U
BBIYHUCJIMTEJIBHBIX MAIIIUH

Henpb u MecTo npogeccuoHaJIBLHOr0 MOAYJIsl B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMMbl

]_IeJ'IB MOAYJIA: OCBOCHHE BUAA ACATCIBHOCTHU «OnepaTop SJICKTPOHHO-BBIYUCIIUTCIBHBIX U
BBIYHMCIIUTCIIBPHBIX MAaIlluH»).

[IpodeccuonanpHpIii MOMYNh BKIFOYEH B OO0SA3aTENBHYI0 YacTb MNPO(ecCHOHATBHOTO IUKIIA

oOpa3oBarenbHON mporpaMMel 1o crnenuaibHocTd 10.02.05 Ob6ecnieuenne nHPOPMAMOHHON 0€30MacCHOCTH

ABTOMATHU3HUPOBAHHBIX CUCTEM

1.2 IInanupyemMble pe3yJbTaTbl 0CBOCHHS NPO(EeCCHOHAIBLHOI0 MOLYJIsI

PesynbpraTel ocBOEHHS MPOPECCHOHAIBHOIO MOIYNS COOTHOCSATCS C IJIAHUPYEMBIMU PE3YJIbTaTaMt
OCBOGHUSI 00pa30BaTeNIbHOW MPOTPaMMBI, TPEACTABICHHBIME B MaTPHUIe KOMIIETCHIINN BBITyCKHUKA (1. 4.3

OIOIT-IT).

B pesynbraTte ocBoeHus1 npoh)ecCHOHAIBLHOTO MOYJISl 00YYaIOIIUIACS TOIKEH:

Koo OK;, YMmerh 3HaTthb Baagerh HaBBIKAMH

IIK

IIK 4.1 — BemonsaTs TpeboBaHus —TpeboBanus TEXHHUKH — BBITIOJIHSATD TpeboBaHus
TEXHUKH Oe30macHOCTH TIpH | Oe3omacHOCTH TpH paboTe C | TEXHUKH O€301MacHOCTH  IpHU
paboTre ¢  BBIYMCIMTENBHON | BEIYHCIMTEIHHON TEXHUKOU pabore ¢  BBIYMCIMTEIHHOM
TEXHUKOMN — OCHOBHBIE TPUHIMIEI | TEXHUKOMH,

— IIpon3BoUTE NOAKIIIOYEHHE | YCTPOHCTBA u paboTsI — OpraHm3oBbIBaTh  pabouee
6710K0B MIEPCOHANIBHOTO | KOMITBIOTEPHBIX ~ CHUCTEM M | MECTa OIeparopa 3JEKTPOHHO-
KOMITbIOTEpa U TNepudepuidHbIX | nepudepuitHbIX yCTpOCTB BBIYHCITUTEIbHBIX u
YCTPOWCTB BBIYHUCIIUTEIbHBIX MaIlIUH,

—Ilpou3BoaUTh YCTaHOBKY H —IOATOTOBKK 000pYI0BaHHMS
3aMeHy PacXOJHbIX MaTEepUaIOB KOMITBIOTEPHOW  CHUCTEMBI K
Ui niepuepuiHBIX YCTPOHCTB pabote
1 KOMITBIOTEPHOI OPTTEXHUKU

— JlnarnoctupoBarh
NpoCTeHIINe  HEUCIPaBHOCTH
MIEPCOHAIBHOTO  KOMIIBIOTEpa,
nepudepuitHOro 000pyIOBaHUA
1 KOMITBIOTEPHOI OPTTEXHUKU

—BBINONHATE  MHCTAIUISILIMEIO
CHUCTEMHOI'O0 ¥  IPUKJIAIHOTO
MIPOrPaMMHOTO 00eCTIeUeHUs

IIK 4.2 —Co3naBath W YIPaBiIsATH — Knaccuduxaruto " —WHcrammiposars,
COJICP)KUMBIM ~ JJOKYMEHTOB C | Ha3Ha4YeHHE KOMITBIOTEPHBIX | HACTpauBaTh W  OOCIYXKHBaTh
MIOMOIBIO TEKCTOBBIX | CETeH MPOTrpaMMHOE obecricueHne
IIPOLIECCOPOB —Bugpt HOCHUTENEH | KOMIIBIOTEPHOH CHCTEMBI

—Co3nmaBate W ynpasiATh | MHGOPMALMH — Yrpasnars daitiamu
COJIEP)KUMBIM IJIEKTPOHHBIX — [MpumensTH oucnoe

TaOIUI] C TOMOIIBIO PEIAKTOPOB
TaOJIHIL

—Co3naBath W yNpaBisATh
COIEPKUMBIM TNPE3CHTAIMH ¢

MporpaMMHOE OOecricucHHe B
COOTBETCTBUU C MPUKIATHON
3amavei




TTOMOIIIBIO
MIpe3eHTALMNN
—Hcnone3oBats
MyIBTAMEINA TPOSKTOp  JUIA
JEMOHCTpALMH MTPE3CHTALMM
—BBoauth, pemakTupoBaTh U
yIAIATh 3aIMCH B 0a3e JaHHBIX
—3¢ddekTuBHO TOIB30BATHC
3arpocamu 0a3bl TaHHBIX
—Co31aBath U peJAKTHPOBATh

penaKkTopoB

rpaduyeckue 00BEKTHI c
MOMOIIBIO  TPOTpaMM  JJIA
00paboTku pacTpoBoi "
BEKTOPHOHU TrpauKu
—[IpousBonuts

CKaHUPOBAHHE JOKYMEHTOB U UX
pacnosHaBaHue

—IIpousBoauTth pacneyarky,
KOIIUPOBAaHUE U TUPAKUPOBAHUE
JIOKYMEHTOB Ha IpHUHTEpPE U
JPYIUX YCTPOHUCTBAX

K 4.3 — VpaBisth GaiimamMu —IIporpammHoe obecrieueHue —HWcnosp30Bath pecypcehl
JIAHHBIX Ha JIOKATBbHBIX ChEMHBIX | JUI paboThl B KOMIBIOTEPHBIX | JOKAJbHOH  BBRIYHUCIHUTEIHHOM
3alOMHHAIOIINX YCTPOWCTBAX, a | CeTsAX U ¢ pecypcamu VHTepHeTa | ceTH
TaKkKe Ha JUCKaX JIOKAIbHOMN —HWcnonp30Bath pecypcel,
KOMIIBIOTEPHOW CeTH U B TEXHOJIOTHH u CEPBHCOB
HHTEpHETE UurepHer

—OcCyIIeCTRISATh HABUTAIHIO
mo BebG-pecypcam UnTepHera c
MIOMOIIBI0 Opay3epa

— Ocy1ecTBIATh TIOUCK,
COPTHPOBKY u aHan3
nHpopmManm ¢ MOMOUIBIO
MIOMCKOBBIX HHTEPHET-CAHTOB

IIK 4.4 — OcCymIecTBIATH — OCHOBHBIE cpezcTBa —IpumensTe cpejcTBa
AHTUBHPYCHYIO 3alIUTY | 3QIMUTBI  OT  BPEIOHOCHOIO | 3aIHUTHI urdopmanuu B
MEPCOHATIBHOTO KOMITBIOTEPA C | MPOTPAMMHOIO OOECHEUYCHUS] W | KOMIBIOTEPHON CUCTEME
MTOMOIIBIO AHTUBHPYCHBIX | HECAHKIIHOHHPOBAHHOTO
porpamMmm JOCTyMma K  3alHUIIaeMbIM

—OcCyIecTBIATE  pPe3epBHOE | pecypcam KOMIIBIOTEPHO#
KOMUPOBaHUE U | cucremsl

BOCCTAHOBJICHUC JAaHHBIX




2. CTPYKTYPA U COAEPKAHUE TPO®PECCHUOHAJIBHOI'O MOAYJIA

2.1. Tpya10eMKOCTb OCBOEHHSI MOTYJIsI

HanMeHOoBaHUE COCTABHBIX YacTeil MOLY.JIsI

O0neM B yacax

B 1.4. B popme
NpaKTU4YecKoi
MOAr0OTOBKH

VY4eOHble 3aHATHS

110

110

Kypcosas pabora (mpoekr)

CamocTosTeapHas pa60Ta

IIpakTurKa, B T.4.:

240

240

yuaebHas

156

156

IMPOU3BOJACTBCHHAA

84

84

MJIK 04.01 6 gpopme ough. 3auema
VI 04

11 04

1IM 04 9K3aMeH

IIpoMexyTouHas aTTecTalys, B TOM YUCIe:

12

Bcero

366

350

2.2. CTpykTypa npohpecCHOHAIBLHOT0 MOYJIsI

Kon
OK,
[IK

HaumenoBanus paszaenoB
po(hecCHOHATBHOTO MOTYJIS

Bceero,
qac.

B T.4. B hopMe npaKkTHIECCKOMH

[IOATOTOBKHU

Ooyuenue no MJIK, B T.4.:

YueOHbIE 3aHATHS

Kypcosas pabora (mpoekr)

CamocTosTenbHas padora
Y4eOHas mpakTUKa

HpOI/I3BOﬂCTBCHHa$I IIpaKTHuKa

1 2

W

oo}
o

—_
(=]

1}15{ 4414' Paznen 1. TexHoorUs CO3MaHUS U

00paboTku nudpoBoi HHGOPMALIUU

114

110

114

110

NK4.1- | VyeGHas mpakTHKa
TIK 4.4

156

156

156

‘1__[[‘;‘:14" [Tpou3BoICTBEHHAS TIPAKTHKA

84

84

84

m}<<1.14- [IpomexxyTouHast aTTecTanus
TIK 4.

12

Bcezo:

366

350

110 \

4 156

84




2.3. Coaep:xanne npogeccCHOHAIBLHOI0 MOAYJIA

Koanl
O0beM, ak. 4. N
KOMIIeTeH Mt
/ 9
(popmuposanuio
HaumenoBanmue pa3sneioB B TOM 4HCJIe
CoaepsxaHue y4eOHOr0 MaTepHaJia, MPAKTHYECKUX U J1a00PATOPHBIX 3aHATHUS KOTOPBIX
U TeM B popme
. | cmocodcTBYET
NPaKTHYeCKOii
3J1eMeHT
MOArOTOBKH
NPOrpaMMbl
M/K 04.01 Texnosorus co3ganusi 1 00padoTku nudposoii nHGopManun
Pazgen 1. IloaroroBka o000pyAoBaHMsi KOMIBIOTEPHOH cHcTeMbl K padoTe, HHCTANLISIUS, HACTPOHKA U 19
00cJIy;KMBaHUE IPOrPAMMHOI0 o0ecre4yeHust
Tema 1.1. Copnep:xaHue 6
Pabora ¢ ycTpoiicTBamu B ToM yucie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHI 6
KOMIBIOTEPHOH CUCTEMBI W3ydenue oxpansl Tpyaa U TexHuku Oe3omacHoctu Omepatopa DBM. M3ydenue )
apxXuTeKTypbl DBM, CTpYKTYpBI U OCHOBHBIX MPUHITUTIOB paboTel DBM
[TonkimroueHue, HACTPOHKA U TIOJITOTOBKA K paboTe mepudepuiftHOro 000py10BaHUS 2
YcTaHOBKa 1 3aMEHA PacXOJHBIX MaTEpPUaIOB Ul IPUHTEPOB, KCEPOKCa, CKaHepa 2
Tema 1.2. Coaepxanue 8 [IK 4.1 -IIK 4.4
Pabota ¢ mporpaMMHbBIM B ToM yncie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHIH 8
obecneyeHneM VYnpasnenue (aitiamMu JaHHBIX Ha JIOKAJBHBIX ChEMHBIX 3a[IOMUHAIONINX YCTPOHCTBAX, a >
KOMITbFOTEPHON CUCTEMBI TAaKXe Ha JUCKaX JIOKAJIbHOW KOMITbIOTEPHOU ceTu u B UHTEepHEeTe
W3yuenne nporiecca ycTaHOBKHU OTIEPAIIMOHHOM cpeibl, HacTpoiika uHTepdeiica OC 2
YcTaHOBKa MPUKJIAAHBIX IPOTPaMM 4
Tema 1.3. Coaepxanue 6 [IK 4.1 -IIK 4.4
Juarnoctrka B ToM ymcie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHI 4
HEHCIIPABHOCTEH CUCTEMBI, OdopmiieHne 0TUETHON TOKYMEHTALUU B COOTBETCTBUH C IepeyHeM padoT, 2
BC/ICHUC TOKYMEHTAIIUN BBIIIOJIHSIEMBIX B ITOPSIKE TEKYIIEeH 3kcuryaranu OBM
JrnarHocTruka NpoCTENINX HEUCTIPABHOCTEN IIEPCOHAIIBHOIO KOMITBIOTEPA, 5
nepudepuitHOro 000PYI0BAaHHUS U KOMITBIOTEPHOU OPTTEXHUKH
B Tom uncie camocTosiTeNbHAs PadoTa 00yYAIOIIUXCS 1
OdopmieHre OTYETHON TOKYMEHTAIIUU
Paznen 2. Co3nanme u ynpaBjieHHe HA MEPCOHAIBLHOM KOMIIBIOTEpPEe TEKCTOBBIMHU JAOKYMEHTAMH, TaOGJUIIAMM, 67
Npe3eHTaAMsIMU U COJlepKaHneM 0a3 JaHHBIX, padoTa B rpaduyecknx pegakropax
Tema 2.1. ‘ Conepxanne 14




PaGota B TekcTOBOM B ToM 4mciie mpakTHYeCKUX M 1a00PATOPHBIX 3aHATHI 14
npoueccope W3yuenne TEKCTOBBIX Mpoueccopbl. TpeboBanus MO O(GOPMICHUIO TEXHHUECKOU
JOKYMEHTaLIUU 2
dopmaTHUpOBaHUE U PEAAKTHPOBAHUE IPU(PTOB, ab3a1eB U Gopmy 2
DopMaTHPOBAHUE U PEAAKTUPOBAHNE CIIHCKOB 2
Pabota ¢ TabimnaMu B TEKCTOBOM MPOLIECCOPE 2
Pabota ¢ rpaduueckumu 00BbEKTaMU B TEKCTOBOM MPOLIECCOPE 4
®dopmaTrpoBaHue JOKyMeHTa B 11e)1oM. CriocoObI BBEIBOJIA IOKYMEHTA Ha MevaTh 2
Tema 2.2. Conep:xanue 12
Pabora B penakTope B ToM ymcie IpakTHYeCKUX U J1a00PaTOPHBIX 3aHATHI 12
DIIEKTPOHHBIX TAOIHII BBox 1 pelakTUpOBaHue JAHHBIX B TA0IMYHOM Iporeccope. OCHOBBI BEIYMCIEHUIA.
Hcnons3oBanue GyHKIMI pa3TUYHBIX BUJOB 2
Cosznanue u popmMatupoBaHue TAOIUIBI B PEIAKTOPE AICKTPOHHBIX TAOIHII 2
Brruncnenue ¢ moMotbto GopMyIt B 3JIeKTpoHHOM Tabmuile. PaboTa co BCTpOSHHBIMU 4
(YHKIUSIME B DIEKTPOHHOM TaOIHUIIE.
Co3panue u pabota ¢ tuarpammami U rpagpukamu. OOMeH JaHHBIMU MEXKIYy TEKCTOBBIM 4
MPOLIECCOPOM M DIIEKTPOHHON TaOnuuei
Tema 2.3. Conep:xanue 10
Pa6ora B nporpamme B TOoM 4ncie NpakTHYeCKUX U 1a00pPATOPHBIX 3aHATHI 10
HO}HOTOBKH“H fipoemoTpa N3zyuenne xommbioTepHas npe3eHTannu PowerPoint: ocHOBHBIE B JOTIOTHUTENBHEIE
MpeseHTatiH BO3MOXHOCTH. [loaTanHas pazpaboTka u HacTpoiika 3 (HeKTOB Mpe3eHTAUH 2
OcHOBBI paboTHI co ciaioM. PaboTa B mpe3eHTauu co mipudTom u TekctoM. [lonsarue )
TEMBI cliaiga
JloGaBieHue B ciaii/ibl pUCYHKOB, 3ByKOBBIX 3(PPEKTOB, TAOJIHUIl U IUATPaMM 2
Hacrpoiika aHumanum 00bEeKTOB. 2
Hactpolika nokasa u JeMOHCTpaIHsl pe3yIbTaTOB paObOTHI CPECTBAMU MYJIbTUMEAHNA 2
Tema 2.4. Conepxanue 16
PaGora B cucreme B ToM 4ncie npakTHYeCKUX M 1a00PATOPHBIX 3aHATHI 16
ylpaBlieHus 6asamu 1aHHBIX | [TpoexTupoBanue BJ 1 pa3paboTka ee KOMIIOHEHTOB
BBox maHHBIX B TaOMUIEI 0a3bl TAaHHBIX 2




Co3naHue NpocThIX 3apocoB U (HopM. 4
Co3znanue u popMaTHpOBaHUE IIIABHON KHONOYHON (POPMBI. 2
Co3znanue oT4eToB 4
Tema 2.5. Conep:xaHue 19
Pabora B rpaduyecknx B TOM unc/Ie NPAKTHYECKUX H JIA00PATOPHBIX 3aHATHH 18
peartopax AHanu3 CUCTEMBl aBTOMAaTU3MPOBAHHOIO IIpoeKTHpoBaHMs. KommbroTepHas )
rpaduka. OcHoBbl paboTel B Adobe Photoshop
BcraBka u penaktupoBaHHe FOTOBOIO M300payKEHUS C UCIIOJIb30BAHUEM IPOrpaMm )
pacTpoBoii rpaduKu
Paborta ¢ iBeTOM C MCIOIB30BAHUEM TPOTPAMM PACTPON TpaduKu 2
Pabora co cinosaMu ¢ UCHOIB30BaHUEM MPOTPaMM pacTpoil rpapuku 4
Pabora co criempddexramMu ¢ HCIIOIB30BaHUEM TPOTPAMM PaCTPOBOM rpaduku 4
PazpaboTka npoekra 4
B ToM uncie camocTosITeIbHASI PAa60Ta 00y4AIOIMXCS
Bexropnas rpaduxa 1
Pa3nen 3. Mcnosib3oBaHue pecypcoB TeXHOJIOTHii U cepBucoB HTepHeTa 7
Tema 3.1. Conep:xanue
PaBora ¢ pecypcamn B ToM 4Hc/ie TPAKTHYECKUX U J1a00PATOPHBIX 3aHATHI
Hrureprera Coznanue 1 00OMeH MUchbMaMM 3JeKTpOHHOM mouTkl. HaBuranus no Be6-pecypcam )
HuTepHeTa ¢ momobio mporpammsl Be0-6paysepa
[Touck, copTupoBKa M aHanU3 MH(GOPMALUU C MOMOIIBIO MOMCKOBBIX HMHTEPHET- 4
caiitoB. [lepecbuika u nyoaukamnus ¢aitnoB gaHHbIX B IHTEpHETE
B ToM uncie camocTosiTeIbHAA padoTa 00yJaroIIUXCs 1
CIIC
Pa3nen 4. Odecnieyenne 3amuThl HHPOPMAIMHM B KOMIIBIOTEPHOMH CHCTeMe 11
Tema 4.1. 3amura ConepxaHue 16
uHpopMaI|K pu padoTe ¢ B Tom unciie npakTHYECKUX U J1a00PATOPHBIX 3aHITHIH 16
O(QUCHBIMY IPUIIOKEHUSIMH Hcnonp30BaHWE MITAaTHBIX CPEACTB 3allUThl WHGOPMAIMU B  TMPHUKIAIHBIX 4
nporpammax. ObecreueHne 6€30MacCHOCTH B IPHIIOKEHUSIX
Hactpoiika napoJsibHOM 3aIMThl HA OTKPBITHE U 3alKCh (haiiia 4




HacTpoiika 3a1uThl JOKYMEHTA ¢ IOMOILBIO IIPaB A0CTyNa 4
3amuTa HHQOPMAINH B MPHIIOKCHUSIX 4
B ToM 4nene camocTosAiTeIbHASA padoTa 00yJaroIuXcst 1
MeToap! 3amUThl HHPOPMAINH B TPUIIOKEHHIIX

Y4yeOHas NpaKkTHKA

Buas1 pador

[Toaxmouenne nepudepruitHBIX YCTPOUCTB K pa3beMaM CHCTEMHOTO OJI0Ka.

Hacrpoiika n moaroroska k pabore MpuHTEPa, CKaHepa.

Coznanne cxem, Tabaui 1 hopmyn B mporpamme Microsoft Word.

Cosznanue OykiieToB B mporpamme Microsoft Publisher.

Benenue pacueToB 1 mocTpoeHue quarpamm B mporpamme Microsoft Excel.

Co3pmanue Tabauil, popM, 3apocoB U OTYETOB B porpamMme Microsoft Access. 156

Co3pnanue nmpe3enTanuu B nporpamme PowerPoint.

O6pabotka rpadudecknx o0bekToB B Corel u PhotoShop.

Hactpoiika 10KaqbHON BEIUMCIUTEIBHON CETH.

[Touck nadopmanuu B cetn IHTEpHET.

O6paboTka rpadudeckoit nHpopManun

Co3anue KOMIUIEKCHOTO JOKYMEHTA C UCIOJIb30BaHUEM HH(POPMAIIUU PA3IMYHBIX TUTIOB

IIpousBoacTBeHHAS PAKTHKA

Buawbi pador

[TonroroBka 060pyROBaHKS KOMITBIOTEPHON CUCTEMBI K pad0OTe, MPOU3BOAUTE MHCTAJUIALIUIO, HACTPOHKY M 00CTy)KHBaHHUE

MPOrpaMMHOI0 00ecTieUeHusl.

C03)Z[aHI/Ie " YIIpaBJICHUC TCKCTOBBIMU JOKYMCHTAMHU, Ta6JII/IIIaMI/I, MMPE3CHTAIUAMUA U COACPKAHUEM 633 JaHHBIX, pa60Ta B 84

rpaM4ecKux peaakTopax.

Hcnonb3oBaHue pecypcoB JOKaJbHBIX BRIUMCIUTENBHBIX ceTeld u IHTepHeTa.

Obecneuenne 3amuTHl HTHOOPMALIUU B KOMIIBIOTEPHOM CHCTEME.

IIpomesicymounas ammecmayun 12

Bcero

366
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3. YCJ0BUA PEAJINBAIIUU ITPOPECCHUOHAJIBHOTI'O MOAYJIA

3.1. MaTepuajbHO-TeXHHYECKOE 0O0ecneyeHmne
Kabuner «MH(MDOpMAIMOHHBIX TEXHOJIOTHI» OCHAIICH B COOTBETCTBUH ¢ mpmitokenreM 3 OITOIT-I1.

Mactepckasi, HeoOXouMasi AJIsl peain3ani MOAYJLZ, OCHAIIEHA B COOTBETCTBHU C MPHIIOKEHHUEM 3
OIIOII-IT.

3.2. Y4eOHO-MeTOAMYECKOE OOecneyeHHe

3.2.1. OcHOBHbIE eYaTHbIE U/WJIH YJIeKTPOHHbIE U3IaHUS

1. HopukoB B.K. OpranuzamyoHHoe u mpaBoBoe obOecrnedeHre WHPOPMAIMOHHON
6e3onmacHoctv: B 2-x wactax. Yacte 2. OpranusanuoHHoe oOecredeHue HH()OpMamoHHON
6e3omacHocTH: yuebd. nocodue. — M.: MUOT, 2018. — 172 c.

2. OpraHM3amnroHHO-TIPaBOBOE obOecrieueHue WH(POPMAIMOHHONH 0e30MmacHOCTH:  yueo.
nmocooue s CTyA. YUpexacHuii cpel. npod. oopazosanus/ E.b. Bemnos, B.H. IIpxeropauackuid. —
M.: Uznatenbckuii neHTp «Axagemusi», 2018 —336¢.

3. @enpepanbHblii 3akoH oT 26.07.2017 Ne 187-®3 «O 0e30macHOCTH KpPUTUYECKOU
uHpopMaLMOHHOM uH(ppacTpykTypsl Poccuiickoit denepaunn» [DnekTpoHHbIH pecype]: — Pexum
noctyna: https:/fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-bezopasnosti-kii/285-
zakony/1610-fed eralnyj-zakon-ot-26-iyulya-2017-g-n-187-fz.

4. Ilocranosnenue [IpaButensctBa PO Noe 162 ot 17.02.2018 r. «O06 yrBepxkaenuu [Ipasun
OCYIIECTBJIEHUSI TOCYJapCTBEHHOI'O KOHTPOJISI B 00JacTH oOecrieueHusi 0€30MacHOCTH 3HAUYMMBIX
00BEKTOB  KpuUTHYecKOW uHGpopManmoHHONM uHppacTpykTypsl Poccuiickoit ~ ®denepaunn»
[DneKkTpoHHBIH pecypcl: — Pexxum JIoCTyTa:
http://www.consultant.ru/document/cons_doc LAW 291398 .

5. Ilpuka3 denepanbHOI iy kOBl 0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoJito Ne 227 ot
06.12.2017 1. «O6 yTtBepxnaeHuu Ilopsaka BeneHUs peectpa 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
uHpopMalMOHHOM HHppacTpyKkTypsl Poccuiickoit denepaunn» [DnekTpoHHBIH pecype]: — Pexum
nocryna: https://rg.ru/2018/02/13/fstek-prikaz-227-site-dok.html .

6. HasbioBa, E. M. Opranuzanust 3amuTbl 0ObEKTOB KPUTHYECKONH HHQPOPMALMOHHOM
UH(ppacTpyKTyphl: YueOHO-MeTonnueckoe nocodue [DnexTponHslid pecype] / E. M. [laBbiioBa, A.
0. Slxkumyk. — Tomck: TYCVYP, 2022. — 20 c. [DnextpoHHBIA pecypc]: — Pexum nmocrtyma:
https://edu.tusur.ru/publications/10003.

3.2.2. JlonmoJHUTENbHBIE HCTOUYHUKH:

1. Kucener C.B. Omneparop DBM: yue0. mocoOue s CTyA. YUpexKACHUH cpen. mpod.
obpazoBanus /. — 7-e u3z., ucnp. — M.: U3narenbckuii ieHTp «Akagemus», 2014.

2. Konbkos, K. A. YcrpoiictBo u pynkunonupoanue OC Windows. [IpakTukym k Kypcy
Onepannonnsie cucremsl. /Yuyebnoe nocodue // K.A. KonbkoB. M.: bunom, Jlabopatopusi 3HaHui
Wutynr, 2013.

3. Crpymm H.B. Onepatop OBM. IlpakTrueckue paboTel: yued. mocodue s Hay. mpod.
oOpa3oBanus / — 6-e u3n., crep. — M.: M3narenbckuii eHTp «Axaaemus», 2013.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA

MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kpurtepumn oueHkn pe3yjbTara

(I)OpMI)I KOHTPOJA U METOAbI

Koa IIK, OK (moxka3aTejiu 0CBOEHHOCTH
KOMIIeTeHI[U) oneHxu
K 4.1. OcymecTBiaTh | JleMOHCTpHpOBaTh yMEHHS U | TECTUPOBAHHE,
MMOATOTOBKY  OOOpYIOBaHHS | MPAKTHIECKHE HaBBIKU B | 9K3aMeH KBATM(UKAITHOHHBIN,
KOMITBIOTEPHON CUCTEMBI K | ITOJATOTOBKE 000pyIoBaHU | SKCIIEPTHOE HaOII0/ICHUE
pabore, MPOU3BOJUTH | KOMITBIOTEPHOH  CHCTEMBI K | BBITIOJHEHUsI JaOOpaTopHBIX padoT,
WHCTAJUISAIMIO, HACTPOHKYy u | paboTe, MIPOU3BOJIUTD | SKCIIEPTHOE HaOJTI0/ICHUE
00CITy’)KUBaHHE TIPOTPAMMHOTO | HHCTAUISIMIO, HACTPOHKY W | BBIIIOJHEHUSI TMPAKTUYECKUX padoT,
obecrniedeHus oOCTy)XMBaHHE MPOTPAMMHOTO | OIIEHKA PEIICHUS CHTYaIlHOHHBIX
obecneyeHus 3ajad,
IIK 42  Co3paBats  u | [IposiBneHue YMEHUSA M | OLlEHKa IIpolecca U pe3ysbTaToB
yIpaBisIiTh Ha TEPCOHAIBHOM | MPAKTUYECKOTO OMbITa B pabOTe | BBINOJIHEHUS  BHAOB  paboT  Ha
KOMITBIOTEPE TEKCTOBBIMHU | C TEKCTOBBIMH JOKYMEHTaMH, | IIPAKTUKE
JIOKYMEHTaMH, TabIuIaMy, | TaOJUIlAMK U TIPE3CHTAIUSAMH, a
MMpE3CHTAlUAMU N | TaKXKE 6a3aMI/I JaHHBbIX
comepkaHueM 0a3 JIaHHBIX,
paborate B rpadUYECKUX
peaaxkTopax
IK 4.3 Hcnonb3oBath | YMeHue MOJIB30BATHCS
pecypcsl JIOKQJIBHBIX | pecypcamMu JIOKJIbHBIX
BBIYUCIUTCIIBHBIX CeTeﬁ, BBIYUCJINTECIIbHBIX CeTeﬁ,
pecypcesl TEXHOJIOT UM U | OCYLIECTBJIATH IIOUCK, aHAIU3 U

cepsucoBs MHTepHeTa

WHTEpIpETANI0 HHPOPMALIUH

IIK 4.4 OO0ecmeunBaTh
MIPUMEHEHUE CPENICTB 3aIIUTHI
nHpOpPMaLUH B

KOMITBIOTEPHOI CHCTEME

[IpumeHeHne CpeacTB 3allUThI
nHPOpPMALMK B KOMIBIOTEPHOM
cucTeMe
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Hpuiaoxenne 1.5
K OIIOII-II o cnenuanbHOCTH
10.02.05 Ob6ecrnieuenue nHGOPMAITMOHHON 0€30IMACHOCTH AaBTOMATU3UPOBAHHBIX CHCTEM

Paboyass nporpamMmma npogecCHOHAJIBLHOI0 MOAYJISA

«IIM.05 KOMIIVIEKCHAS CUCTEMA 3AHIUTBI UTHOOPMAILIMU OB BEKTA
NHOOPMATU3ALLUN
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1. OBIIASI XAPAKTEPUCTHUKA PABOYEH ITPOI'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIAA
« IIM.0S KOMIIVIEKCHAS CUCTEMA 3AIUTBI THOOPMALIMU OBBEKTA

NHOOPMATU3ALIUN»

Ieap u MecTo NpoecCHOHAIBLHOT0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM

NPOrpaMMmblI

Henp momynsa: obecrieueHHWe KOMIUIEKCHOM CHCTEMBbI 3alIMThl HMH(GOpMaluu 0O0beKTa
nH(pOpMaTU3aLIUY.

[TpodeccuonanbHplii MOAYJIb BKIIOYEH B BaPUATUBHYIO YacTh MPOQPECCHOHANIBHOIO UK

oOpa3oBatenbHOil mporpammbsl 1o crneuuaibHocTu 10.02.05 Obecnieyenne wuHOpPMALIMOHHON

0e301acHOCTH ABTOMATU3WPOBAHHBIX CUCTCM.

1.2. [InanupyemMsble pe3yJbTaTbl 0CBOCHHS NMPO(eCCHOHAIBLHOI0 MOLYJISI

PesynbraTel OCBOCHHS TPOPECCHOHATHLHOTO MOIYJSl COOTHOCATCS C IJIAHUPYEMBIMHU

pe3ynbTataMu

OCBOCHU

o0pa30BaTeNbHON  IPOrpaMMBbl,

KoMIeTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesysbrare ocBoeHuUs MPOdEeCcCHOHATBHOTO MOJTYJIsSE O0YYarOIIUHACS TOJKEH:

npeacCTaBJCHHBIMU B

MaTpuLe

Koa OK, YmMmerb 3HaTL Buaagerb HaBbIKAMHU
K
OK.09 — IIOHHUMATb OOIIMI CMBICT | — TIpaBWJIA MOCTPOSHUS MPOCTHIX U | -
YETKO TIPOU3HECEHHBIX | CIIOMXHBIX TIPEAIIOKEHUH Ha
BBICKA3bIBAHUN Ha | MpodecCHOHaNTbHBIC TEMbI
N3BECTHBIC TEeMbl | — OCHOBHBIE
(mpoeccronanbHBIE 1 | oOmieynoTpeOuTeNbHbIC TJIAT OJIBI
OBITOBBIC), TOHIUMATE TEKCTHI | (OBITOBass W mpodeccHOHaNbHAs
Ha 6a30BbIe | JIEKCHKA)
podeCcCHOHANBHBIE TEMBI —  JIEKCHYECKHii MHHUMYM,
— y4acTBOBaTh B JHalOrax | OTHOCSIIMUCS K OIUCAHUIO
Ha 3HaKOMble OOLIME M | NPEAMETOB, CPEICTB U IPOIECCOB
poheCCHOHATBHBIC TEMBI npo(eCCUOHANBHOM AESITEIBHOCTH
— CTpOHTH NpoCThie | — OCOOEHHOCTH MPOU3HOIICHHS
BBICKa3bIBaHUA O cebe W O | — TpaBHIia YTEHHS TEKCTOB
cBoell  mpodeccuoHanbHON | podeccroHabHOM HApaBIeHHOCTH
JEATETLHOCTH
— KpaTKo 00OCHOBBIBATH M
OOBSICHITE CBOM JICHCTBHSA
(Texymye U IIaHupyeMbIe)
— Twmcarthb HpOCThHIE
CBS3HBIE COOOIIEHWS Ha
3HAKOMbIE WU
HHTEPECYIOIINe
npodeccHoHATbHBIE TEMBI
MK 5.1. — yIpaBiATh 3alUTON | — HaNpaBJICHUS JEATENBHOCTH IO | — BHEIPATb IIPOIpaMMbl U
nHpopmManuy Ha OOBEKTaX | OPraHU3AMOHHON 3aIIUTE | METOJIUKH 3aIINTHI Ha
nHdopmaruzanuu nHdopmMannu 00BbeKTax
— TIPOBOAMTH ayIuT | — TpeOoBaHUS TO OOECIEYEeHHIO | — y4acTBOBaTb B  OLCHKE
3aIINIIEHHOCTH nHpOpMaNMOHHON 0E30IaCHOCTH Ha | KayecTBa 3alMThl OOBEKTA
nHpopmanmum Ha o0OBeKTe | 00BEKTax KPUTHYECKON
nHpopmaTuzannuu nH}opMannoHHOH HH(PACTPyKTypHI
— BHEIPATH (KN1), B OTHOWmIEHUH KOTOPBIX
OpPraHU3alIOHHBIE MEPHI 10 | OTCYTCTBYET HEOOXOANMOCTD
TIPUCBOEHUS UM KaTeropui
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3amuTe MHPOpPMAIMM HA | 3HAUUMOCTH, B  IIpollecce  HUX
00bekTe HHPOpMaTH3ANH JKCIUTyaTaluu
IIK 5.2. — BECTH y4eT, o0pabOoTKy, | — JOKYyMEHTEI, onpejeNdoIye | — TOTOBUTh
XpaHEHHUeE, nepenady, | peryJMpoBaHue OTHOUICHUH B | OpraHu3alMOHHbIC
UCIIONIb30BAaHUE Ppa3NIMUHBIX | obnacTu obecrieyeHns: OE30MACHOCTH | JIOKYMEHTBI,
HOCHTEICH KN pernamMeHTHpylomue  padboTy
KOH(UACHIMAIEHON — TpeOoBaHMs IO OOECHEYCHHUIO | MO 3amuTe UHHOPMALUH
nHpOpMAUH 6e3omacHOCTH OOBEKTOB | — BecTH yd4eT pabor w
— paspabotka nHpOpPMATH3AIMK, B TOM 4YHCJIE | OOBEKTOB, IO JTeKAIITIX
OpraHu3alMOHHO- 3HAYAMBIX OOBEKTOB KPHUTHYECKOH | 3ammuTe
pacnopsaUTENbHBIX WHPOPMAMOHHON HHPPACTPYKTYPHI
JOKYMEHTOB [0  3alllUTe | — BHIbI HOCHUTENEH
nHpOpMaIMK Ha O0OBEKTaxX | KOHPUOCHIHANEHOW  OE30MacHOCTH
3aLLUTBI uHbOpMaIUU
[IK 5.3. — HaxoIUTh YS3BUMOCTH | — MOJENM YIrpo3 M BBIOOp Mep | — aHaIW3UpPOBAThH
CUCTEMBI 3alIUTHl | 3aIIUTHl OOBEKTOB 3alIUTBI B TOM | YA3BMMOCTH CHCTEMBI 3aIIUTHI
nHpopmanuu yucie oovexToB KU uHbopmauu
— paspabaTbiBaTh MOZEIM | — TpeOOBaHUS K CO3JAHUIO CHUCTEM | — OIPEAENATh MIPUYHUHBI
yrpo3 MOZEJH yrpo3 00beKTa | 0e30macHOCTH 00BEKTOB | BOSHUKHOBEHHUS yrpos
nHdopmaruzaumu nHdopmaruzaumu 6e3omacHoCTH
1.3. O6ocHoBanue yacoB BapuatuBHoii yactu OIIOII-IT
JlonotHUTEIbHBbIE JlonosiHUTe/IbLHbIE 3HAHUS, YMEHHS, Ne, Oobem ObocHoBaHHe
l'lpO(l)eCCl/lOHa.J'leble HAaBBIKH HAaUMEHO- yacoB BKJIIOYECHHUSA B
KOMIEeTeHIHHU BaHUe TeMbl padouyio
NnporpamMmy
YuacTBOBaTH B HaBbikn:
TK5.1 pa3zpaboTke u | — BHeapars mporpaMMmbl U METOAMKU
BHEAPCHUHU 3alIMUTHI HA 00BeKTaX
nporpamMmm u — VYuyacTBOBaTh B OLICHKEC KaydecCTBa
METOINK 3aIUTEI 00BEKTA
OpraHu3alu Ymenus:
3aLUTHI —  VYmpaBmaTh 3amuToi HHGOpManuu Ha
“HpOpMAIIH Ha | 00BeKTax HH(POPMATHIAINU
00BeKTE — IlpoBomuTh ayauT 3alIUIIEHHOCTH
nHdopmau Ha 00BeKTe
nHbopMaTH3aMU
- BHeZ[pﬂTI) OpraHu3aliuOHHbLIE MEPLI IO
3ammTe  WHpOpPMAmMH ~Ha  OOBEKTe
HHpOpPMaTH3aIUI
3HaHus:
— HaHpaBJ’IeHI/I}I JACATCIIBHOCTH 1o
OpraHM3alMOHHOMN 3auuTe HHOPMALUH
— TpeGoBanus o o0ecreyeH o
MHGOPMAIIMOHHOKW  Oe30macHOCTH — Ha
00BEKTaX KPUTUUECKOH HHPOPMAIIMOHHOI
HHPPACTPYKTYPHI, B OTHOIIEHHH KOTOPBIX
OTCYTCTBYECT H806XOIII/IMOCTI) MIPHUCBOCHUA
nm KaTeI‘OpI/Iﬁ 3HAaYUMOCTH, B IIpOoHECCE UX
OKCIITyaTallun
OcyuiecTBIsATh HaBbIku:
MK 5.2 MIJIAHUPOBAHUE u | — T'oroBurs OpraHU3alMOHHBIE
OPTaHMU3aIUI0 JIOKYMEHTBI, periiaMeHTUpYIoLe paboTy
BBITTIOJTHCHU S 110 3alIUTC PIHd)OpMaLIPIPI
MEpOTIPUITUN mo | — Becrm yder paboTr u OOBEKTOB,
3alIuTe DoJIC)KaluXx 3aluTe
nadopmarmn YMmenusn:
— Bectu yder, o0paboTKy, XpaHeHHe,
nepegady, HCHOJIb30BaHME PA3JIMYHBIX
HOCUTENEN KOH(UICHIUATIBHON
nundopmaiu
— PazpaGotka OpraHU3alHOHHO-
pacropAaAUTCIbHBIX JAOKYMCHTOB 110
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sammTe uHbOpManMM  Ha  O0OBEKTaX
3aIUTHI

3HaHus:

—  JIoKyMeHTBI, omnpeensouue
perynIupoBaHHe OTHOIICHWH B oOmacTi
obecnieqenus 6e3zonacHoct KN

— TpeboBanus o obecreyeHuro
6e3omacHOCTH 00BEKTOB
UHGPOPMATH3ALMH, B TOM YUCIIE 3HAYUMBIX
00BEKTOB KpUTHYECKOI HH(POPMALTIOHHOM
HHPPACTPYKTYPHI

— Bunsl Hocuteneit kKoHpUASHIMATBHON
0e30macHOCTH HHPOPMALUH

BrisBasTs u | HaBbikm:

TK'5.3 aHaNIN3UPOBaTh — AHanmm3HMpoBAaTh YSA3BUMOCTH CHCTEMBI
BO3MOJKHBIE YTPO3BI | 3aIIUTHI HHPOPMALIH
HHPOPMAITIOHHOM — Omnpeznenars MIPUYHMHBI
0e30MacHOCTH BO3HHKHOBEHUS yTpo3 0€301MacHOCTH
00BEKTOB Ymenns:

— Haxomute  ySI3BUMOCTH  CHCTEMBI
3alUTHl HH)OpMAIUU

— PaspabartbiBaTh MOJEIH YIPO3 MOJICITH
yrpo3 00beKTa HHPOPMATH3ALIH
3Hanusa:

— Mopgenu yrpo3 1 BEIGOp Mep 3allUThI
00BEKTOB 3aIUTHI B TOM YHCJIE 0OBEKTOB

Knn

— TpeboBaHHs K CO3TAHUIO CHCTEM
6e3omacHOCTH 00BEKTOB
uHbOpMATH3ALNH

2. CTPYKTYPA U COAEP KAHUE NTPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1. TpynoeMKOCTb OCBOCHHUSI MOAYJIAA

B T1.4. B popme

HaumeHoBaHue cOCTaBHBIX YacTeldl MOAYJIA O0bem B yacax NPaKTHYeCKOi
NOATOTOBKH

VYyeOHble 3aHATHS 152 110
Kypcosas pabora (IIpoexT) - -
CamocrosrTenbHas pabora 6

IIpakTuka, B T.4.: 192 192
yueOHast 84 84
IIPOU3BOJICTBEHHAS 108 108
ITpoMexyTouHast aTTeCTalMsl, B TOM YHUCIIE:
MJIK 05.01 6 popme ougpzauema 12
MJIK 05.02. 6 hopme oughzauema
MJIK 05.03 6 popme ougpzauema
1IM 05 12
Bcero 374 302

2.2. CTpykTypa npo¢ecCHOHATBHOT0 MOAYJIs
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OK 05; TIK 5.1. Pa3pen 1 O6ecneyenue
IIK 5.2. TIK 5.3. 6 UT-
CIOTACHOCTH 8 | 62 [8 | 72| -] 2 |12
HHPPACTPYKTYpPBI 00BEKTA
3aIIUTHI
OK 05; TIK 5.1. Pasnen 2 Opranuzanus u
HK 5.2, TIK' 5.3. TEXHOJIOTHUSI pa6OTLE c 0 24 o lawl .| >
KOH(UICHIINATHHON
nH(popMarueit
OK 05; TIK 5.1. Paszaen 3 Kommiekcuas
42 24 42 40 - 2
1K 5.2. TIK'5.3. CHCTEMBI 3aIUThl 00BbEKTa
Y4eOHas pakTHKa 84 84 84
1T
POU3BOICTBEHHAS 108 108 108
MPAKTHUKA
[IpomexxyTounas 1 7
aTTecTanus
Bcezo: 374 | 302 [ 170 [ 152 | - | 6 [12]84] 108




2.3. Conep:xanue npogeccuoHAILHOT0 MOIYJIsA

Koanbl
O0bem, ak. 4./ .
KOMIIeTeHI i,
B TOM 4HCJIe
¢dopmupoBanuio
HaumenoBaHue pa3jie/ion Coaep:xaHue y4eOHOr0 MaTepHaJia, MPAKTHYECKUX U J1a00PATOPHBIX 3aHATHS, B (hopme KOTOpBIX
H TeM KYypcoBasi padoTa (IIpoeKT) NMPaKTHYeCKOH
crnoco0cTByeT
MOArOTOBKH,
3JIeMeHT
aK. 4
NMporpaMMsbI
1 2 3 4
Paznen 1. O6ecnieuenue 6e3onacHoctd UT- undppacTpykTypsl 00beKTa 3aIUTHI 86/62
MJIK.05.01 O6ecnieuenue 6e3onacuoctu UT- nndpacTpykTypsl 00b€KTA 3aIUTHI 72/62
Tema 1.1. Conep:xaHue 16 OK 05, IIK 5.1,
LenTpanusoBanHOE [TprHINTIBEI TOCTPOCHNUS KOMITIEKCHBIX CHCTEM 3aIUTHI HH(OPMAITUI 1 K 5.2, TIK 5.3
YHOpaBJICHUC CPEACTBAMU LleHTpanu30BaHHOE YIPaBICHUE CPEACTBAMU 3aIIUTHI HH(pOpMaLuK OT |
3alUTHl HHPOPMALUHU OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA B JIOKAJIBHOW CETU
HECAaHKIIMOHUPOBAHHOTO OCHOBHBIE MEXAHU3MBI 3aIUTEI 2
AOCTYIIa B JIOKAILHOU CCTH | B mom yucie npakmuueckux u 1a60pamopHvix 3aHAmuil 12
00BEKTa 3alIHUTHI N3ydeHre pyKOBOSIIMX U METOJANYECKHUX JJOKYMEHTOB YIIOJTHOMOYECHHBIX (eepaabHbIX 4
OpraHOB UCIIOJIHUTEJBHOM BIACTH 110 3a1uTe HHPOpMaLUU
N3yuenne nopsaaka IesTeIbHOCTH IIEPCOHaa Mo HKCILTyaTaliy 3allUIeHHbBIX 4
ABTOMAaTH3MPOBAHHbBIX CHCTEM U CHCTEM 3aIlUThI HH(pOpMauu
W3yueHne NpUHINIIOB HOCTPOEHHUS] KOMIUIEKCHBIX CHCTEM 3aLUThl HHPOPMALUH 4
Tema 1.2. OcHOBHBIE Conep:xaHue 22 OK 05, IIK 5.1,
MEXaHU3MBbI 3aIUTHI. MOHUTOPUHT U ONIEPATUBHOE YNPABJIEHUE; IIOJIHOMOYHOE YIIPABIECHUE JOCTYIIOM 1 K 5.2, TIK 5.3
MOHUTOPUHT U LlenTpanu3oBanHasi HHBEHTAPU3ALUs PECYPCOB JOKAIBHOW CETH
OIIEPAaTUBHOE YIPaBJICHUE | Y ganeHHBIH KOHTPOJIb paOOTOCIIOCOOHOCTH CPENICTB 3alIUThl HHPOPMALUK Ha pabounx |
CTaHLUAX
B ToM 4ncie npakTHYeCKUX M 1a00PATOPHBIX 3aHATHI 20
LenTpanu3oBanHOe yIIpaBieHUE CPEACTBAMH 3aIIUTHI HHPOPMALIUK OT 4
HECaHKLIIMOHUPOBAHHOTO JIOCTYIIA B JIOKAJILHOM CETH
LlenTpanu3oBanHasi HHBEHTAPU3aLUs PECYPCOB JOKAIBHOW CETH 4
Pasrpannuenue nocryna K 1aHHbIM. PasrpaHuueHue A0cTyna K yeTpoicTBam 4
Aynut coObITHI HHPOpMaoHHOH 6e3omacHoctu B KC3U 4
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3aMKHyTas nporpamMmHas cpesna. KoHTposb LenocTHoCTH 4
Tema 1.3. Ypasnenue Coaepxanue 19 OK 05, IIK 5.1,
crcTeMoi 0e30MacHOCTH YipasneHue cepBepaMy aJMUHUCTPUPOBAHUS, YIIPABICHUE TPYIIIAMU 1 K 5.2, TIK 5.3
UT- uadpactpykTypsl aJIMUHHUCTPUPOBAHUS
OOBEKTA 3aIUTHI YnpasneHue KITUEHTCKUMH KOMITBIOTEpaMH, paboTa ¢ OTUYETaMH, CTATUCTHKOH.

IlenTpanu30BaHHBIM yUET U yIpaBIeHHE IPOrpaMMHO-aNIapaTHBIMU CPEACTBAMU 3aAIIHUTHI 1

nH)OpMaIuu

B Tom unciie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHH 16

[TpoBeneHre MHCIICKIINIA U Y4ET U3MEHEHHH KOH(UTYpAIMH 3aIIUAIIAEMBIX PA00YHX ’

CTaHIUH

PaboTa co cBeneHUSAMU B KypHaJe perucTpauy coObITHiA. TeHeBoe KOMUpOoBaHUe 2

AJMUHUCTPUPOBAHNE CUCTEMBI aHTHBHUPYCHOM 3alTUTHI B JIOKAIBHOM CeTH 4

YnpasieHue KU3HEHHBIM IIUKIIOM CPEJICTB ayTeHTH(QUKAIH 4

AHanm3 I0CTYMHBIX HH()OPMAIIMOHHBIX HCTOYHUKOB C IIETIHIO BBISIBICHHS H3BECTHBIX

YSI3BUMOCTEH, HCIIOIb3YEMBIX B CUCTEME 3aIUThI HH(OpMAIMK IPOTrPaMMHBIX U 4

IPOrpaMMHO-aNINaPaTHBIX CPEACTB

B Tom uncsie camocTosiTeqIbHAS pa00oTa 00y4al0IINXCSH 1

YnpasieHue KU3HEHHBIM [IMKIJIOM M ayIUT CPEACTB ayTeHTU(DHUKALNN
Tema 1.4. HopmaTuBHbIE Coaepxanue 17 OK 05, IIK 5.1,
TpeOoBaHU Hopmarusnsie TpeboBanus @CTIK npu obecnieuernn Mep 0€30MacHOCTH HEPCOHATIBHBIX ) IIK 5.2, TIK 5.3
10 YIIPaBIECHUIO JAHHBIX, B TOCYJapCTBEHHBIX HHPOPMAIIOHHBIX CHCTEMAaX
CpelcTBaMu TpeboBanus 6€30NMaCHOCTH K aBTOMATH3UPOBAHHBIM CUCTEMaM YIPaBICHHS 2
3alUTHl HHPOPMALK TEXHOJIOTHYECKMMHU IpoleccaMu

B ToM umcie MpakTHYeCKUX U 1a00PATOPHBIX 3aHATHH 12

PaspaboTtka nonutuku 6€30macHOCTH HHPOPMAIMH aBTOMATU3UPOBAHHBIX CUCTEM 4

Pa3paboTrka opraHu3aliMOHHBIX MEPOIIPHUATHH 110 00ECIICUSHHIO 0€30IIaCHOCTH 4

MH(QOPMaIK B aBTOMATU3UPOBAHHBIX CUCTEMaX

OneHka 3alMIIEHHOCTH aBTOMATU3HPOBAHHBIX CUCTEM C IIOMOIIBIO THITOBBIX 4

MIPOrpPaMMHBIX CPENICTB

B ToM uncie camocTosAiTeIbHAA padoTa 00yJaromUXCs 1

KonTtpois paboTocnocoOHOCTH CPpeACTB 3aIIUThl HHQOPMALUU Ha pabounX CTaHIUIX
IIpomexyTounas arrecranust mo MJK.05.01 auddepeHIMPOBAHHDBIN 3a4eT 2
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Pa3znen 2. Opranu3anmsi 1 TEXHOJIOTHsI Pa00ThI ¢ KOH(PHAEHIIHAILHOI HHpOpMaIueii

42/24

MJ/IK.05.02 Opranu3amnusi 4 TeXHOJIOTHs padoThl ¢ KOHPUIAEHINAILHOI HHpopMaueii

40/32

Tema 2.1.
OpraHu3aIuOHHBIE MEPHI
0e301acHOCTH 00BEKTOB
3aIUTEL B TOM YHCJIE
00BexToB KU

Conep:xaHue

12

XapaKTepHUCTUKH ITOTCHITHAIBEHO OIMACHBIX 00BEKTOB. [IOHATHE KPUTHICCKOM
WH(POPMAITMOHHOW HHPPACTPYKTYPHI. JJOKYMEHTHI, ONIPEIEIIAIONINe PETYINPOBAHNE
OTHOIIIEHWH B oOmacTu obecnieuenuns 6e3omacHoctu KU

Kateropuposanue 006bexToB nHpopMaTuzanuu. Kpurepun 3Haunmoctd 06bextoB KU PO

" UX 3HAYCHUS BI/IZ[I)I 3JIOYMBIIIIJICHHUKOB U UX BO3MOKHOCTEH

B ToM umncie NPAKTHYC€CKUX H naﬁopaTopmﬂx 3aHATHH

AHanu3 T0KyMEHTOB, ONPEIEIAIOUINX PEryTUpOBaHNE OTHOLICHUH B 00J1acTH obecrieueHus

oe3omacHoctu KN

Ornenka 6e3onacHOCTH 00beKTa HHPOpPMATH3ALNT

Amnanu3 [ocranosnenus ot 8 ¢pepast 2018 romga Nel27. O nopsiike KaTeroprupoOBaHHsI
00BEKTOB KPUTHUYECKOH HH(POPMAIMOHHOW HHYPACTPYKTYPHI

N (N N e N

Amnanmuz ®enepansHoro 3akoHa oT 26.07.2017 Ne 187-03 «O 6e30nmacHOCTH KPUTUYECKOH
UHPOpMaMOHHON HHPpacTpyKTypbl Poccuiickoit dexepannuy»

Knaccudpukaums ACYTII no chepe GyHKIMOHUPOBAHUS, IO BULY CUCTEMBI, 110 [IprKa3zy
OCTIK Poccun Ne3 1

B Tom uncie camocTosiTeIbHASA Pa00oTa 00y4aIOINXCH

OK 05, 11K 5.1,
K 5.2, 11K 5.3

Tema 2.2. Moaenu yrpo3 u
BEIOOP Mep 3aIUThI
00BEKTOB 3aIUTHI B TOM
gucie oobexToB KU

Coaepxanue

15

Knaccudukanus ysa3sumocteil HHGOPMALMOHHON CUCTEMBbI, HPUYUHBI BOSHUKHOBEHUS
yrpo3 6ezonacaoctu. Hapymmremu Ub o6wexTos KN

TpeboBanus o odecreueHnI0 6e30MaCHOCTH 3HAYUMbIX 00bEKTOB KPUTUIECKOH
MHPOPMaMOHHON HHOPACTPYKTYPhl. AHAJIHU3 YyTPpo3 U pa3paboTKa MOJIENN YIpo3

B ToM 4ncie npakTHYeCKUX M 1a00PATOPHBIX 3aHATHI

Knaccugpukanus ACYTII no cdhepe pyHkunonupoBanus, no Bugy cuctemsl, o [lpukazy
OCTIK Poccun Ne3 1

Omnpenenenne TpeOOBaHUI 10 00ECTIEYCHUIO OE30ITACHOCTH 3HAYMMBIX 00BEKTOB
KPUTHYECKOH MH()OPMAITMOHHOW HHPPACTPYKTYPhI

Amnanus npukaza Ne 235 ot 21.12.2017 r. «O0 ytBepxnenun TpeOoBaHuil K cO31aHUIO
cUCTeM 0e30MacHOCTH 3HAYMMbIX 00BEKTOB KPUTHIECKOI HH(OPMALTMOHHOMN
uHpacTpykTypsl Poccuiickoit @enepariyiv U 00eCTICUeHUIO UX QYHKITUOHUPOBAHUS)

OK 05, IIK 5.1,
IIK 5.2, TIK 5.3
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Knaccudukamus ys3BuMocTeit nH(OOPMAIIMOHHON CHCTEMBI, MOZIEIh YIPO3

[TpoekTHpoBaHKEe CHCTEMBI 0€30MaCHOCTH 3HaUnMoro oobekta KU 2
B ToM uncie camocTosTeIbHASA padoTa 00yUaOUIUXCs 1
CoctaB cucTeMbl 0€30M1aCHOCTH 3HAUYUMBIX 00bEKTOB
Tema 2.3 Conep:xaHue 13 OK 05, TIK 5.1,
OpraHu3aoHHO- I'ocyaapcTBeHHBII KOHTPOIJIb B 00J1aCTH 00ecrieueHus 6e30MaCHOCTH 3HAYUMBIX 00bEKTOB K 5.2, TIK 5.3
pacnopsaAuTeNbHbIE KUMU. [IpaBuna BeIOOpa CpeACTB 3alIMThl HHOOPMALKH [T Pealn3alul OpraHu3allMOHHbBIX 4
JOKYMEHTBI 110 Y TEXHUYECKUX MEp
o0ecTeYeHn o B ToM yucie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHI 8
GesomacHoCTH AHanm3 OpraHu3alvoOHHO-PACTIOPSITUTEIBHBIX TOKYMEHTOB [0 0€30MaCcHOCTH 3HAYMMBIX )
00BEKTOB B TOM YHUCIIE 00BEKTOB
obbexkroB KM ®dopmupoBaHUe TEXHIYECKOTO 3aJaHHsI Ha CO3/IaHUE M MOAM(HUKAIIIIO CHCTEMBI 3aIl[THI >
00BeKTa KPUTHIECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI
W3zyuenne nopsaka v npaBul GyHKLIHOHUPOBAHUS CUCTEMbI O€30IIaCHOCTH 3HAYMMBIX )
o0bexroB KU
Ananms npukasa OenepalbHON CITY>KOBI IT0 TEXHHYECKOMY H SKCIIOPTHOMY KOHTPOITFO No
227 o1 06.12.2017 1. «O06 yTBepxxaeHuu Ilopsiaka BeaeHus peecTpa 3HaUUMbIX OObEKTOB 1
KPUTHYECKOW HHPOPMAIMOHHOM HHPpacTpyKTyphl Poccuiickoit Denepariim»
PaspaboTka paboueit 1 SKCIUTyaTallMOHHOHN JIOKYMEHTAI[UH. 1
B Tom uncie camocTosiTeNbHAs padoTa 00y4AIOIIUXCS 1
Onpe/eneHye Mopsiika U IpaBuil o0ecriedeHrs 0€30MacHOCTH 00BEKTOB
IIpome:xxyTounas arrectanus mo MJIK.05.02 augdepeHIUPOBAHHBIN 3a4eT 2
Pasneun 3. OGecnieuenne cucTeMbl 6€30MACHOCTH 00BEKTA 3l ThI 42/24
MAK.05.03 OGecnieuenne cucTeMbl 0€30MaCHOCTH 00bEKTA 3aIUTHI 40/24
Tema 3.1. CtpykTypa Coaepxanue 8 OK 05, IIK 5.1,
KOMILUIEKCHOHN CUCTEMBI OCHOBHBIE MTOAXOJIbI U TPEOOBAHUS K OPTaHU3aIUU KOMITJICKCHOW CUCTEMBI 3aIlUThI TIK 5.2, TIK 5.3
0e30macHOCTH uHpopManuy. YrpasieHue 0e30macHoCTbi0. OLeHKa ySI3BUMOCTEH CHCTEMBI O€30IaCHOCTH. 5
B ToM ymcie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHI 7
CocraBieHue opraHu3alOHHON CTPYKTYPhl OpPraHU3aliy 1 OTpeJiesieHre ee cephl )

JACATCIIBHOCTHU
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Brisienenne nH(GOPMAIIMOHHBIX aKTHBOB OPraHU3AIAN

BrisiBneHne cTpyKTypHBIX €IUHHII, PadOoTalonX ¢ KOH(pHUAeHITaTFHOH HHpOopManen

Amnanus HH(l)OpMaHI/IOHHOfI CHCTEMBI 00BEKTA 3allUThI

B ToM unene camocTosAiTeIbHASA padoTa 00yJaroIIuXCst
[TpoBenenue ayaura nHGOPMAMOHHOW 0€30IACHOCTH BUPTYaJIbHOTO MPEINPHUSITHS

Tema 3.2. CocrtaB u
CTPYKTypa CUCTEMBI
0€e30I1acHOCTH

Conep:xanue

CocTaB u CTpyKTypa CHCTEMBI Oe30macHoCcTH. HanpasineHus 3ammThl 00beKTa
nHpopMaTu3anuu. CpencTsa U crocoOs! 3amuThl. OpraHu3anu paboTsl B Upe3BbYaiiHON
cutyanuu. CocTaB cITy>KOBI 6€301TaCHOCTH.

B Tom unciie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHH

PazpaboTka CTpyKTypBI CHCTEMBI 0€30ITACHOCTH OpTaHU3aIHN

Tema 3.3 [locTpoenue
CHCTEMBI 3aIUTHI
HHPOpPMALTUH

Conep:xanue

21

OK 09; IIK 3.1.
IIK 3.2.
TIK 3.3.

IIK 3.4.TIK 3.5

[TnannpoBanue MEPONIPUATHH 10 3aIUTe KOHOUACHIMATBHON HHPOPMAIIH.
dopmupoBaHHe TONUTHKH HHPOPMALTMOHHOH Oe30macHoCTH Ha npeanpustuu. [loctpoenne
CHCTEMBI 3aIIUTHl HH(OpMaLUU 00beKTa HHPOPMATH3aLKU. AHAIN3 PUCKOB CUCTEMBI
0e3omacHOCTH

B Tom unciie npakTHYeCKUX M J1a00PATOPHBIX 3aHATHH

16

XapakTeprucTHKa HHPOPMALIMK OTPaHNYEHHOTO JOCTYIA, HUPKYJIUPYIOLIeH Ha 00BeKTe
3aLIUTHI

XapaKkTepUCTHKa OPTaHU3aLMOHHOTO o0ecTedeHus] HHPOPMAaLMOHHON 0€30II1acCHOCTH

XapaKTepI/ICTI/IKa CHUCTCMbI KOHTPOJIA YIIPABJICHUA NOCTYIIOM 00BEKTA 3alIUThI

XapaKTepI/ICTI/IKa HHXCHCPHO-TCXHUYCCKOI'O o0ecreueHUs CHCTEMBI 3alllUThI I/IH(l)OpMaLII/II/I

XapakTepucTHKa MPOrpaMMHO-aIapaTHOro0 00ECICUECHUsI CHCTEMbI 3alIUThl HH(pOpMaIuu

Onpefenenre yrpo3 HHPOPMaIMOHHON 0€3011acCHOCTH

Brinenenune nenoctatku cymectytomieit KC3U. Anamm3 puckoB KC3U.

YcoBeprieHcTBOBaHME oprann3anuoHHoro obecreuenms 1 CKY /] o0bekra 3amuThl

YcoBepIeHCTBOBaHIE HHKEHEPHO-TEXHUIECKOTO O0ecTIeueHIe KOMIUIEKCHON CHCTEMBI
3aMUThl HHGOPMAITIH

N (NN = — ===

Y coBepLICHCTBOBAaHHE IPOTrPaMMHO-ANIAPaTHOTO 00ECIeYeH s KOMIUIEKCHON CHCTEMBbI
3alIUThl UHPOPMALTUH

(\

Amnanu3 puckos paspaboranHoit KC3U

OK 09; IIK 3.1.
IK 3.2.
IIK 3.3.

I[IK 3.4.TIK 3.5
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B ToM uncie camocTosTeIbHASA padoTa 00yYaOIIUXCS
[MonmTtrka nHGOPMAIIOHHON 0€30MTaCHOCTH B OTEYECTBEHHBIX CTaHAAPTaX

IIpome:xyTounasi arrecrauus mo M/1K.05.03 nuddepeHINPOBAHHDBIN 3a4eT

YyeOHasi NPAKTHKA
Bunsi padot:

— Pa3pabotka mep obecnieueHuss HHOOPMAIMOHHON 0€30MTaCHOCTI

— Pa3zpaboTka OCHOBHBIX IPUHIIMIIOB MOCTPOCHHUSI CHCTEMBI HH(OPMALIMOHHON 0€30MacHOCTH
— BrisBnenue TpeboBaHUil K anmapaTHBIM M TPOTPAMMHBIM CPEJICTBAM

— Tlonbop aHTUBHPYCHOTO CPENICTBA JJIsi KOHKPETHOTO 00bEKTa

— TloaroroBka nokymenta [lonutrku nHPOPMAIIMOHHOM OE30MACHOCTH

84

IIpousBoacTBEeHHAN MPAKTHKA

Bunsbi padot:
— AHanmu3 CTpyKTyphl OpraHu3aliii 1 HHOOPMAIIMOHHBIX MTPOIIECCOB
— BriaBrnenue onacHocTel u yrpo3 o0bexTa HHpOpMaTH3aIuU

— AHanmu3 CTPYKTYpHI ¥ THUIIOB 3alUIAeMOi HHPOPMAIUH, TIO BUIaM TalHBI U CTENICHIM KOH(DUACHINATEHOCTH

— Omnpenenenue kareropuu HGOPMAITUOHHBIX PECYPCOB, TIOJIICIKAIINX 3aAIIUTE
— AHanmu3 CyIIecTBYIOIIEH CUCTEMBI 3aIIUTH 00BEKTa

— OreHKa CTerneH! 3alIuIeHHOCTH 00BEeKTa

— Pa3paboTka HOPMATHBHBIX TOKYMEHTOB HEOOXOIUMBIX JJIsi OPraHU3AIUK PAOOTHI C IEPCOHATIOM, HMEIOIITUM
JOCTYII K KOH(pUIEHIIHATbHOW HHpOpMaIn

— Pa3pabotka mosiMTHKH MHPOPMAIIMOHHOHN 0€30IaCHOCTH

— Paspabotka Mojenu yrpo3 nHGOPMAIIMOHHOW 0€30MaCHOCTH

108

DK3amen no npogheccuoHanIbHOMY MOOYIO

12

Bcezo

374
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3. YCJI0OBUSA PEAJIM3ALIUU TPO®ECCUOHAJIBHOI'O MOAYJIA
3.1. MaTepuajIbHO-TEXHHYECKOe O0ecreueHue

Macrepckas «Kubepbe3omacHOCTHY», OCHAIIEHa B COOTBETCTBHHM ¢ npuioxkenueM 3 OITOII-
I

ba3bl npakTuku (MacTepckue), OCHaIIEeHbI B cOOTBETCTBUU ¢ nipriiokeHuem 3 OIIOII-I1. u ¢
. 3.1.2. oOpazoBaTebHON MTPOTPaMMBI.

3.2. YyeOHo-MeToan4YeCKOe o0ecredeHmue

3.2.1. OcHOBHbIE eYaTHbIE H/HJIU IJIeKTPOHHbIE H3JaHUSA

1. HoBukoB B.K. OpranuzaimoHHoe # TpaBoBOe obecreyeHne WHHOPMAIMOHHON
6esomacHoctr: B 2-x wactsax. Yacte 2. OpranusanmoHHoe oOecriedeHne HH(POpPMAIMOHHON
6e3onacHocTH: yueb. mocooue. — M.: MUIT, 2018. - 172 c.

2. OpraHuM3allMOHHO-TIpaBOBOEe obOecrieyeHne HMHPOPMAMOHHONW Oe30macHoCTH:  y4eO.
nocobue As CTyA. yupexaeHuii cpes. npod. oopazosanus/ E.b. benos, B.H. IIpxeropnunckuii. —
M.: U3narenbckuid eHTp «AkageMusi», 2018 — 336¢.

3. ®epepanbhbiii 3akoH oT 26.07.2017 Ne 187-®3 «O 06e30macHOCTH KPUTUYECKOU
uHpopMaLMOHHON UH(ppacTpyKkTypsl Poccuiickoit denepaunn» [DnekTpoHHbIH pecype]: — Pexum
noctyna: https:/fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-bezopasnosti-kii/285-
zakony/1610-fed eralnyj-zakon-ot-26-iyulya-2017-g-n-187-1z.

4. Ilocranosnenue [IpaButenbcrea PO Ne 162 ot 17.02.2018 r. «O0 yTBepxkaenuu IIpasun
OCYILECTBIICHHUS TOCYNapCTBEHHOTO KOHTPOJS B 00jacTu obecriedeHrsi 0€30MaCHOCTH 3HAYMMBIX
00BEKTOB ~ KpuUTHUecKoW HH(popManmoHHOH uHOpacTpykTypsl Poccuiickoit ~ deneparum»
[OneKTpOHHBII pecypc]: — Pexum JOCTYyIIA:
http://www.consultant.ru/document/cons_doc LAW 291398 .

5. Ilpuka3 ®enepanabHON CIy*kObl 10 TEXHUYECKOMY U 3KCIOPTHOMY KOHTposto Ne 227 ot
06.12.2017 1. «O0 ytBepxkaeuun Ilopsinka BeneHus peecTpa 3HAYUMBIX OOBEKTOB KPUTHYECKOMN
nH(popMalnoHHON nHGpacTpykTypsl Poccuiickoit denepanum» [DnekTpoHHbIi pecype]: — Pexum
noctyma: https://rg.ru/2018/02/13/fstek-prikaz-227-site-dok.html .

6. JaBbimoBa, E. M. Opranuzanus 3amiuTbl OOBEKTOB KPUTHUECKOH HH(OPMALMOHHOU
UHPPACTPYKTYphl: YdueOHO-MeToanueckoe nocodue [DnexktponHslil pecype] / E. M. [laBbifioBa, A.
I0. Sxumyk. — Tomck: TYCVYP, 2022. — 20 c. [OnextpoHHbI pecypce]: — Pexum gocrymna:
https://edu.tusur.ru/publications/10003.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
MMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa IIK, OK Kpurepum onenku
pe3yJabTarta @DopMBbI KOHTPOJISI U METOAbI
(moka3zaTesi 0CBOEHHOCTH OlIeHKH
KOMIIeTeHIII)
I[IK 5.1 VYwuyactBoBath B | YuacTByeT B OLIEGHKEe KaudecTBa | TecTupoBaHue,
pa3paboTKe W BHEIPEHUH | 3alTUTHI 00BEKTa 9K3aMeH KBaTHU(PHUKAIIHOHHEIH,
IIporpamMm u MCTOIHUK praBHfICT 3aIATON JKCIEPTHOE H36HIOI[6HI/IG
OpraHu3alun 3amuTel | MHQOopManMu Ha  OOBEKTAX | pLimonueHms abOPATOPHBIX
nHpOpMaIuy Ha 00bEKTE | MHPOPMATH3AIIH pabor,
ITposozur aymMT | sxcnepTHOE HaOJII0JICHUE
SANAMERHOCTH  HEQOpMAIlHH BBITIOJTHEHHS MPAKTHYECKUX
Ha 00BeKTe HHPOPMATH3AUT pabor
Brenpsier  opraHuzanuoHHBIC ’

MepBl 10 3aIuTe HH()OPMAIHN
Ha 00beKTe NH(POPMATHIAIIH

OIICHKA PEIICHUS] CHUTYAI[HOHHBIX
3ajad,

OLICHKA IpoIlecca U Pe3yJIbTaTOB
BBIMIOJIHEHHUST BHJOB paboT Ha

NPaKTHKE
[NK 5.2 OcymectBuars | I'otoBUT opranu3anuonuele | TectupoBanue,
IUTaHUPOBAHNE U | JOKYMEHTHI, 9K3aMEH KBaJIM(PUKALMOHHBIH,
OpraHu3alvio BBIITOJIHEHUA | PETIIAMEHTHUPYIOIINE pa60Ty 10 SKCIIEPTHOE Ha6HIOI[eHI/Ie
MEpPONPHUATUH MO 3alIMTe | 3amuTe HHpopManuu BEIIONHEHHS 11aGOPATOPHBIX
nH(pOpMaITuu Benér  yuer, 00paboTKy, pa6ot
b
XpaHCHHC, Tepeaaty, | sxemepraoe HabmoieHNe
UCTIOJIb30BaHKe Pa3IUIHBIX
N _ | BBINOJHEHUS MPaKTHYECKUX
HOCHTEJICH KOH(UICHIIHAIBHOM pabor
UH(pOpMALIUK ’
OLIGHKA PELICHUs] CUTYAL[HOHHBIX
Pa3pabarbiBaeT
3ajad,
OpraHU3alMOHHO-

pacnnopAaauTCIbHBIC JOKYMCHTDBI
IO 3aIuTe I/IH(I)OpMaLII/II/I Ha

OLICHKA IpoIlecca U Pe3yJbTaTOB
BBIMIOJIHEHHST BHJOB paboT Ha

00BEKTaX 3aIUTEI HIPAKTHKC
[NIK 5.3 Brsaate u | [IpoBoaut ananus yszsumoctei | TectupoBanue,
AHAJIM3UPOBATH CHUCTCMBI 3alIUThI I/IH(bOpMaIII/II/I AK3aMEH KBaJ]I/I(bI/IKaHI/IOHHLII‘/'I,
BO3MOXKHBIC YI'pO3bL Onpe)len;leT IIPUYNHBI JKCIEPTHOE Ha6J'IIO,I[CHI/Ie
“HGOPMAIMOHHOM BO3HMKHOBEHUS YTPO3 | BLIMOIHEHHS 1aBOPATOPHBIX
0e301acHOCTH 00BEKTOB Oe3omacHOCTH pa6or,

Haxomut ys3BUMOCTH CHUCTEMBI JKCITIEPTHOE HaGITIONCHHE

aIUThI HHQOpPMAITIH

saim (opmart BBITTOJTHEHHS MPAKTHYECKUX

PaspabareiBacT™MOeT  yTpo3 paBor

MOJIENH yrpos o0BeKTa ’

OIICHKA PEIICHUS CUTYaIlHOHHBIX
WHPOpPMAaTH3AINN

3a/ad4,
OIICHKa Tpolecca U Pe3yJbTaToB
BBITIOJIHCHHUSI BHJIOB palbOT Ha

MIPaKTHKE
OK 09 TIlonw3oBatees | [lonuMaer TekcTel Ha 0a3oBeie | TecTmpoBaHue,
npodecCuoHaTbHON npodeccuoHaNbHBIC TEMBI, | SK3aMeH KBaJTM(PHUKAITMOHHBIH,
JIOKYMCHTALHCH Ha | yyacTByeT B JMaJorax Ha

pohecCHOHAIbHBIC TEMbI
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rOCy/IapCTBEHHOM
HMHOCTPAaHHOM $SI3BIKAX

00OCHOBBIBAET U  OOBSICHSIET
CBOM JICHCTBUSI, IUIIET IPOCTHIC
CBSI3HBIC COOOIICHUS Ha
pohecCuoHaIbHBIE TEMBI

AKCIEPTHOE HaOII0ACHHUE
BBITIOJTHCHHSI 1a00paTOPHBIX
pabor,

9KCIEPTHOE HabmroneHne
BBITIOJTHCHHSI MPAKTHYECKUX
pabor, OIICHKA perIeHIs

CUTyallUOHHBIX 3aJa4y,

OLICHKa IIponecca U peE3yIbTaTOB
BBIIIOJIHCHHA BHJIOB pa60T Ha
MMPAaKTHUKE
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