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1. OBIIASI XAPAKTEPUCTHUKA PABOYEM ITPOTPAMMBbBI
IMPOPECCHUOHAJIBHOI'O MO YJIA
IIM.01 DKCIIVIYATALIUSA ABTOMATU3UNPOBAHHBIX (MH®OPMAILIMOHHDbIX)
CUCTEM B 3BAIIMIIEHHOM UCIIOJIHEHUN»

1.1. Heap 1 MecTO NPO(hecCHOHAIBLHOI0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM
NPOrpaMMblI

Lenp Momyns:
(uHQOPMAIIMOHHBIX) CUCTEM B 3alIUIIIEHHOM HCIIOJIHEHUN.

[TpodeccronanbHbIl MOAYNb BKIIOYEH B 005S3aTENbHYIO YacTh MPOPECCHOHATBHOTO MUK
oOpa3oBatenbHOi mporpammbl 1o crenuainbHocTH  10.02.05 Obecnieyenne uHDOPMAITMOHHON

OCBOCHHE BHJA MOCATCIBHOCTH «OKCILIyaTalHus aBTOMAaTH3WPOBAHHBIX

0e301acHOCTH ABTOMATU3WPOBAHHBIX CUCTCM.

1.2. Ilnanupyemble pe3yabTAThl 0CBOEHHS MPO(ecCHOHATBLHOT0 MOIYJIs

PGSYJ'IBTB.TBI OCBOCHUA HpO(beCCI/IOHaJ'IBHOI‘O MOAyJid COOTHOCATCA C IUIaHUPYCEMbIMU

pe3yjibTaTaMu

OCBOCHHA

00pa3oBaTeNnbHON  MPOrPaMMBIL,

KoMMeTeHIH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesysbrare ocBoeHuUs POdEeCcCHOHATBHOTO MOTYJIsSE 00YYarOIIUNCS JTOJKEH:

npeacTaBJICHHbBIMA B

MaTpune

KOH(UTYpUPOBATH, IIPOU3BOIUTH
MOHTaXX JHArHOCTHKY U
ycTpanats HeucnpasHoctu KC
— Paborarts ¢ cereBBIMU
IIPOTOKOJIAMH Pa3HBIX yPOBHEH
— OcyuiecTBasTh
KOH(UTYypUpOBaHHE

— BbInosHATE HACTPONKY
KOMIIOHEHT CHCTEM 3aIlUTHI
nHpOpPMaIUH
aBTOMAaTH3UPOBAHHBIX CHCTEM
— IIpou3BOANTH YCTAHOBKY,
a/lanTalyio U CONPOBOXKACHHUE
TUIIOBOT'O MPOrPaMMHOI0
obecreyeHust, BXOIAIIETO B
COCTaB CUCTEM 3alIUTHI
nndopmanuun AC

KOMITBIOTEPHBIX CeTel U MX
anmapaTHbIX

— CerteBbBIX MOJEIIEH

— IIpoTokoJi0B ¥ IPUHIMIIOB
azipecanuu

Koa OK,
K Ymers 3HaTh Buagerh HaBBIKAMH
OK.05 — TPaMOTHO U3JIaraTh CBOM — mpaBuiIa opopMIICHUS
MBICJIU 1 OQOPMIISITH IOKYMEHTBI | JIOKYMEHTOB
1o po(heCCHOHANIbHOM TEMAaTHKE | — IPaBUIIA TOCTPOCHUS YCTHBIX
Ha rOCy/IapCTBEHHOM SI3BIKE coo0IIeHNH
— TPOSIBJIATH TOJIEPAHTHOCTH B — 0COOEHHOCTH COLMAIIBHOTO U
paboueM KOJUIEKTHBE KYJIBTYPHOTO KOHTEKCTa
I[IK 1.1. | — BrmmonHATH — CocTaB 1 NPUHIUIIBI PAOOTHI — VYcraHaBnMBaTh KOMIIOHEHTHI
KOH(UTYypUpOBaHHE ABTOMATH3MPOBAHHBIX CUCTEM, CHCTEMBI 3aIIUTHl HHPOPMAINU
— Hacrpausats OTIEPAIIMOHHBIX CHCTEM H CPej ABTOMATH3MPOBAHHBIX
aBTOMAaTH3UPOBaHHBIE cuCTeMbl B | — [IpuHImme! paspabotku (MH(pOPMAIIMOHHBIX) CHCTEM
3aIIMIIEHHOM UCIIOJIHEHUN ITOPUTMOB IIPOTPaMM, — HacTpanBaTh KOMITIOHEHTHI
— Ilpon3BOIUTH KOMIIOHEHT OCHOBHBIX IPHEMOB CHCTEMBI 3aIIUTHl HHPOPMAINH
CHCTEM 3aIIUTHl HHPOPMAIUU nporpamMMmupoBaHust Mozgenn 6a3 | aBTOMaTH3NpOBaHHBIX
aBTOMAaTHU3UPOBAHHBIX CUCTEM JTaHHBIX (nHpOPMAITMOHHBIX) CUCTEM
— IIpuHnune! nocTpoeHus,
(hn3nvecKre OCHOBEI PabOTHI
nepuepuiHBIX yCTPOHCTB
[IK 1.2. | — OpraHu3oBbIBaTh, — Teopernueckne OCHOBBI — AJIMHHUCTPUPOBATH

ABTOMATU3UPOBAHHBIC CUCTEMA
B 3aIIUIIICHHOM HCIIOJIHCHUU




IIK 1.3. | — HacTpauBaTb HEHMCIIPaBHOCTH
MIPOTrPaMMHO-aINAaPaTHBIX
CPEACTB 3aMNTH HHPOPMAINH B
KOMITBIOTEPHBIX CETSIX IO
3anaHHbIM [IpaBunam

— VYcrpaHaTh HEUCIPABHOCTH
IIPOrpaMMHO-aIIapaTHbIX
CPEACTB 3alKTHl HHPOPMAIUH B
KOMIBIOTEPHBIX CETAX 110
3agaHHbIM [IpaBunam

— Tlopsiox ycTaHOBKHU CPEICTB
3aIuTH HHQOPMAINH B
KOMITBIOTEPHBIX CETAX

— BBgog B skcrutyaTanuo
CPEICTB 3alIUTH MHPOPMALINH B
KOMITBIOTEPHBIX CETAX

— BBINOIHATE 3KCIUTyaTanuio
KOMIIOHEGHTOB CHCTEM 3aIlHThI
nHPOPMALNH

ABTOMaTU3MPOBAHHBIX CHCTEM

K 1.4. | — O6ecneunBath
PpaboTOCIOCOOHOCTH

— OOHapyXuBaTh
HEHCIPAaBHOCTH

— VYcTpaHaTh HEMCIPABHOCTH

— IIpuHIMIIBI OCHOBHBIX
METOJI0B OpPraHU3alNU

— IlpoBeneHust TEXHUYECKOTO
00CITy’)KMBaHMSI BEIYACIUTETEHON
TEXHUKHU U JPYTUX TEXHUUECKUX
CpencTB HHPOPMATH3AITUI

— BBINONHATH AMATHOCTHKY
KOMITOHEHTOB CHCTEM 3aIlUThI
nHPOPMALTNH
aBTOMATH3MPOBAHHBIX CHCTEM
— YcTpaHATh OTKa3bl
paboTocmocoOHOCTH
ABTOMATH3MPOBAHHBIX
(mH(pOPMAITOHHBIX) CHCTEM B
3alIMIIEHHOM UCIIOJHEHUH

— BoccranasnuBath
paboTOCIOCOOHOCTH
aBTOMATH3HUPOBAHHBIX
(MH(pOPMAaIMOHHBIX) CUCTEM B
3aIIMIIEHHOM UCIIOJHEHUH

2. CTPYKTYPA U COAEPKAHUE TPO®PECCHUOHAJIBHOI'O MOAYJIA

2.1. TpynoeMKOCTb OCBOCHHUSI MOAYJIAA

B 1.4. B popme

HaumeHoBaHue cOCTaBHBIX YacTeld MOAYJIA O0bem B yacax NPaKTHYeCKOi
MOJArOTOBKH

Y4eOHble 3aHATHS 424 316
KypcoBas pabora (IIpoexT) - -
CamocrosTenbHas pabora 36
IIpakTuka, B T.4.: 204 204
yueOHast 84 84
IIPOU3BOACTBEHHAs 120 120
[TpomexyTouHas arTecTanus, B TOM YHCIIE: 6
MJIK 01.01 6 ¢hopme sx3amena 6
MK 01.02. 6 hopme 3x3amena 6
MJIK 01.04. 6 hopme s3x3amena 6
MJIK 01.05. 6 hopme sx3amena 12
1IM 01
Bcero 700 520

2.2. CTpykTypa npo¢ecCHOHATBHOT0 MOAYJIsl
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OK 05; TIK 1.1. Pasnen 1 OnepannoHHbie
IK 1.2. TIK 1.3. CHCTEMBI 130 80 | 130 | 116| - | 8 | 6
MK 1.4.1IK 1.5
OK 05; TIK 1.1. Pasnen 2 ba3el nanHbIX
K 1.2. TIK 1.3. 82 48 82 68 - 6 6
MK 1.4.1IK 1.5
OK 05; TIK 1.1. Pa3nen 3 Cetu 1 cuCTEMBI
MK 1.4.1IK 1.5
OK 05;IIK 1.1. Pa3zpen 4 Dxcrtyaranus
HK 1.2. 1IK 1.3. aBTOMATH3UPOBAHHBIX
K 1.4. 1K 1.5 (MHGbOPMAITHOHHEIX) 100 | 70 | 100 | 88 | - | 6 |6
CHCTEM B 3aIUIIICHHOM
HCTIOTHEHUH
OK 05; TIK 1.1. Pa3nen 5 Dkcmyararnms
TIK 1.2. TIK 1.3. KOMITBIOTEPHBIX ceren 100 70 100 88 - 6 6
MK 1.4.TIK 1.5
YyeOHas IpaKTHKa 84 84 84
II
POM3BOICTBEHHASN 120 120 e
NpaKTHKa
ITpomexyTouHast 1 2
arTecTarnus
Bcezo: 700 | 520 | 484 [ 424 | - | 36 | 36|84 120




2.3. Conepxanue npogeccuoHaJILHOT0 MORYJISI

HaumenoBanue Oo0beM, akag. 4/ B
pa3fiesioB U TeM TOM YHUCJIe
HpOhecCHOHANBHOTO Conep:xanue yueOHOro MaTepuaa, B dopme
monyas (TIM), JadopaTopHble padoThI M NPAKTHYECKHE 3AHATHS, CAMOCTOATEIbHAN YUeOHast npaKTHIeCKOi Kon IIK, OK
padoTa odyualommxcs, KypcoBasi padora (poeKT
MEKAMCIUTIIMHAPHBIX MOJArOTOBKH,
KypcoB (MJIK) akai. 4
1 2 3 4
Paznes 1 mogyns. OnepanuoHHbIe CHCTEMBI 130/80
MJK.01.01 130/80
Tema 1.1. OcHOBEI Conep:xxanue 8
TEOPUU ONEPAITOHHBIX Onpenenenre onepaloHHON cucteMbl. OCHOBHBIE NOHATHA. VIcTOpUs pa3BUTHS 2 OK 05 IIK1.1.
CUCTEM ONEPALMOHHBIX CUCTEM. K 1.2. TIK 1.3.
Bunst onepanmonnbix cucteM. Kitaccudukaiust onepannoHHBIX CUCTEM 110 pa3HbIM 2 IIK 1.4
npuszHakaMm. OnepalroHHas cucTeMa Kak HHTepdeiic Mex 1y IporpaMMHbBIM U
anmapatHbIM obecnieueHreM. CHCTEeMHBIE BBI3OBBL.
B ToM umciie npakTHYeCKUX 3aHATHI U 1a00pPaTOPHBIX padoT 2
Uccnenopanue nporecca 3arpy3ku OC
B Tom unciie camocTosiTeqIbHAsA pa0oTa 00y4ar0INXCH 5
HccnenoBanus B 06JaCTH ONEPAllOHHBIX CUCTEM
Tema 1.2. MammunHO- Coaepxanue 16
3aBHCHMBIE U MAIIMHHO- 3arpy3unk OC. Mannmanu3anus anmnapatHbeix cpeacts. [porecce 3arpy3ku OC. ) OK 05 TIK1.1.
HE3aBUCHMBIE CBOMCTBA Iepenocumocte OC. MammnHO-3aBucuMble Moayn OC K 1.2. 1IK 1.3.
OIICPAIMOHHBIX CHCTEM 3agaun OC 1o ynpaBieHUIO ONEPALMUSIMHU BBOA-BbIBOAA. MHOTOCIOWHAA MOJEIb ) TIK 1.4
MOJICUCTEMBI BBOAa-BbIBOAA. JpaliBepsl. [loiepskka onepainii BBOJia-BbIBOJIA.
B ToM unciie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 12
Buptyansasie Mamunbl. Coznanue, Mogudukanus, padora 2
YcranoBka OC 2
Co3panue U U3y4eHUe CTPYKTYPbI Pa3/ieoB KECTKOTO TUCKa 2
Pabota ¢ daiinamu. Paiinosas cucrema. Bunsr daiinosbeix cucrem. dusndeckas 2
opranuszauys ¢aiiaoBoi cucremsl. Tunsl ¢ainos
daiinoBbIC ONIepalMy, KOHTPOJIb JOCTyNA K (aiiiam 4
Tema 1.3. MonynbHas Copepxanne 8
CTPYKTYpa ONEPAlMOHHBIX | DK30s1p0. Mojaens KineHT-ceppep. PaboTa B pexxume monp3oBaTest. PaboTa B 2 OK 05 TIK 1.1.
CUCTEM, IIPOCTPAHCTBO KOHCOJILHOM pexkume. OO0I0YKH ONepalMOHHBIX CUCTEM. K 1.2. TIK 1.3.
MOJIL30BAaTENS B TOM YHciIe NPaKTHYECKUX 3aHSATHI U J1a00PATOPHBIX padoT 6 MK 1.4
Hactpoiika nmapameTpoB paboyeii cpeapl MoJb30BaTENs 2




Nzydenre ocHOBHBIX KOMaH/ I paboThI ¢ (haifioBoil cucTeMOl B KOHCOJIBHOM 4
peKUMe
Tema 1.4. YpaBnenue Copepxanne 6
MTaMATHIO OcHoBHOe ympaBieHue namsaTeio. [logkauka. BupTyanpHas mamMsaTe. AJTOPUTMBI 2 OK 05 TIK1.1.
3aMEIICHSI CTPAHHIT IIK 1.2. TIK 1.3.
B ToM unciie IpakKTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT [IK 1.4
MOHUTOPHHT 32 UCIIOIB30BaHUEM MaMSITH
PazpaboTka cuctem co CTpaHMYHOI OpraHu3anuel naMsTi. Bompocsl peann3anuy. )
CerMeHTanus MaMsITH
Tema 1.5. Yopasienue Coaep:xanue 10
IIPOLIECCAMH, [Tonsitue npouecca. Ilonsrue notoka. [loHarue npuopuTeTa U 0Uepeau NPOLECCOB, 2 OK 05 IIK1.1.
MHOT'OITPOLIECCOPHBIE 0COOEHHOCTH MHOTOTIPOLIECCOPHBIX CUCTEM. K 1.2. TIK 1.3.
CUCTEMBIL Mesxmnpoueccoproe B3aumoeirictsue [loHsTie B3anMo0I0KHPOBKH. Pecypchl, 2 IIK 1.4
00HapyXeHHE B3aUMOOJIOKHPOBOK
B ToM uMciie NpaKTHYEeCKHUX 3aHATHI M J1a00pPaTOPHBIX padoT 6
YnpaBieHue npoieccaMu 2
HaburoieHue 3a CIOJIb30BAaHUEM PECYPCOB CHCTEMBI 2
N3beranne B3anMob10KrpoBoK. [IpemoTBpanienrne B3anMoOI0OKHPOBOK 2
Tema 1.6. Bupryanuzanus | Cogepaxanue 15
1 00JIa4HBIE TEXHOJIOTUH TpeOoBanus, mpuMeHseMbIe K BUpTyaIn3anuu. [ unepsuzopsl. TexHonoruu 2 OK 05 TIK1.1.
3bGEKTUBHON BUPTYaTH3aUU K 1.2. TIK 1.3.
Buptyanuszanus namstu. BupTtyanusauus BBoga-BeiBoAa. BupTyalibHble ycTpoiicTBa 2 I[IK 1.4
B ToM unciie npaKkTHYECKUX 3aHATHIA M J1a00paTOPHBIX padoT 10
YcraHoBKa U HacTpo¥Ka ceTeBbIX napamerpoB VMware Workstation 2
Co3nanue 1 HacTpolika BUPTyaibHOM Maiael B VMware Workstation. M3menenue 2
KOH(QUTYpaluu BUPTYATbHO MAIITHHEI
YcraHnoBka, HacTpoiika u 3anmyck Oracle VirtualBox 2
Ycranoska u 3anyck rocreBoii OC B BM Oracle VirtualBox 2
Hcnonp3oBanue 00auHbIX TeXHOJOrHH. [IpermMyIiiecTBa HCIOIb30BaHUs 001aKOB 2
B ToM unciie camocToATebLHAA padoTa 00y4yaronuXcA 1
Co3pmanue BUpPTyalbHOI MaliuHbl. McciegoBanus B 00JacTH BUPTYaIH3alUul U 00JaKOB
Tema 1.7. [IpuHUIHIIEI Copepxanne 19
MTOCTPOEHUS 3aITUThI [onste 6e3onacaoctn OC. Knaccudukanus yrpo3 OC 2 OK 05 TIK1.1.
UH(pOpMAIUK B HcTtounuku yrpo3 HHPOPMAIMOHHOM 6€30MacHOCTH M 00BEKTHI BO3JICHCTBHSI 2 K 1.2. TIK 1.3.
ONEPALMOHHBIX CUCTEMAX | B TOM 4mc/ie MPAKTHYECKHX 3aHATHIA 1 J1a00pPaTOPHBIX padoT 14 MK 1.4
VYnpaBneHue yueTHbBIMHU 3aIMCAMH MIOJIb30BATENIEH M JOCTYIIOM K pecypcam 2




9

Nzyuenne cnocoboB ayrenTudukanuu noms3zoBateneit B OC Windows. Hactpoiika OC
Windows u1s peain3aiiiy HOJIUTHKHU MAapOJIbHON 3aIIUTHI

[ImanupoBaHue U HACTPOIKA MOJUTUKU ayanuTa pecypcoB U coObituii B OC Windows

YrpasieHue KypHaIOM 0e30MaCHOCTH

W3ydeHre mTaTHRIX CPENCTB 3aUTH HHOOPMAITMHI B ONEPAIMOHHBIX CHCTEMaX

ApXI/IBaHI/Iﬂ 1 BOCCTAHOBJICHHUC JAaHHBIX

VYcTaHOBKa 1 HACTpOWKa aHTUBHPYCHBIX ITporpammM. M3ydeHne npuHIUIIOB
JUAarHOCTUKH aHTHBUPYCHOM 3aIlUTHI

NN N[N

B ToM unciie camocTosTeIbHAA padoTa 00y4YaOUIUXCH
Amnanus xxypHana ayauta OC

Tema 1.8. Onepannonnsie
cucteMbl UNIX, Linux u
MacOS, Android

Conep:xanue

22

0630p cucremsr Linux. [Iponeccr B cucteme Linux. YmpaBieHrne namsThiO B
Linux. Bog-eiBox B cucteme Linux. ®aiinoBas cucrema UNIX.

OnepalliOHHBIE CUCTEMbI OTEYECTBEHHBIX KoMIianuii: Astra Linux, Pex OC

[\

B Tom unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

o
=)}

Hactpoiika nosnp3oBarensckoro untepderica PEJ] OC

Peanuzauus cucremubix HacTpoek PEJI OC

Pabora ¢ markamu u Qaitnamu, cpencTBaMu MyJIbTUMEANa U KoMMyHuKausmu B PEJ]
oC

Pabora B CLI OC Linux

Pasrpanuuenue npaB 10CTyma

O6ecneueHune HCJIOCTHOCTHU U JOCTYITHOCTH JAaHHBIX

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
Amnann3 BO3MOXKHOCTEH 0T€UECTBEHHBIX OIICPAIMOHHBLIX CUCTEM

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 1.9. OneparmorHas
cucrema Windows

Conep:xanue

Crpyxkrypa cucremsl. [Iponieccel u motoxu B Windows. Ynpasnenue naMsateio. Beoa-
BEIBOJ B Windows.

NEA DN NN N (NN

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

(9]

YcraHoBka u iepBuYHast Hactpoiika Windows.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 1.10. CepBepHbie
OIEepaIiOHHBIE CUCTEMBI

Conep:xanue

12

OcnoBHoe HazHaueHue cepBepHbIx OC. OcobenHocTu cepBepHbIx OC.
Pacripenenentsie (haiiioBble CHCTEMBI.

B ToM unciie npakTHYeCKUX 3aHATHI M 1a00PaTOPHBIX PadoT

Pabota c cereBoii (aiisIoBOI CHCTEMOH.

AN

Pabota ¢ cepsepHoii OC, Hanpumep, AltLinux.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4
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B ToM unciie camocTosTe/IbHAA padoTa 00y4YaOUIUXCH

UzyueHne aHamUTHYECKUX 0030pOB B 00JIACTH IOCTPOCHUS CUCTEM 0E30IaCHOCTH 2
OTIePAIIOHHBIX CHCTEM
00606menne Tem MJIK 4
IIpomexyTounas arrectamust mo MJIK.01.01 6
Paspnen 2. ba3bl 1aHHBIX 82/48
MJIK.01.02 ba3bl 1aHHBIX 82/48
Tema 2.1. OcHOBHEIE Conep:xxaHue 2
TIOHATHUS TEOpUHN 0a3 [TonsTre 6a3s1 manubx. KoMmmoneHTs! cuctemMsl bJ1: manHbIe, ammapaTHoe obecrieueHue, OK 05 TIK 1.1.
JaHHBIX. Mozieny JaHHBIX | MporpaMMHOE oOecTiedeHue, onbp30BaTend. OIHOMOIB30BATENLCKUE H K 1.2. TIK 1.3.
MHOTOTOJIB30BaTENLCKUE CUCTEMBI 0a3 AaHHBIX. IHTEerprpoBaHHbIe U 00IINE TaHHBIE. IIK 1.4
OOBEKTHI, CBOMCTBA, OTHOIIIECHHS. 1
Monenu nansabeix. Mepapxudeckue, CeTeBbIe U PESIIHOHHBIC MOJIETH OpTaHU3aIHN
JMaHHBIX. TepMUHOIOTHS PENIAIMOHHBIX Mojenel. Kimaccuukanus cynHoCcTe.
B ToM unciie camocTosTebHAA padoTa 00y4arOUUXCs
Lentpanu3oBanHOE yIpaBieHUE JaHHBIMU, OCHOBHBIE TPEOOBAHHUSL. 1
[octpensaunonnapie MoaenH MaHHBIX. J{BeHamaTh npasmi Koana miis onpeneneHus
KOHIENIIMH PEIISIIUOHHON MOMIEIIH.
Tema 2.2. OCHOBEI Conep:xanue 3
PEISLIMOHHON anreOphl OCHOBBI pesIMOHHON anreOphl. TpaguIMoHHbBIE Onepaui Ha/l OTHOIICHUSIMU. OK 05 TIK 1.1.
CreunanbHble Onepanuu Hajl OTHOWEHUsAIMU. Onepatuy HaJl OTHOIICHUSIMU 1 IIK 1.2. TIK 1.3.
JIOTIOJIHEHHEIE [[eToM. IIK 1.4
B ToM uncsie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT 2
TpaaunoHHBIE ONIEpaIiy HaJl OTHOIICHUSIMHU )
CrienuasibHBIE OTIepaIy HaJl OTHOIICHUSIMHU
Tema 2.3. bazoBsle Copepxanne 1
MIOHATUSA U bazoseie nonsitus CYB/l. OcHoBHBIE QyHKINH, peanuzyemble B CYB/l. OcHoBHBIE OK 05 IIK1.1.
Kiaccu(uKaIys CucTeM komnoHeHTsl CYB/] u ux B3anmopeiicrue. Marepdetic CYB/I. S3bikoBbie cpencTaa 1 K 1.2. TIK 1.3.
ynpasieHus 6azamu CYBA. Knaccudurkanusi CYB/I. CpaBaurensHas xapaktepuctuka CYB/L. [IK 1.4
JaHHBIX 3unakomctBo ¢ CYBJI SQL Server Management Studio
Tema 2.4. Conep:xxanue 2
IemocTHOCTE NaHHBIX Kak | B ToM uMciie caMmocTosTeIbHAsI padoTa 00yJyarInnxcs OK 05 TIK1.1.
KIII04YEBOE MOHATHE 0a3 [TonsTHE IENTOCTHOCTH U HEMPOTHBOPEUMBOCTH JAaHHBIX. [IpuMepsl HapyIIeHus 2 K 1.2. TIK 1.3.
JAHHBIX LIEJIOCTHOCTU U HEMPOTUBOPEUMBOCTH JaHHBIX. [IpaBuiia v orpaHuYeHuUsL. IIK 1.4
Tema 2.5. Conep:xaHue 3
HudopmaiinonHsie Tuns! uHGOPMAIIMOHHBIX MojeeH. JIornueckue MOAEIU TaHHBIX. PU3NYECKHE MOICIH 1 OK 05 TIK 1.1.
JAaHHBIX. IIK 1.2. IIK 1.3.
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MOJICIIH PEJIAIMOHHEIX 0a3 | B TOM 4YHC/Ie MPAKTHYECKUX 3aHATHII H J1a00PaTOPHBIX padoT 2 IIK 1.4
JAHHBIX [IpoexTrpoBane HHPOIOTHIECKON MOACTH JaHHBIX 2
Tema 2.6. Hopmanuzamus | Cogepaxanue 7
TaOJIUIL PESIIMOHHON Heo0OxomumocTs HOpManu3aui. AHOMaTUN BCTaBKH, yIaJIeHAS U OOHOBIICHHSL. 1 OK 05 IIK1.1.
0a3bl TaHHBIX. [IpuBeneHne TabIUITHI K TIEPBOH, BTOPOH M TPEThel HOPMaIBHBIM (popMam. K 1.2. TIK 1.3.
[TpoekTupoBanue cBsi3eii | B TOM 4Ymciie MPAKTHYECKHX 3aHSATHIL U JIA0OPaTOPHBIX padoT 4 K 1.4
MEKTy TaOIMLaMH. [IpoexTHpOBaHNE CTPYKTYPHI 0a3bl JAHHBIX 2
[IpuBenenne TabIUITHI K TIEPBOH, BTOPOH M TPETheH HOPMaIBHBIM (hopmMam. 2
B ToM unciie camocTosTeIbHAA padoTa 00y4YaOUIUXCH
HanpHelinias HopManuzanust Tabaun. YeTBepTast U msatasi HOpMalbHbIE (POPMBI. 2
[IpumeHeHue npouecca HOpMaTU3aIUH.
Tema 2.7. Cpenctsa Conep:xanue 7
aBTOMaTU3aluU CASE-cpenctsa, CASE-cucrema u CASE-rexnonorus. Knaccundukanus CASE- 1 OK 05 IIK1.1.
MIPOECKTUPOBAHUSL cpeacts. ['paduueckoe npeacrasieHne Mojenei npoekruposanus. UML. K 1.2. TIK 1.3.
B ToM unciie npakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT 6 IIK 1.4
[IpoexTupoBanue 6a3bl NaHHBIX ¢ ucnonb3oBanueM CASE-cpencTB — nuarpamMma >
CYLIHOCTb-CBSI3b
[IpoekTrpoBaHue 1uarpaMMbl IOTOKOB JTAHHBIX 2
[IpoexkTrpoBanue nuarpaMmsl IpeLeeHTOB HUCII0JIb30BaHUs. 2
Tema 2.8. Coznanue 6a3pl | Cogep:kaHue 4
JAHHBIX. Cosnmanue 0a3nl JaHHBIX. PaboTa ¢ TabaumaMu: co3anue TaOauIbl, U3MEHEHHUE OK 05 TIK1.1.
MaHnunynupoBaHue CTPYKTYPBI, HAITOJTHEHNE TAOIHIIBI JAHHBIMHU. Y TIpaBJICHHE 3aMUCSIMU: 100aBICeHUE, K 1.2. TIK 1.3.
JTAaHHBIMU. peAaKTHpOBaHKE, YaJICHUE U HaBuranus. PaboTa ¢ 02301 JaHHBIX: BOCCTAHOBIICHUE U 1 IIK 1.4
cxatue. KoManapl xpaHeHusi, 100aBIeHNS, peIaKTUPOBAHUS, yIAICHUS U
BOCCTaHOBJICHUS] TAaHHBIX.
B ToM unc/ie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 2
Cosnanue 6a3nl gannbix cpeacteamu CYB/I. Pabota ¢ Tabnumamu: gobasieHue, 5
penaKkTUPOBaHUE, yIAICHHE, HABUTALIUS 110 3aIUCSIM.
B ToM uncie camocTosiTebHAA padoTa 00y4arOmIAXCs 1
Otkpeitie u Moaudukalus JanHbeix. HaBuranms no Habopy JaHHBIX.
Tema 2.9. H1EKCHL Conep:xxanue 5
Cesasu Mexxay Tabmunamu. | IocnenoBatenbHbIi MOUCK JaHHBIX. COPTUPOBKA U DUIBTPAIIUS JAHHBIX. 1 OK 05 IIK1.1.
OObennHeHne TabIuIl WnnexcupoBanue Tabnui. Paznnunbie THIBI HHACKCHBIX (haitios. Paboune obnactu n K 1.2. TIK 1.3.
rnceBIOHUMEL. CBs13b Tabuui. O0beauHeHne Ta0uII. IIK 1.4
B ToM unc/ie npakTHYeCKUX 3aHATHII U J1a00paTOPHBIX padoT 4
Cosznanue B3auMOCBsI3el 2
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CopTHupoBKa, MMOUCK U (GUIBTPAIHS TaHHBIX
Crioco0bI 00be UHEHUS TAOJIHI]

Tema 2.10.
CTpyKTypHpOBaHHBIH
sI3BIK 3arpocoB SQL

Conep:xxanue

OO0mas XxapakTepUCTHKA SI3bIKa CTPYKTYpHUPOBaHHBIX 3ampocoB SQL. CTpyKTyps! u
Tunel qaHHbIX. CtanaapTel a3eika SQL. KomaH e onpeaeieHus TaHHBIX U
MaHUNYJUPOBAHUS TAHHBIMU.

B ToM unciie npakTHYeCKUX 3aHATHI B J1a00PATOPHBIX PadoT

Cozmanne 0a3bl TaHHBIX ¢ ToMoIIEI0 KoMadn SQL. PenaktupoBanue, BCTaBKa 1
yIaJeHue JaHHbBIX CpeCcTBaMH si3bika SQL

OK 05 IIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 2.11. Onepatopsl u
¢ynknuu s3pika SQL

Conep:kanue

Crpykrypa komanns! Select. YcnoBue Where. OniepaTops! 1 QyHKINN TPOBEPKH
ycnoBui. Jlornyeckue oneparopsl. I'pynmnossie QyHKiyn. OyHKIMN AATH 1 BpEMEHH.
CuMBOIIbHBIC (PYHKIIHH.

—

B TOoM umciie NpaKTHYECKHUX 3aHATHI M J1a00pPaTOPHBIX padoT

Co3anne U UCI0JIb30BaHNE 3a11poCOB

['pynnupoBka u arperupoBaHue JAHHBIX

KoppenupoBaHHbie BIOKEHHBIE 3aITPOCHI

Co3znaHue B 3ampocax BblYMCIgeMbIX nojieil. Mcnonb3oBaHue ycIoBUd

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 2.12.
ApPXUTEKTYpBI
pacnpeziesieHHbIX 0a3
JTAHHBIX

Copepxanue

ApPXUTEKTYpHI KIIHEHT/cepBep. JlOCTOMHCTBA U HEJJOCTATKH MOJICTIEH apXUTEKTYPhI
KITMEHT/CepBep U UX BIHsSHUE Ha pyHKIMOHUpoBaHue ceTeBbix CYB/I.
[IpoexTrpoBanue 6a3bl NaHHBIX 110 KOHKPETHYIO apXUTEKTYPY: KIHEHT-CEPBEp,
pacnpeiesieHHble 0a3bl JaHHBIX, MapajiesibHast 00padoTKa TaHHbIX.

— AN N[N

B ToM unciie npakTHYECKUX 3aHATHI U J1a00PATOPHBIX PadoT

praBJ’IeHI/Ie AOCTYIIOM K 00BeKTaM 0a3sl JaHHBIX

B Tom 4nciie camocTosATeIbHAs Pad0Ta 00y4aOIINXCH

OTnuuus ¥ NpeuMyIIEeCTBa yIAIEHHBIX 0a3 JaHHBIX OT JIOKAIBHBIX 0a3 TaHHBIX.
[Ipenmy1iecTBa, HETOCTATKN M MECTO TPUMEHEHUS IBYX3BEHHON U TPEX3BEHHON
APXHUTEKTYPBHI.

OK 05 TIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Tema 2.13. CepBepnas
4acTbh pacrpe/ieIeHHON
0a3nl JaHHBIX

Conep:xxanue

[Tnanuposanue u pa3pépreianue CYBJI s paboThl ¢ KIMEHTCKUMHU MPHIIOKEHUSIMHU

B ToM umciIe IpaKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT

YcranoBka CYB/l. Hactpotika komnonenToB CYB/I.

OK 05 TIIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Conep:xxaHue

N (N (N =W
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Tema 2.14. Kimuentckas [TnarupoBanme npunoxenuit. Opranu3anus HHTepdeiica ¢ Moab30BaTEICM. 1 OK 05 TIK 1.1.
4acTh PACIPEACICHHON 3HAaKOMCTBO ¢ MacTepaMH U KOHCTPYKTOPaMH IIPH NPOEKTUPOBAHUU (OPM U OTUETOB. K 1.2. TIK 1.3.
0a3bl TaHHBIX Tumel Merro. PaboTa ¢ MeHI0: co3nanue, MoaudUKaITis. IIK 1.4
B ToM unciie npakTHYeCKUX 3aHATHI M JJa00PATOPHBIX PadoT 6
Coznmanane hopm. Co3gaHue OTICTOB 2
Coznanue MeHI. ['eHeparnius, 3amyck. 2
[IpodunupoBanue 3anpocoB KIMEHTCKUX MPHIIOKCHUH. 2
Tema 2.15. Conep:xxaHue 5
ObecnieucHme Yrpossr ienoctaocti CYBJl. OcHOBHBIE BUBI M IPUYUHBI BOSHUKHOBEHHS YTPO3 1 OK 05 TIK1.1.
LIEJIOCTHOCTH, nenoctHoctd. CriocoObl mpoTuBoieiicTBus. [IpaBrna, orpaHnyeHusI. K 1.2. TIK 1.3.
JOCTOBEPHOCTH U ITonsTHe xpaHuMou npoueaypsl. JlOCTOMHCTBA U HELOCTATKU UCIIOJIb30BAHUS IIK 1.4
HENPOTUBOPEUYUBOCTH XpaHuMbIX npouenyp. [lonarue tpurrepa. S3bIk XpaHUMBIX IPOLIEAYP U TPUITEPOB.
JTAHHBIX. Kackannpie Bo3feiicTBrs. YpaBieHre TPaH3aKIKIMHU M K3IIHPOBaHUE MaMsTH.
B ToM unciie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 4
Pa3paboTka XpaHUMBIX MTPOLIETYP 2
Paspabotka Tpurrepos. Co3ganne npeacTaBIeHUI 2
Tema 2.16. [lepexsar Conep:xanue 2
HCKJIFOUMUTEIIbHBIX B ToM unciie camocTonTebHAA padoTa 00y4arOIUXCs OK 05 TIK1.1.
cUTyaruii u oopaboTka IToHsITHE UCKITFOUUTENBHON CUTYyalluu. MATKUI U )KECTKUM BBIXOJ U3 UCKIOUYNUTEIbHON IIK 1.2. TIK 1.3.
OIIHOO0K cuTyanu. MecTo BOSHUKHOBEHUS UCKIIIOUUTEIbHOU cutyauu. Onpenenenue 1 IIK 1.4
XapaxTepa OIMOKHY, BbI3BABIICH HCKIIOYUTENBHYIO CUTYaLHUIO.
Tema 2.17. MexaHu3MBbI Copepxanue 3
3amuUTHl THPOPMAIIHH B Cpencra uaenTudukanuu u ayrentudukanun. Oomue ceenenus. Oprannsanus OK 05 TIK 1.1.
CUCTEMax YIpaBJICHU B3anmoeiictBust CYB/] u 6a3oBoii OC. Cpenctsa ynpasieHus 4ocTynoM. OCHOBHBIE K 1.2. TIK 1.3.
0a3aMu TaHHBIX MOHSTHSI: CyOBEKTHI U OOBEKTHI, TPYIIIBI MTOJIK30BATENEH, TPUBUIICTHH, POITH U 1 K 1.4
npeacTaBieHus. S3bIKOBbIE CPEACTBA pa3rpaHUUYECHNUs 10CcTyna. Buasl npuBuieruii:
MPUBUIIETHH 0€301acHOCTH U focTyna. Konnenus u peanuzanust MexaHu3Ma poJiei.
CootHomenue npas noctyna, onpenensiembix OC u CYB/I.
B ToM unc/ie npakTHYeCKUX 3aHATHII U J1a00pPaTOPHBIX padoT 2
VYnpasnenue mpaBaMu nocTyna K 06a3aM gaHHbIX. CpelcTBa 3amuThl MHGOPMALUHU B )
0a3ax JaHHBIX
Tema 2.18. Kommposanne | CogepxaHue 6
U TIEPEHOC JaHHBIX. Co3anue pe3epBHBIX KOHH Bcell 0a3bl JAHHBIX, XKYyPHAJIA TPAH3AKIIHHI, a TaKKe OK 05 TIK 1.1.
BoccTranoienue 1aHHBIX | OJJHOTO WM HECKOJIBKHX (paitioB win (aitnoBeix rpyn. [lapamtennsm oneparuii 1 K 1.2. TIK 1.3.
Moan(UKaUY JAHHBIX M KOMMPOBaHUS. THUIIBI pe3epBHOTO KOMUPOBAHUS. Y IIpaBIeHUE K 1.4
pe3epPBHBIMHU KOTIHSIMH.
B ToM 4nciie IpaKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT 4
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Ayt maHHbIX ¢ momontsio cpeactB CYB/] u Tpurrepon

PC3€pBHOC KOIMUPOBAHKUEC U BOCCTAHOBJICHUC 6a3 JaHHBIX

B ToM unciie camocTosiTebHAA padoTa 00y4arONIUXCs
ABTOMaTH3aLMs IPOLIECCOB KOMMPOoBaHusi. BoccraHOBNEHUE TaHHBIX

00606menne Tem MJIK

IIpome:xyTounast arrecranus mo M/IK.01.02

Paznes 3. CeTn M cucTeMbl epeaayn nHGpopManuu

72/48

MJIK.01.03 CeTn u cucTemMbl iepenadu nHGopManuu

72/48

Tema 3.1. OcHOBHEBIE
IIOHATHUA U onpez[eﬂeHmI

Conep:xaHue

12

Kiaccnduxkarus cuctem cBsa3u. COOOIIEHHs W CHTHATEL.

\]

Bunpl anekTpoHHBIX cUrHaNoB. CHeKTpaibHOE MpeCcTaBIeHIE CUTHAJIOB.

[Tapametpsl curHanoB. O0beM 1 HHPOPMAIIMOHHASI €MKOCTh CHTHATIA.

[\

B Tom uncsie npakTHYEeCKUX 3aAHATHH M J1a00pPaTOPHBIX PpadoT

OcobenHoctu pacnpoctpanenus OMB, npumenenue OMB

N3ydenue u pacuer mapaMeTpoB CUrHaIa

I/I3y‘-ICHI/IC BUJI0OB MOAYJIAINU CUT'HAJIOB

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 3.2. [IpuHUIHUIIEI
nepeaayr MHPOpPMaIu B
CeTAX U CHCTEMaXx CBS3H

Conep:xaHue

QN[N e

Hasznauenue u nmpuHIMIbI opranu3anuu cereil. Knaccudukanus cerei.
MHOroypOoBHEBBINA MOAXO.

ITporokon. Untepdeiic. Crex npoTokosoB. TerekoMMyHUKaIMOHHAS Cpeaa.

[\

B Tom uncsie npakTHYECKUX 3AHATHHA M J1a00PaTOPHBIX PadoT

I/I3y11eH1/Ie MIPUHIUIIOB MOCTPOCHUA TCIICKOMMYHUKAIIMOHHBIX ceTen

B Tom unciie camocTosiTeqIbHAS Pa00oTa 00y4aK0IINXCH
CemuypoBHEBast MOJEIb OSi

OK 05 TIK1.1.
MK 1.2. TIK 1.3.
I[IK 1.4

Tema 3.3. Tumnossie
KaHaJIbl nepez[aqn U Ux
XapaKTePUCTUKH

Conep:xanue

Kanan nepenaun. CeTeBoil TpaKT, IPYNIOBOM KaHAJ MepeadH.

B ToM umcie npakTHYeCKHX 3aHATHII 1 1a00paTOPHBIX padoT

Pacuer HpOHYCKHOﬁ CITOCOOHOCTH KaHAJIa CBSI3U

W3ydenne annapatypy HUGPOBBIX IIC3HOXPOHHBIX CHCTEM Iepeaadn

B ToM uncIe camocTosITeIbHAasI paﬁoTa oﬁyqaloumxca
prOIJ_IéHHaH CXEMa OpraHu3aluvy KaHajia

N (NN N NN

OK 05 TIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 3.4. Apxutekrypa u
MPUHIIMITEL PA0OTHI

Conep:xaHue

[N
N

CTpyKTypa 1 XapakTepucTHku cereil. CriocoObl KOMMYTAIIUH | MIEPelavd JaHHBIX.

Pacnpez[eneHI/Ie (byHKLU/Iﬁ 10 CUCTEMAM CCTH U aJipeCalivs IMaKCTOB

(\

OK 05 IIK1.1.
NK 1.2. TIK 1.3.
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COBpPEMEHHBIX ceTeil
nepeaadu JaHHBIX

[IpoToxoisl 1 MHTEPGEICH YITpaBIeHUs KaHAIAMH ¥ CETHIO TIepeIaydu TaHHBIX.

B ToM umcsie NpakKTHYeCKUX 3aHATHI 1 1a00pPaTOPHBIX padoT

N3ydeHue cTpyKTypbl CTAaHIApTOB

Kondwurypuposanne cereBoro natepderica pabouel cTaHINN

MapmpyTuzaius u yupaBieHne TOTOKaMH B CETAX CBSI3U

KondurypupoBanue cereBoro nanrepderica MapupytusaTopa mo npotokosy [P

Koppekuus npobiiem unTepdeiica MapmpyTu3aropa Ha QU3HYECKOM B KaHATEHOM
YpOBHE

NN N[N

JlnarHocTrka u paspelieHue npodieM CeTeBOr0 YPOBHs

JmarHoctrka u paspernieHne mpoOiIeM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS

Juarnoctuka u paspenieHue npo0i1eM IpOoTOKOIOB MPUKJIAIHOTO YPOBHS

B ToM 4ncie camocTosiTeIbHAs pa6oTa 00y4aI0IHXCS
Ilepeagpecanys NakeToB

[IK 1.4

Tema 3.5. becnpoBoaHbie
CHUCTCMBI I€pCaavIn
JaHHbIX

Conep:xxaHue

BecnpoBoanbie kaHais cBsi3u. becnpoBoansie cetn Wi-Fi. [lpenmyiectsa u o6mnactsb
[IPUMEHEHUS

OcHOBHBIE 3JIeMeHTHI OectipoBOHBIX ceTeil.. Texunomoruss WIMAX

NN N |

B ToM yMciie NTpaKTHUYECKUX 3aHSTHII U J1a00PaATOPHBIX padoT

H3yuenne cranaapToB OECIPOBOIHBIX ceTel

Hactpoiika Wi-Fi mapiipyrusaropa

NN |

Tema 3.6. CoToBEIE U
CIYTHUKOBBIC CUCTEMBI

Conep:xaHue

p—
(]

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

[Tpunnuiel GyHKUHOHUpPOBaHUS cucTeM cotoBoil cBa3u. Ctangaptel GSM u CDMA.

CHYTHI/IKOBHe CHUCTCMBbI IEpCAair NaHHBIX.

B ToMm unciie npakTUYEeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

YcTpolicTBa COTOBOM CBSI3U

YcTpolicTBa CITyTHHKOBOM CBSA3H

B Tom uncsie camocTosiTeqIbHAS PAa00Ta 00y4aKOINXCH
CoBpeMeHHbIe 6€CIIPOBOIHBIC CHCTEMBI

NSRSy N - SR I )

IIpome:xxyTounas arrecranus no MJIK.01.03 (nud3auer)

2

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Pa3)1e.11 4. :‘)KCl'lﬂyaTalll/lfl ABTOMATU3HPOBAHHLIX (HH(l)OpMal[I/IOHHI)IX) CHUCTEM B 3AIIMINCHHOM HMCITOJTHCHHUH

100/70

MJIK.01.04 DkcruryaTanus aBTOMATH3MPOBAHHBIX (MHGOPMALMOHHBIX) CHCTEM B 3allIMIEHHOM MCIIOJTHEHHH

100/70

Tema 4.1. OcHOBEI
MH(GOPMAITMOHHBIX CUCTEM
KakK 00bEKTa 3aILMTEI.

Conep:xanue

8

[lonsiTre aBTOMaTH3MpPOBaHHON (MHPOPMATMOHHOMN) crcTeMbl. OTINYATENbHbIE YePTHI
AHWC nanbosiee 4acToO UCHONB3YEMbIX KJIacCUPUKANUK: 110 MaciTaly, B 3aBUCUMOCTH
OT XapakTepa HHYOPMAIIMOHHBIX PECYPCOB, IO TEXHOIOTUU 00PaOOTKU NaHHBIX, 110
cnoco0y 10cTyna, B 3aBUCUMOCTH OT OPraHU3alUl CUCTEMBI, 110 XapakTepy

OK 05 TIIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4
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HCIIONB30BaHus HHpopManww, 1Mo cdepe npumeneHus. Tpedosanus k AVC: TrOKOCTS,
Ha/IKHOCTD, 9)(HEeKTUBHOCTD, 0€30MaCHOCTb.

B ToM 4mciie mpakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

Nzyuenne nporeccoB B AVIC: BBox, 00paboTKa, BEIBOJ, OOpaTHAS CBS3b

PaccmoTpenne npumepoB GyHKIMOHUPOBAHUS aBTOMAaTU3UPOBAHHBIX
nHpopmanuonusix cucteM (EI'AUC, Poccuiickas Topropas cucrema,
aBTOMATHU3MPOBaHHAS MH()OPMAIIMOHHAS CHCTEMa KOMIIAaHHUN)

B ToM unciie camocTosiTeSIbHAA padoTa 00y4YaOUIUXCA
[Ipumepsr obnacteit npumenernst AVIC. OCHOBHBIE 0COOEHHOCTH COBPEMEHHBIX
npoexToB AVC. DneKTpoHHBIH JOKyMEHTO000pOT

Tema 4.2. )Kusnennslii
LUK
ABTOMAaTHU3UPOBAaHHBIX
CHCTEM

Conep:xanue

[Tonstue xuznennoro mukina AVC. Ipouecce sxusnenHoro nukia AVC: ocCHOBHEIE,
BCIIOMOTaTeJIbHbIE, OpraHu3aloHHble. CTaauu )ku3HeHHoro uukia AUC:
MOJIETTUPOBaHIE, YIIPaBIeHUE TPEOOBAHUSIMHE, aHAIIN3 U IPOSKTUPOBAHIE, YCTAHOBKA H
conpoBokaenne. Monenu skxusHenHoro mukia AVC.

TpeboBaHus MO 3aIIMTE CBEACHUH O CO3/1aBaeMOil aBTOMaTH3HUPOBAHHOHN CHCTEME.

B ToM unciie npaKTHYECKUX 3aAHATHIA M J1a00paTOPHBIX padoT

Nzydenne TpeboBaHMi K aBTOMATU3UPOBAHHON CHCTEME B 3AIIUIIIEHHOM HCTIOTHEHUHN

3agauu u 3Tansl mpoekTrpoBaHus AC B 3alIUIIEHHOM HUCTIOTHEHUN

Pa3pa60TKa TEXHUYCCKOI'O 3a/laHUA Ha IPOCKTUPOBAHUC aBTOMaTPI3PIpOBaHHOI>i
CHUCTCMBI

[NCREE NSRS )

B Tom 4ncie camocTosATeIbHAs padoTa 00y4aroIuXcs

Mertoponoruu npoektupoBanusa. Opranuszanus padoT, GYHKLINH 3aKa34UKOB U
pa3paboTtunkoB. PaboThl Ha cTaaMsAX U 3Tanax co3AaHUs aBTOMAaTH3UPOBAHHBIX CUCTEM
B 3aIUIIIEHHOM HCIIOJTHEHHH.

OK 05 TIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Tema 4.3. Yrpo3ssl
0e30macHOCTH
nH(pOpMaIuu B
ABTOMAaTU3UPOBAHHBIX
cucTeMax

Conep:xanue

[TorenumanbHbie Yrpo3bl 0€30MaCHOCTH B aBTOMATU3UPOBAHHBIX cucTeMax. McTouHuKH
1 00BEKTHI BO3JIEHCTBHUS yrpo3 Oe3onacHocTr uHpopMmannu. Kpurepun knaccudukanum

yIpos3.

MeToapl OLIEHKH ONAaCHOCTH YIpo3. baHk TaHHBIX yrpo3 6e30macHocTH HHQOpMaLuu
[onsTe ys3BuMoctu yrpossl. Knaccudukanus ysa3suMocteil.

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

KareropupoBanue nHGOPMAIMOHHBIX PECYPCOB

Awnanus yrpo3 6e3onacaoct nHdopmanuu. ITocTpoeHre MOJIeNN yIpo3

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Conep:xanue

[0 NS SR
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Tema 4.4. OcHOBHEIE B ToM unciie mpakTHYeCKUX 3aHATHIA M J1a00paTOPHBIX PadoT 4 OK 05 TIK1.1.
MCPBI 3aIIUTEL WzyueHre HOpMAaTUBHO-TIPaBOBOW 0a3bl JUIs ONpeaeSiCHHs Mep 3alluThl HHPOpPMAaLuH B 1K 1.2. 1IK 1.3.
uH(OpMAIHHK B ABTOMAaTHU3WPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEMAaX B TPEOOBAHUN K HUM 4 1K 1.4
aBTOMAaTHU3HMPOBAHHBIX
CHCTEMAX B Tom uncie camocrosiTeJbHast padoTa 00y4arommxcs

OpraHu3anioHHbIe, IPaBOBbIE, IPOrpaMMHO-aIIapaTHbIe, KpunTorpaduyeckue, 1

TEXHUYECKUE MEpPbI 3aLIUThl HHPOPMAIIMH B aBTOMATU3UPOBAHHBIX CUCTEMAX.
Tema 4.5. Conepxxanne 1 | ComepsraHue 10
TIOpAA0K SKCILTyaTalliu 3amyTa MalIMHHBIX HOCUTeNel nHpopManuu. Peructpanus codbituii 6e30macHOCTH OK 05 TIK1.1.
AC B 3alIMIIEHHOM AnrtuBupycHas 3amuta. O6HapyKeHHe IPU3HAKOB HATMYMS BPEJIOHOCHOTO K 1.2. TIK 1.3.
VCTIOJTHCHIH IIPOrpaMMHOr0 0GecreyeHus. 5 1K 1.4

3amyTa TEXHUYECKUX CPECTB. 3alnTa MHPOPMAITHOHHON CUCTEMBI, €€ CPEACTB,

CHCTEM CBS3M U Iepeaayuul JaHHBIX. Pe3epBHOE KONMPOBAaHUE U BOCCTAHOBJICHUE

JAHHBIX.

B ToM yHc/Ie NpaKTHYECKUX 3aHSATHI U J1a00PaTOPHBIX padoT 8

KonTpons (arnanu3) 3amumienHoctr nHpopMarin. OdecredeHne eIOCTHOCTH

nH(GOPMAITMOHHON cucTeMbl U nH(popMarun. ObecriedeHne JOCTYITHOCTH HH(OPMAITHH 2

Unentnduxanms n ayreHTHdUKAIHS CyOBEKTOB OCTYTA U OOBEKTOB JOCTYTIA.

VYnpasieHue JOCTYNIOM CyOBEKTOB I0CTYTa K 00bEKTaM JOCTYyIa. 2

ComnpoBoXKJIcHHE aBTOMAaTH3UPOBaHHBIX CUCTEM. YTIpaBlieHHE PUCKAMH U MHIIUJICHTAMHU

yTpaBiieHus 0€30MacHOCTBIO. 2

Peanuzanus anTuBupycHo# 3anutel. OOHOBNICHNE 0a3 JaHHBIX IPU3HAKOB

BPEIOHOCHBIX KOMIIBIOTEPHBIX Nporpamm. OOHapyskeHHe (IPeJoTBPALICHHUE) 2

BTOPXKEHUM
Tema 4.6. 3ammra Conep:xanue 1
UH(OpMaLKH B MexaHu3MBI 1 METOJIBI 3alIUTHl HH(QOpMAIMK B pactpe/ielIeHHbIX OK 05 TIK1.1.
pacrpeneneHHbIX ABTOMATU3UPOBAHHBIX CUCTEMAaX. APXUTEKTYpa MEXaHU3MOB 3aIUTHI PACTIPEAECIICHHBIX 1 K 1.2. TIK 1.3.
aBTOMATU3UPOBAHHBIX aBTOMATHU3UPOBAHHBIX CHCTEM. AHAJIM3 U CHHTE3 CTPYKTYPHBIX M (yHKIIHOHATBHBIX K 1.4
cucTeMax CXEM 3aIUIEHHBIX aBTOMATH3UPOBAHHBIX HHPOPMAITHOHHBIX CHCTEM.
Tema 4.7. OcobenHOCTH Conep:xanue 7
pa3paboTKu O6mue TpedoBaHus MO 3aIIUTE IEPCOHANBHBIX AaHHBIX. COCcTaB U cofep KaHue OK 05 IIK1.1.
MH()OPMALIMOHHBIX CUCTEM | OPTraHU3AI[MOHHBIX  TEXHUYECKUX MEp 10 3alIUTe HHHOPMAIHOHHBIX CHCTEM K 1.2. TIK 1.3.
[IEPCOHAIIBHBIX JAHHBIX MEePCOHANBHBIX JaHHKIX. [TopsIok BEIOOpa Mep 1Mo obecriedeHn o 6€30acHOCTH 1 K 1.4

MEPCOHANBHBIX JaHHBIX. TpeOoBaHMs 1O 3aIIUTE NEPCOHAIBHBIX JaHHBIX, B

COOTBETCTBHHU C YPOBHEM 3aIUILEHHOCTH.

B ToM yHciIe NpaKTHYECKUX 3aHSATHI U J1a00PaTOPHBIX padoT 6
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Tpe60BaHI/I$[ 110 3a1IUTE NEPCOHAJIBHBIX JaHHBIX, B COOTBETCTBHUU C YPOBHEM

3aLUIIEHHOCTH 2

Omnpenenenus ypoBus 3amuiieaHoctu UCITIx 2

Br16op Mep no obecrieuenuto 6ezonacHoctr I1/[x 2
Tema 4.8. OcoberHocTr Conep:xxanue 6
3KCILTyaTaluu Ananmmn3 nHQOpMannOHHON HHAPACTPYKTYPHI ABTOMATH3UPOBAHHON CHCTEMBI U €€ OK 05 TIK1.1.
aBTOMATU3MPOBAHHBIX 0e30MacHOCTH. 1 K 1.2. TIK 1.3.
CUCTEM B 3aLUIIEHHOM MeToabl MOHUTOPHHTA U ayIUTa, BBISBICHUS YTPO3 HHPOPMAITMOHHOH 0€30MacHOCTH [IK 1.4
HUCIOJIHCHUH. ABTOMATU3UPOBAHHBIX CUCTEM.

B ToM unciie npakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT 4

Ananu3 nHQOpMAIIMOHHON UHPPACTPYKTYPhl aBTOMATU3UPOBAHHON CHCTEMBI H €€ )

0e30IacHOCTH.

MOHHTOPYHT U ayJUT, BEISBICHHE YIPO3 HHPOPMAIIMOHHON 0€30MTacCHOCTH )

ABTOMAaTU3HUPOBAHHBIX CHCTEM

B ToM unciie camocTodTebHAA padoTa 00ydaronuxcs

ConeprkaHre U OPAIOK BBITIONHEHSI paboT 110 3amuTe nHpopManuu npu 1

MOJICpHH3AINH aBTOMATH3UPOBAHHON CHCTEMBI B 3aIIUIICHHOM HFCTIOJTHEHUHN
Tema 4.9. Conep:xanue 5
AIMUHHUCTpHUpPOBAHNE 3amaun 1 GYHKIUK aJMHUHUCTPHUPOBAHUS aBTOMAaTH3UPOBAHHBIX CUCTEM. OK 05 TIK1.1.
aBTOMATU3UPOBAHHBIX ABTOMaTH3anys ynpasieHns ceTblo. Oprannzanus aIMIHUCTPUPOBAHUS 1 I[IK 1.2. TIK 1.3.
CUCTEM ABTOMAaTU3UPOBAHHBIX CUCTEM. I[IK 1.4

B ToM unciie npaKkTHYEeCKUX 3aHATHIA M J1a00paTOPHBIX padoT 4

YnupasneHue, TECTHPOBAHNE M IKCILTyaTaIlMsl aBTOMATH3HUPOBAHHBIX CHCTEM 2

MeTop1, CIOCOOBI U CpeicTBa 00ecTeYeHusT 0TKa30yCTONYNBOCTH )

ABTOMAaTU3HWPOBAHHBIX CHCTEM
Tema 4.10. Jlestensaocts | Comepixkanue 1
IepcoHaja o CogepskaHue U NOPAJOK ACSITEIbHOCTH NEPCOHANA [0 3KCIUTyaTaluu 3allUIICHHBIX OK 05 TIK 1.1.
3KCIUTyaTaluu ABTOMAaTU3UPOBAHHBIX CHCTEM M MOJICUCTEM 0€30IaCHOCTH aBTOMATH3UPOBAHHBIX I[IK 1.2. TIK 1.3.
ABTOMAaTU3UPOBAHHBIX cucreM. O0mIHe 0053aHHOCTH aIMHUHUCTPATOpa MHOOPMAIIMOHHOW 0€3011aCHOCTH 1 K 1.4
(nH(OpPMALIMOHHBIX) aBTOMATHU3HPOBAHHBIX CUCTEM.
CHCTEM B 3alIUIIEHHOM
VICTIOJTHEHHUH
Tema 4.11. 3amura ot Conep:xxanue 7
HECAaHKLIMOHUPOBAHHOT O OcnoBable npuanuikl 3amuTsl oT HCI. OcHoable criocoost HCl. OcHoBHBIE OK 05 TIK 1.1.
JOCTyTa K HHPOpPMAaIUH HanpasieHus obecrnieyenus 3amuThl oT HCIl. OcHOBHBIE XapaKTEePUCTUKU TEXHUIECKUX 1 K 1.2. TIK 1.3.

cpencts 3amuthl or HC/I. IIK 1.4

Tpebopanus 3anmmenHoctd CBT or HCJI k uadopmaiiuu
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B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PpadoT

Opranusarus pabot no 3amute ot HCJI

Knaccudukanus aBToMaTH3MPOBaHHBIX CUCTEM. TpeOoBaHuUs 0 3aluTe WHOPMAIHH
ot HCJI mnst AC

TpeboBanms K CpeaCTBAM 3alTUTHI, 00ECIICUNBAIOIINM OE30IIaCHOE B3aNMOICHCTBHE
ceteit OBM, AC mocpeicTBOM yIpaBiieHUS MEKCETEBBIMU MMOTOKaMH WH(GOPMAITUH, U
peaJin30BaHHBIX B BHjie MD

Tema 4.12. C3U ot HC/J],

Conep:xxaHue

14

Ha3HnadueHne n OCHOBHBIE BO3MOXKHOCTH CHCTEMBI 3aIIUTHI OT HECAHKIIMOHHPOBAHHOTO
JoCTyna. ApXUTEKTYpa U CpeACTBa YIPaBICHHUS.

VYnpasnenue ycrpoiictBamu. KoHTponb anmapaTHON KOHGUTYpaIii KOMITBIOTEpA.
NzbuparenpHOE pasrpaHUYeHNE JOCTYIIA K YCTPOHCTBAM.

Ob6ecrieueHne NEIOCTHOCTH WHGOPMAITMOHHOM CUCTEMBI B MH(OpMAITII

LenTpanu3oBaHHOE YIPABICHUE CUCTEMOM 3aIUTHI, ONIEPATUBHBIN MOHUTOPUHT U
ayuT 0€30IacHOCTH

B Tom unciie npakTUYeCKUX 3aHATHIA M J1a00PaTOPHBIX padoT

12

VYcranoBka u Hactpoiika C3U ot HCJ
3ammTa BX0Aa B cHCTeMY (MIeHTH(HKAITNSA U ayTeHTH(HUKAITUS T0JIb30BaTelIeH)

Pasrpannuenue noctyna K ycTpoicTBaM. YIpaBieHHUE IOCTYIIOM. YIpaBiieHHE
rpudamMu KOHQUACHIINATHHOCTH.

VYnpasieHue JOCTYIIOM ¥ KOHTPOJIb NledaTH KOHPUACHIINATbHON HHPOPMAIINH.
Hactpoiika MmexaHn3Ma MOJIHOMOYHOTO yIIpaBieHus AocTynoM. Mcnonabs3oBanue
MPUHTEPOB JJIs TeYaTH KOH(GUACHIIMATBHBIX IOKyMeHToB. KOHTpoJIb eyaTn

Hactpotiika peructpanmu coObITHH. YTIpaBieHHe PeXHUMOM MOTOKOB.

Hactpoiika cuctemsl Il 3a/1a4 ayauTa.

Hactpoiika KOHTpOIISI LETOCTHOCTH U 3aMKHYTOM POrPaMMHOM CpEJIbI.
LlenTpanu3oBaHHOE yIpaBICHUE CUCTEMOM 3aIUThI, OIEPATUBHBII MOHUTOPHHT U
ayuT 0€30I1aCHOCTH

B Tom 4nciie camocTosATeIbHAsE padoTa 00y4arOIMXCH
OOmue npuHUKIE! yripaBieHus. OCHOBHBIE MEXaHW3MBI 3amuThl. [IpaBuia paboTsl ¢
KOH()MICHINATHHBIMHI PECYPCAMH.

OK 05 IIKI.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 4.13. OxcruryaTanus
CPEACTB 3aILUThI

Conep:xxanue

HOpSI}_IOK YCTAHOBKH U BBOJId B 3KCILTyaTallUIO CPEACTB 3allUThL HH(bOpMaI_IHI/I B
KOMITBIOTCPHBIX CCTAX.

OK 05 IIK1.1.
NK 1.2. TIK 1.3.
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nH(pOpMaIuu B Jlmarsoctrka KOMIIOHEHTOB CHCTEM 3aITUTHI HHGOPMAIHH aBTOMAaTH3UPOBAHHBIX IIK 1.4
KOMITBIOTEPHBIX CETSIX CHCTEM, yCTpaHEeHHE OTKA30B U BOCCTAHOBIIEHHE paOOTOCTIOCOOHOCTH
aBTOMATH3MPOBAHHBIX (MH(GOPMALMOHHBIX) CUCTEM B 3aILUIIEHHOM UCIIOJIHEHUH
B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT 6
YcrpaHeHue 0TKa30B M BOCCTaHOBJIEHHE pab0TOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM )
3alIUTHl MHPOPMAIIMH aBTOMATU3UPOBAHHBIX CHCTEM
Hactpoiika u ycTpaHeHHe HEMCIIPAaBHOCTH POTrpaMMHO-ANIAaPaTHBIX CPEJCTB 3alllUThI 4
nHGOpPMaLMH B KOMIIBIOTEPHBIX CETSIX M0 33JaHHBIM IPaBUJIAM
B ToM unciie camocTosTesIbHAA padoTa 00y4YaOUUXCA
[IpuHLIKIIEI OCHOBHBIX METO0B OPTaHU3ALIMU U TPOBEACHUS TEXHUYECKOTO 1
00CITy>KUBaHUS BBIYUCIUTEILHONW TEXHUKH U IPYTUX TEXHAYECKUX CPEJICTB
nH(hOpMaTH3AIIU
Tema 4.14. Conep:kanue 3
HoxymMmeHTanus Ha OCHOBHBIC IKCIUTYaTaI[MOHHBIC JOKYMEHTHI 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX OK 05 TIK 1.1.
3alIUIIAEMY IO cucteM. Pa3paboTka 1 BeJilcHHE IKCIUTYaTallMOHHOMN JIOKYMEHTAIIUH 3aIUIIICHHBIX 1 IIK 1.2. TIK 1.3.
ABTOMAaTU3UPOBAHHYIO ABTOMAaTU3UPOBAHHBIX CUCTEM. AKT BBOJA B OKCIUTyaTal[MI0 HA aBTOMAaTU3UPOBAHHYIO I[IK 1.4
CUCTEMY cucreMy. TexHHUECKHUIl MACTIOPT Ha 3AIMUINACMYIO aBTOMATU3UPOBAHHYIO CUCTEMY.
B ToM unciie npakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT 2
OdopmieHne 0OCHOBHBIX AKCILTyaTaIlHOHHBIX JOKYMEHTOB Ha aBTOMaTH3MPOBAaHHYIO 5
CHUCTEMY
O000menne pa3aeaoB (KOHCYJIbTALUSA) 4
IIpome:xyTounas arrectanus no MJK.01.04 IK3aMeH 6
Paznen 5 DxcmityaTanusi KOMNbIOTEPHBIX ceTeil 100/70
MJIK.01.05. keniyaTanys KOMIbIOTEPHBIX ceTeHl 100/70
Tema 5.1. Copepxanue 3
Mogenu ceTeBoro Mogens OSI. Yposau mozenu OSI. BzaumozeiictBue MexXly ypOBHAMU. OK 05 IIK1.1.
B3aMMOJCHCTBUA Wnkancynsanus ganseix. Onucanue yposHeit moxenn OSI. 1 K 1.2. TIK 1.3.
Mopens u ctek npotokosioB TCP/IP. Onucanue yposHei Mogenu TCP/IP. K 1.4
B ToM unciIe IpaKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT 2
W3zyueHne 371eMEHTOB KaOeJIbHOH CHCTEMBI. 2
Tema 5.2. Conep:xanue 5
DHU3NYECKU YPOBCHb [lonstne nuHnM 1 ka"ana cBsi3u. CurHanbsl. OCHOBHBIE XapAKTEPUCTUKH KaHaja CBSI3H. OK 05 IIK1.1.
mozesu OSI MeTobl COBMECTHOTO MCIIOJIB30BAHMS CPEIBI IIEPEIAYH KAHANIA CBS3H. { MK 1.2. TIK 1.3.
MynbTUILUIEKCUPOBAHUE U METObI MHOXKECTBEHHOT'O JIOCTYTIA. K 1.4
Crannaptsl Kabenel. DnexTpudeckast npoBojka. ONTOBOJOKOHHbIE TMHUH CBS3U
B ToM 4nciIe IpaKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT 2



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
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Co3znmaHne ceTeBOro Kadenst Ha OCHOBE HedKpaHupoBaHHOH BuTOM mapsl (UTP)

B ToM unciie camocTosiTebHAA padoTa 00y4arOIUXCs
becnpoBogHas cpena nepegadu

Tema 5.3.
Tormonorus
KOMITBIOTEPHBIX CETEH

Conep:xxanue

Nl N (N

[TonsTre Tomonoruu cetr. O030p CETEBBIX TOITOJIOTHIA.

CeteBoe 000py/I0BaHUE B TOTIOJIOTHH.

—

B ToM 4mciie mpakTHYeCKUX 3aHATHI U J1a00pPaTOPHBIX padoT

ITocTpoeHre 0JHOPAHTOBOM CeTH

Pa3paboTka TOmOI0TH CEeTH HEOOIBIIOTO TTPEAPUATHS

OK 05 IIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.4.
Texuonoruu Ethernet

Conep:xanue

0030p TEXHOJIOTHH MTOCTPOCHU JIOKATBHBIX ceTeil. Texuomorus Ethernet.

B Tom unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

Nsyuenue aapecanuu kanansHOro ypoBHs. MAC-aapeca.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.5. Texnomorun
KOMMYTaluu

Conep:xanue

NN |IN|—= W[N] &

AJnropuT™ npo3paqHoro Mocta. MeToasl KoMMyTanuu. TeXHOJIOTHH KOMMYTAalul U
Mozenb OSI. KoHCTpyKTHBHOE HCTIOJTHEHHE KOMMYTaTOPOB

—

B ToM unciie npakTHYECKUX 3aHATHIA U J1a00PATOPHBIX PadoT

Co3anre KOMMYTUPYEMOM CEeTH

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4ar0MXCs
[IporpamMHoe obecrieueHre KOMMYTaTopoB. OO0IIMe MPUHIMIIEL CETEBOTO IU3aiiHa

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.6. CereBoit
npotokon [Pv4

Conep:xanue

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PaTOPHBIX PadoT

Uzyuenne IP-appecanun. IIpotoxon IP Bepcum 4. OOmme (yHKIUH KJIACCOBOH H
OeckiaccoBoll agpecanyu. Beienenue aapecos.

NG| N || N

ITouck ommbok agpecamnyn B IP-ceTsix

DopMUPOBAHHUE MOJCETEN C UCIOIB30BAHUEM MACOK NIEPEMEHHOM JUIMHBI

MapuipyTtuzanus naketos [Pv4. M3yyeHue npoToKOJI0OB CTATUUECKOW U AUHAMUYECKOU
MapUIpyTU3ALIH

Tema 5.7. CKopoCTHBIEC U
0eCrpOBOHBIC CETH

Conep:xanue

Cets FDDI. Cets 100VG-AnyLAN. CBepXBBICOKOCKOPOCTHEIE ceTH. bectipoBoaHbIe
CETH

— | W NN

B ToM ynciIe MpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT

[\®]

Hactpoiika 6ecripoBoIHOTO CETEBOT0 000PYAOBAHUS

OK 05 IIK1.1.
K 1.2. TIK 1.3.
[IK 1.4



http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
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Tema 5.8. OcHOBEI
KOMMYTallu{

Conep:xxaHue

OYHKIIMOHUPOBAHKUE KOMMYTATOPOB JIOKATBHOUN ceTU. APXUTEKTypa KOMMYTaTOPOB.
Tuns! uaTEpdEiicCOB KOMMYTATOPOB. YTIPABICHHE TOTOKOM B MOJTYIyTLIEKCHOM U
JQYTIJIEKCHOM PEXHUMaXx.

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT

PaboTta ¢ 0CHOBHBIMU KOMaHJaMH KOMMYTAaTopa.

B ToM unciie camocTosiTebHAA padoTa 00y4arOIIUXCs
XapaKTepUCTHUKH, BIUSIOIINE HA IPOU3BOAUTENHLHOCTh KOMMYTaTopoB. O0630p
(YHKIMOHANBHBIX BO3MOXXHOCTEH KOMMYTaTOPOB

OK 05 TIK1.1.
K 1.2. TIK 1.3.
[IK 1.4

Tema 5.9.
HavansHas HacTpolika
KOMMYyTaropa

Conep:xanue

Cpenctsa ynpaeneHuss KoMMyTaTopaMu. HauanbpHas KoHQUTypalus KOMMyTaTopa.
3arpy3ka HOBOIO IPOTrPaMMHOT0 00ecriedyeHHsl HA KOMMYTAaTop.

B ToM unciie NpaKTHYECKUX 3aHATHI M J1a00pPaTOPHBIX padoT

[NoxkiroueHMEe K KOHCOIH UHTepdeiica KOMaHIHON CTPOKU KoMMyTaTopa. [TonkmoueHue
K Web-unrepdeiicy ynpaBiieHUs KOMMYTaTopa

N[N

KomaH1p1 0OHOBIICHHSI TPOrPAMMHOTO 00eCIieueHHsSI KOMMYTaTopa U
COXpaHEHHUs/BOCCTAHOBICHUS KOHPUTYPAIIMOHHBIX (DaHJIoB.

Komane! yripaenenus taduiamu kommyTanma MAC- u [P-anpecos, ARP-tabmuiis!

B ToM 4nciie camocTosATe1bHAs padoTa 00y4aroIuXcs
3arpy3ka 1 pe3epBHOE KOIIMPOBaHUE KOHPHUTypauu KOMMYTaTopa.

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.10.
BupryanbHsle TOKaJIbHbBIE
cet (VLAN)

Copepxanne

N = (NN

Tunst VLAN. VLAN nHa ocHoe optoB. VLAN Ha ocHoge cranaapta IEEE 802.1Q.
Cratnueckue u nuHamuueckue VLAN. Ilpotokon GVRP.

—

B ToM unciie npakTHYEeCKUX 3aHATHIA M J1a00paTOPHBIX padoT

Hactpoiika VLAN Ha ocHoBe ctanaapta IEEE 802.1Q.

HacTtpoiika nporokosna GVRP.

Hactpoiika cermenTanuu Tpaduka 6e3 ucrnoyibzoBanusi VLAN.,

OK 05 TIK1.1.
K 1.2. TIK 1.3.
I[IK 1.4

Tema 5.11.

OYHKIUH TOBBIIICHUS
HaJCKHOCTHU U
HpOI/I3BO,ZII/ITe.HBHOCTI/I

Conep:xanue

DN (NN

[IpoTokon Spanning Tree Protocol (STP). Ysazsumoctumnpotokosa STP.

HOHOHHI/ITCJ’IBHHG (1)YHKLII/II/I 3alIUTHI OT IICTCIIb. AIpCFHpOBaHHe KaHaJIOB CBsA3U.

[am—

B ToM unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX PpadoT

Hactpoiika npoTokosioB cBsyromero aepesa STP, RSTP, MSTP.

Hacrpoiika QyHkum 3amuTsl oT 00pasoBanus netenb LoopBackDetection.
ArperupoBaHue KaHaJIOB.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 5.12.
Anpecarusi ceTeBoro
YPOBHSI M MapIIPyTH3ALIUS

Conep:xaHue

o[ N (N

[Iporokon IPv6. ®opmuposanue uaentupukaropa uarepdeiica. Criocoob
koHpurypauuu IPv6-aapeca.

OK 05 IIK1.1.
NK 1.2. TIK 1.3.



http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
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ITonsTre MapmpyTu3anuy. JJMCTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MapUIPyTH3ALNH.
ITporokoxn RIP. ITporokos NDP.

B ToM umciie IpaKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT

OCHOBHBIE U pacUIMpeHHbIe KOHPHUTYypaIlii MapIIpyTH3aTopa.

Pa6ota ¢ mpotokoiom CDP. PaGora ¢ mporokomom TELNET. Pa6ora ¢ mpoTokomom
TFTP.

Pabora ¢ mporokosiom RIP u OSPF.

Kondurypuposanne ¢pynxmmm mapmurpytuzatopa NAT/PAT. Kondurypuposanne PPP u
CHAP.

[IK 1.4

Tema 5.13.
KagectBo 0o0Ocmy>kuBanus

(QoS)

Conep:xanue

W N (N N ||

Monenu QoS. [Ipuopuresanys nakeTos. Y papieHHe Neperpy3kaMyu U MEXaHU3Mbl
o0ciry>kuBaHus ouepeneil. MexaHu3M npeaoTBpalleHus Ieperpy3ok.

—

B ToM unciie mpakTHYeCKUX 3aHATHH M J1a00PaTOPHBIX PadoT

Hactpoiika QoS. [Ipuoputesaryst Tpaduka. Y mpaBieHHe MOJIOCOH MPOITYyCKaHUsS

OK 05 TIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.14.

OyHKIHUN o0ecTIeueHMs
0e301acHOCTH U
OrpaHUYCHHA JOCTYyIIa K
ceTn

Conep:xanue

NN

Crincku ynpasienus 10ctynoM (ACL). dyHKknnun KOHTPOIS HaJl MOAKIIOYEHUEM Y3JI0B
K IIOpTaM KOMMYTaTopa.

[a—

B Tom unciie npakTUYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

£

Crincku ynpasnenus goctynoMm (AccessControlList). KorTpons Ham ogKIFOUeHHEM
y3J10B K mopram kommyTaropa. @ynkuus PortSecurity.

[\

KonTponp Hajx moakioyeHneM y3ioB K nopraMm kommyrtaropa. @ynxius [P-MAC-Port
Binding

OK 05 IIK1.1.
K 1.2. TIK 1.3.
IIK 1.4

Tema 5.15.
MHoroapecHast pacChiIKa

Copepxanue

Anpecanus MHoroaapecHoi IP-paccbuikn. MAC-anpeca rpynnoBoil pacChUIKH.

B ToM unciie npaKkTHYECKUX 3AHATHIA M J1a00paTOPHBIX padoT

OrcnexuBanne Tpadhuka MHOTOAAPECHON pacchutku. OTCeKnBaHue TpahuKa
Multicast.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 5.16.
OyHKIHU yTIpaBIeHUS
KOMMyTaTopaMI/I

Copepxanue

W N (IN=|W N

VYnpasnenue MHOXeCTBOM KOMMyTaTopoB. [Ipotokonr SNMP. RMON (Remote
Monitoring). @yukiwst Port Mirroring.

—

B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT

OyHkMK aHamm3a ceteBoro Tpaduka. Hactpolika mpoTokoia yrpaBieHHs TOTOJIOTHEN
cetu LLDP.

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4

Tema 5.17.
OCHOBHbIE TPUHITHIIBI
CO3JaHUs HaJEKHOU U

Conep:xaHue

— NN

Knaccudukanms cereBoix atak. Tpuana 6ezomacHoit UT-uHMpacTpyKTYpHI.
VYrpasieHnue KoHQUrypauusiMi. Y ipaBieHre HHIUAeHTaMu. Vcrionb30BaHue TpeTbel
JI0BepeHHOH ctopoHbl. Kpuntorpadguueckre MexaHu3Mbl 0€30M1aCHOCTH

OK 05 IIK1.1.
K 1.2. TIK 1.3.
K 1.4



http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199
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oe3omacHoit UT-

WHPPACTPYKTYPHI
Tema 5.18. Conep:xaHue 4
MeskceTeBbie SKpaHbI TexHOoIorun MexXCceTeBbIX SKpaHoB. IonuTHKa MEKCETEBOIO SKpaHa. OK 05 TIK1.1.
MexceTeBble SKpaHbl ¢ BO3MOKHOCTIMHU NAT. 1K 1.2. 1IK 1.3.
Tomosorus ceT Mpu NCIOIb30BaHUH MEXKCETEBBIX IKPAHOB. 1 [K 1.4
[InaHupoBaHuE M BHEPEHUE MEKCETEBOIO IKPAHA.
B ToM unciie npakTHYeCKUX 3aHATHI M J1a00PATOPHBIX PadoT 2
OCHOBBI aIMUHUCTPUPOBAHUS MEXKCETEBOro 3kpaHa. Co3aHue HOJIUTHUK IS )
TpaguuronHoro (uiau ucxoasiero) NAT.
B ToM uncse camocTosAITeIbHASA padoTa 00yyaromuxcs
CoenuHeHue ABYX JIOKAJBHBIX CETEH MEXCETEBbIMU d3KpaHaMu. Co3aHue TOJTUTUKA 1
0¢e3 MPOBEPKHU COCTOSHUS.
Tema 5.19. ConepxaHue 5
Cuctemsl o0HapyxeHus 1 | OcroBHoe HasHauenue IDPS. Crioco6bl kitaccudukanuu IDPS. BeiGop IDPS. OK 05 TIK1.1.
[IpEAOTBPAIICHUA JononHuTENbHBIE HHCTPYMEHTAIbHBIE CPENICTBRA. 1 K 1.2. TIK 1.3.
NPOHUKHOBEHUM TpeboBanus opranuzanym K pyHkimornposannto IDPS. PasseptriBanne IDPS. IIK 1.4
B TOoM uncse npakTHYeCKUX 3aHATHI M J1a00paTOPHBIX padoT 4
OOHapy>KeHHEe U MPEIOTBPALICHUE BTOPKEHUH. 2
Bosmoxknoctu IDPS. CunibHble CTOPOHBI U orpaHndeHHocTh [IDPS. 2
Tema 5.20. Coaepxanue 2
[Tpuopurusanus Tpaduka | B ToM umciIe NPAKTHYECKUX 3aHATHIA H J1a60PATOPHBIX paGoT 2
H CO31aHNe Coznanne ajJbTepHATUBHBIX MapUIPyTOB C UCIIOIb30BAaHUEM CTaTHYECKOM
QJIBTEpPHATUBHBIX MapIIpyTU3aUU 2
MapUIpyToB
00606menne paznenos MJIK.01.05 4
IIpome:xyTounas arrectanus no MJK.01.05 6
— Y4eOHasi NpaKTHKA
— Buawbl pador:
— yCTaHOBKa MPOrpaMMHOI0 00eCHeueHHs] B COOTBETCTBUH C TEXHUUYECKOH TOKYMEHTaIUEH.
— HaCTpOHKa MapaMeTpoB padOThl MPOrPaMMHOI0 0O0ECIIEUeHHS, BKIIIOYasi CHCTEMBI YIIpaBJIeHUs 0a3aMH JaHHBIX.
— HACTpOWKa KOMITOHEHTOB IOJICUCTEM 3aIlUTHl HH(POPMAIIUH OTIEPAIIMOHHBIX CUCTEM. 84

— yIpaBlieHUE YYETHBIMH 3aITUCSIMH TTOJIb30BATENIEH.

— paboTa B ONepanroOHHBIX CUCTEMax ¢ COOMI0ICHUEM IEHCTBYIOIMX TpeOOBaHUH 1O 3a1uTe HHpopMaIuy.
— YCTaHOBKA OOHOBJICHUS IIPOTPAMMHOT0 00eCTICUeHHUSI.

— KOHTPOJIb LIEJIOCTHOCTh MOJICUCTEM 3aIUTHI HHHOPMAITUH OTIEPAIIMOHHBIX CUCTEM.
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— BBINIOJIHEHHE PE3EPBHOTO KOMMPOBAHUS U aBAPUHHOTO BOCCTAHOBICHHUS Pa0OTOCTIOCOOHOCTH OTMEPAIMOHHOMN
CUCTEMBI 1 0a3bl JaHHBIX

— WCIIONB30BaHNE MPOTPAMMHBIX CPECTB ISl apXUBUPOBAHUS HH(POPMAIIHH.

— TpOBeIEHHUE ayAWTa 3alUIEHHOCTH aBTOMATH3NPOBAHHON CHCTEMBI.

— YCTaHOBKA, HACTPOIKA U IKCILUTyaTalMsl CETEBBIX ONEPALIMOHHBIX CUCTEM.

— JIMarHOCTHKA COCTOSIHUS TOJCHCTEM 0€30MaCHOCTH, KOHTPOJIb HATPY3KH M PESKUMOB paOOThI CETEBON
OTIEPAIMOHHOMN CUCTEMBI.

— opraHu3zaius pa0doT C YAAJCHHBIMU XPaHWIUIAMU JaHHBIX U 0a3aMH JaHHbBIX.

— OpraHu3zanys 3allUIICHHON epegadyn JaHHBIX B KOMITBIOTEPHBIX CETSX.

— BBIMIOJIHEHHE MOHTA)Ka KOMITBIOTEPHBIX CETeH, OpraHu3anys U KOHPHUTYpUpOBaHNE KOMITBIOTEPHBIX CETEH,
YCTaHOBJICHHE W HACTPOWKA apaMeTPOB COBPEMEHHBIX CETEBBIX IMPOTOKOJIOB.

— OCYIICCTBJICHUEC JUAI'HOCTUKU KOMIIBIOTCPHBIX CeTCI‘/'I, OIpeaAcCICHUC HCHCHpaBHOCTCﬁ u C60€B IIOACUCTEMBI
0€e301acHOCTH M YCTpaHeHHE HEUCTIPABHOCTEH.

— 3aMOJHEHHME OTYETHOH JIOKYMEHTAINH 10 TEXHIHIECKOMY OOCITY)KHBaHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.

IIpousBoacTBEHHAS MPAKTHKA

Bunsi pador:

— yd4acTHe B yCTaHOBKE M HACTPOWKE KOMIIOHEHTOB aBTOMAaTH3HPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B
3aIUIIIEHHOM HCTIOJTHEHUH B COOTBETCTBHH C TPEOOBAHUSAMHE SKCILTYaTaI[HOHHONW JOKYMEHTAINN

— 00CIIy>)KMBaHUE CPEJCTB 3alUThl HHPOPMAIIMK IPHUKIIATHOTO ¥ CUCTEMHOI'O IIPOrPaMMHOT0 00CCIICYCHHS

— HacTpoWKa MpOorpaMMHOT0 o0ecriedeHus ¢ coOIroieHreM TpeboBaHu 1Mo 3aImuTe HHpopManun

— HacTpOWKa CPE/ICTB AHTUBUPYCHOM 3aITUTHI 1711 KOPPEKTHOH paboThI IPOTPaAaMMHOTO 00ECTIEUeHHUS 110 33/ T1aHHBIM
mabJjioHaMm

— HaCTpOWKa BCTPOEHHBIX CPEJICTB 3aIMThI HH()OPMAIIUK TPOrPAMMHOT0 00eCIIeYeHHUS

— TpoBepka (pyHKIIMOHUPOBAHUS BCTPOCHHBIX CPEJICTB 3aIIUTHI HHPOPMAIHH TPOrPaMMHOT0 00ecTieueHuUs

— CBOEBpEMEHHOE OOHapyKEHUE MPU3HAKOB HATMYHS BPEIOHOCHOTO MTPOrPaMMHOT0 00eCTIeueHuUs

— 00CIIy)KMBaHUE CPEJICTB 3alUThl HHPOPMAIIMK B KOMIIBIOTEPHBIX CHCTEMaX U CETIX

— 00CIy)XKMBaHHE CHCTEM 3alUTHI HH)OPMAITUN B aBTOMATU3UPOBAHHBIX CUCTEMaX

— yd4acTHe B IPOBEACHUHN PErlIaMEHTHBIX PadOoT IO SKCIDTyaTaIlH CUCTEM 3aIUThl HHPOpMAaIUU
aBTOMATU3UPOBAHHBIX CUCTEM

— TIpoBepKa pabOTOCIIOCOOHOCTH CHCTEMEI 3aIIUTH HH(MOPMAITMHA aBTOMATU3HUPOBAHHON CHCTEMBI

— KOHTPOIb COOTBETCTBHUS KOH(PUTYpPAIIUH CHUCTEMBI 3aIIUTHI UH()OPMAIIMU aBTOMATH3UPOBAHHON CHCTEMBI €
JKCIUTyaTallMOHHOM JIOKYMEHTAllUU

— KOHTPOJIb CTAOMIILHOCTH XapaKTEPUCTHK CUCTEMBI 3aIIUTHI HHPOPMAITHH aBTOMATH3UPOBAHHON CUCTEMBI

— BEJICHHE TEXHUYECKOH JIOKYMEHTAIUH, CBSI3aHHOU C IKCIUTyaTaluel CHCTEM 3aIIUThI HH(OPMAITUN
ABTOMATU3UPOBAHHBIX CUCTEM

— yyacTue B paboTax 1o 00eCIeYCHUIO 3alUThl HHPOPMALIUY IPU BLIBOJIE M3 SKCILIyaTallii aBTOMAaTU3UPOBAHHBIX
CHCTEM

120

IK3amen no npogheccuonanbHOMy mMooyio

12
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| Bcezo

700/520

2.4. KypcoBas padora BrinonHenue KypcoBoil paboThl He PeayCMOTPEHO



3. YCJIOBUA PEAJIM3ALIMN TIPO®ECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuaibHO-TeXHUYECKOE o0ecneyeHue

Mactepckas «Kubepbe3omacHOCTH», OCHAIEHHAsT B COOTBETCTBUHU C IMPUIOKCHHEM 3
OIIOII-IL. . ¢ m. 3.1.2. oGpa3oBaTenbHON MPOTPAMMEI

OcHaieHHbIe 0a3bl MPAKTUKH (MAaCTEPCKHUE/30HKI 1O BUAAM paboT), ocHaieHHas (bie) B
cootBeTcTBUU ¢ npuiioxkeHuem 3 OIIOII-I1.

3.2. YueOHO-MeTOANUYECKOE O0ecIIeueHne
3.2.1. OcHOBHBbIE NeYaTHbIE U/WJIN 3JIEKTPOHHbIE U3IAHUSA

1. XKnanos C.A., UBanoa H.IO., Mansxuna B.I'. OnepauroHHBIE CHUCTEMBI, CETU U
UHTEpHET-TeXHoJIorun — M.: M3narensckuii neHTp «Axagemusp», 2018.

2. KoctpoB b. B. , Pyukun B. H. Cetn u cucremsl mnepenaun uHbopmanuu — M.:
W3narensckuii neHTp «Akanemus», 2019

3. 3asmu, A. M. Opranumzanus 6ecripoBogubix Ad Hoc m Hot Spot cereir B cpene OC
Windows : yuebnoe nocobue ams cro / A. M. 3asu, C. I1. Xabapos. — Caunkr-IletepOypr : JIans,
2021. — 220 c¢. — ISBN 978-5-8114-6974-1. — TekcT : 3neKTpoHHBIH // JIlaHb : 371eKTPOHHO-

oubnuoreynas cucrema. — URL: https://e.lanbook.com/book/153938 — Pexxum noctyna: ans

aBTOPU3. II0JI30BATEIICH.

4. Kyty3os, O. . apoKOMMyHHKAIIMOHHBIE CUCTEMBI U CETH : yueOHHK ais cro / O. U.
Kyty3os, T. M. TarapuukoBa, B. B. IlexanoBckmii. — 2-¢ m3a., crep. — Cankrt-IletepOypr :
Jlanp, 2021. — 244 c. — ISBN 978-5-8114-8488-1. — Texkct : snextpoHHbiii // Jlaup :
aeKTpoHHO-OnbOmmoreuynas cucrema. — URL: https://e.lanbook.com/book/176902 — Pexum
JIOCTYTIA: /111 aBTOPU3. TIOJIb30BAaTENEH.

5. Cocuun, II. W. ApxuTekTypHOE€ MOJAEIMPOBAHUWE ABTOMATH3UPOBAHHBIX CHCTEM :
yuebHuk s cno / I1. . CocHun. — 3-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 180
c. — ISBN 978-5-507-46075-5. — Tekcr : 2neKTpoHHBIN // JIaHb : 371€KTPOHHO-OMOINOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/297017 — Pexum pnoctyma: uis aBTOPHS3.

I10JIb30BATENEH.

6. Vitmun, A. I. CereBoe U CHCTEMHOE aJMUHHUCTPUPOBAaHUE. J|eMOHCTpPAIMOHHBIH
sk3amed KO/JJ 1.1 : yue6HO-MeTonnueckoe nocodue amus cro / A. I'. YiiMuH. — 3-e usn., crep. —
Cankr-IlerepOypr : Jlanp, 2022. — 480 c. — ISBN 978-5-8114-9255-8. — TekcT : 31eKTpOHHBIN
// JIanp : 3neKTpoHHO-OnbMuoreunas cucrema. — URL: https://e.lanbook.com/book/189420 —
Pexum noctyna: 1ist aBTOpuU3. MOIb30BATENEH.



https://e.lanbook.com/book/153938
https://e.lanbook.com/book/176902
https://e.lanbook.com/book/297017
https://e.lanbook.com/book/189420
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4. KOHTPOJIb 1 OHEHKA PE3YJIBbTATOB OCBOEHMUS
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon IIK, OK

Kpurtepun ouenku pe3yJjibTara
(moxka3aTejiu 0CBOEHHOCTH
KOMIIeTeHII)

@DopMbI KOHTPOJISI H METOAbI OLIEHKH

[IK 1.1. IIpousBoauth
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
aBTOMAaTHU3UPOBAaHHBIX
(MHGOPMAITMOHHBIX) CUCTEM
B 3aIMIIEHHOM HCIIOJHEHUH
B COOTBETCTBHU C
TpeOOBaHUSIMH
3KCIUTyaTallMOHHON
JIOKYMEHTalUU.

HeMoHCcTpUpyeT ymeHus
YCTaHOBKH U HaCTPOUKHU
KOMIIOHEHTOB
aBTOMATH3UPOBAHHBIX
(MHGOPMAIIMOHHBIX) CHCTEM B
3aLIUIIEHHOM HCIIOJHEHNUH B
COOTBETCTBHH C TPEOOBaHUSIMU
3KCIUTyaTallMOHHON
JOKyMEHTaluN

TECTUPOBAHUE, IK3aMCH
KBaTH(UKAITMOHHBIH,

AKCIIEPTHOE HAOJIIO/ICHUE BBITIOJTHEHHS
J1a00PaTOPHBIX pa0OT, IKCIIEPTHOE
HAOJIIOIEHUE BEITTOIHEHHUS
MMPaKTHYECKHUX PadoT,

OIICHKA PEIICHUS CUTYAI[HOHHBIX
3aj1a4, OIICHKA MPOoIecca U Pe3yIbTaTOB
BBIMOJTHEHHS BUJIOB pabOT Ha MPAKTHUKE

[IK 1.2. AnMuHUCTpUPOBAThH
MIPOTpaMMHBIE U
MIPOTPaMMHO-aMNIapaTHbIE
KOMITOHEHTBI
ABTOMAaTU3UPOBAHHOU
(maHpOpPMATMOHHOT)
CHCTEMBI B 3alIUICHHOM
WCTIOJTHEHUH.

IIposiBnsieT ymenus u
NPAKTUYECKUNA OIBIT
aJMUHHACTPHPOBAHHS
MIPOrPaMMHBIX U IIPOrPaMMHO-
anmnapaTHBIX KOMIIOHEHTOB
ABTOMAaTU3UPOBAHHOU
(uH(MOpPMALIOHHOIT) CUCTEMBI B
3aIUIIEHHOM HUCIIOTHEHUN

TECTHPOBAHHE, IK3aMeH
KBaJTN(hMKAIIMOHHBIH,

9KCTIEPTHOE HAOJFOICHHE BHITOTHEHUS
J1a00PaTOPHBIX padOT, IKCIIEPTHOE
HaOJIO/ICHUE BHIMOTHCHUS
MPaKTHYECKUX pabdoT,

OIICHKA PCHICHUA CUTYallUOHHBIX
3ajia4, OIICHKa Tpoliecca U Pe3yIbTaToB
BBIMOJTHEHHS BUJIOB pabOT Ha PAKTHUKE

IIK 1.3. OGecneunBath
Oecrniepeboitnyro paboTty
aBTOMATHU3UPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM
B 3aIMIIICHHOM HCIIOJTHEHUN
B COOTBETCTBHU C
TpeOOBaHHUSIMH
IKCIUTyaTallMOHHOMN
JIOKYMCHTAIIHH.

[IpoBoaut nepeueHs paboT 1mo
obecrieyenuto becriepeOonHON
paboThI aBTOMAaTU3WPOBAHHBIX
(MHQOPMAIIMOHHBIX) CHCTEM B
3aIIUIIEHHOM HCIIOJIHEHNH B
COOTBETCTBHH C TPEOOBaHUSIMU
IKCILTyaTallMOHHON
JTOKyMEHTaIn!

TECTUPOBAHHE, IK3aMEH
KBaJTM(PHUKAIMOHHBIH,

9KCIIEPTHOE HAOJIIO/ICHUE BBITIOJTHCHHS
7a00paTOPHBIX padoT, SKCIIEPTHOE
HaOJII0IeHNEe BBITIOJTHEHUS
MPaKTUYEeCKUX PadoT,

OLICHKA PEIICHUS CUTYallMOHHBIX
3a/1a4, OIICHKA MPOIIECCa U Pe3yIbTaTOB
BBIIIOJTHEHUS BUI0OB pa60T Ha ITPAaKTUKE

[IK 1.4. Ocy1iecTBiasTh
MPOBEPKY TEXHHYECKOTO
COCTOSIHUSI, TEXHUYECKOE
00CITy’)KUBaHUE W TEKYIHN
PEMOHT, YCTPaHATh OTKA3bl H
BOCCTaHABIMBAThH
paboTOCIIOCOOHOCTh
aBTOMATHU3UPOBAHHBIX
(uH(MOpPMALIMOHHBIX) CHCTEM
B 3alIMIICHHOM
WCTIOTHEHUH.

[posiBisieT 3HaHUS U yMEHUS B
MPOBEPKE TEXHUUECKOTO
COCTOSIHUSI, IPOBEICHUN
TEKyIIEero peMoHTa U
TEXHUYECKOr0 00CITyKUBAaHUS, B
yCTpaHEHHH OTKA30B U
BOCCTaHOBJICHUU
paborocmocobHOCTH
aBTOMaTHU3UPOBAaHHBIX
(nH(MOPMAIIMOHHBIX) CHCTEM B
3aIUIIEHHOM UCTIOJTHEHUH

OK 05. OcymiecTBiaTh
YCTHYIO Y TUCEMEHHYIO
KOMMYHHKAIIMIO Ha
roCyIapCTBEHHOM SI3BIKE C
y4eTOM O0COOEHHOCTEH
COLIMAJIBHOIO U KYJIbTYPHOI'O
KOHTEKCTa.

I'pamoTHO BrageeT ycTHOW U
MHUCbMEHHOU PEYbI0

ScHO dhopMynUpYeT U U3IaraeT
MBICITH

TECTHPOBAHKE, IK3aMeH
KBaIN(UKAITHOHHBIH,

IKCIIEPTHOE HAOJIIOIEHUE BBITIOJIHCHHUS
J1a00PaTOPHBIX pabOT, IKCIIEPTHOE
HaOJII0IeHHE BBITIOJIHCHUS
MPAaKTHYECKUX PadoT,

OIICHKA pCUHICHUA CUTYallUOHHBIX
3aj1a4,

OIIEHKA MPOoIIecca U Pe3yIbTaTOB
BBITIOJTHCHUA BUI0B pa60T Ha IIpaKTUKE
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1. OBIIAS XAPAKTEPUCTUKA PABOYEW ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.02 3BAIIUTA UHOOPMAILIMU B ABTOMATU3NPOBAHHBIX CUCTEMAX
IMPOI'PAMMHBIMHA U ITPOI'PAMMHO-AIIIIAPATHBIMUA CPEJICTBAMMN»

1.1.

Ienp m mMecTto mpodeccHOHAJBLHOIO MOAYJISI B CTPYKType 00pa3oBaTe/bHOMH

NPOrpaMMmblI

HGHB MOAYJIA: OCBOCHHUC BUJIa ACATCIIbHOCTH «3allruTa I/IH(bOpMaI_[I/II/I B aBTOMAaTU3WPOBAHHBIX

CUCTCMaAxX IMPOrpaMMHBIMHU U ITPOTpaMMHO-alIIIapaTHBIMA CPECACTBAMMD).

[TpodeccronanbHbIl MOAYNb BKIIOYEH B 005S3aTENbHYIO YacTh MPOPECCHOHATBHOTO MUK
oOpa3oBatensHOi mporpammbl 1o criermanbHOCTH 10.02.05 OOGecnedenne wHGOPMAIMOHHON
0€30I1aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

1.2.

pe3yjibTaTaMu

IInanupyemMble pe3yJbTaThl 0CBOEHHS NPO(ECCHOHAIBLHOTO MOTYJIsI
Pe3ynbpTatel ocBoeHUsT NPO(ECCHOHANBHOTO MOJIYJS COOTHOCATCS C IUIAaHUPYEMBIMU

OCBOCHHA

00pa3oBaTeNbHON  MPOrpaMMBL,

KoMIeTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
pe3yJbTaTe OCBOCHUS PO(PECCHOHATBHOTO MOIYJISE 00YUYaIOIIUNACS JTOJIKCH:

npeacTaBJICHHbBIMA B

MaTpune

Kon OK,
YmMmeThb 3HaThH Biaaers HaBbIKAMH
K
OK 08 — MCII0JIb30BAThH — poib pu3HYecKOi
(U3KYIBTYPHO- KyJIbTypBI B
0370POBUTEHHYIO IEATEIBHOCTh | OOIIEKYIbTYpHOM,
JUISL YKPEIUICHHS 310POBbS, npodecCHOHATBHOM U
JOCTIDKEHHSI )KU3HEHHBIX U COLIMAIEHOM Pa3BUTHH
podecCHOHANBHBIX Leel JeJoBeKa
— IPUMEHSATH PallMOHAJIbHbIE — OCHOBBI 3JJ0pOBOro oOpasa
TIPUEMBI IBUTATENBbHBIX QYHKINH | SKU3HH
B Ipo(heCcCHOHATLHOM — yCIIOBUS
JeATeTbHOCTH npodeccrnoHabHOM
— MOJIb30BAThCS CPEACTBAMHA JIeSITeIIbHOCTH M 30HBI PUCKa
MPOQHIAKTUKY NEPEHANPSDKEHNS, | (GU3UIECKOTO 340POBbS IS
XapaKTePHBIMHU ISl TAHHOK CHeUaIbHOCTH
CHEeNHaTbHOCTH — cpencTBa MpoUITaKTHKN
TepeHanpsHKEHUS
K 2.1. — yCTaHaB/IMBAaTh, HACTPaUBaTh, — 0COOEHHOCTH M CIIOCOOBI — BBINOJIHATH YCTAHOBKY,
MIPUMEHSTH IPOTPAMMHBIE U MPUMEHEHHNS TIPOTPAMMHBIX U | HACTPOMKY IPOTPaMMHBIX
MIPOTPaMMHO- amlapaTHbIe MIPOTPaAMMHO- alIIapaTHBIX CPEICTB 3aLIUTHI HH(POPMAIUN
CpEeICTBa 3alIUTHl HHPOPMALIUH CPEICTB 3aIHUTHI B aBTOMAaTH3MPOBAHHON
nHpopmanuy, B TOM 4ucie, B
OIEPALIMOHHBIX CUCTEMAX,
KoMmmbroTepHsIX ceTsix, 6a3zax
JIAaHHBIX
K 2.2. — YCTaHaBJIUBATh U — 0COOEHHOCTH U CIIOCOOBI — obecrieuynBaTh 3alUTy
HAacTpauBaTh CPEACTBA MPUMEHEHHUsS IPOTPAMMHBIX U | aBTOHOMHBIX
AQHTUBHUPYCHOI 3aIUTHI B MPOTrpaMMHO- alMapaTHBIX aBTOMAaTH3UPOBAHHBIX CUCTEM
COOTBETCTBHH C CPEZCTB 3aIIUTHI MPOTPaMMHBIMH U
MIPeABIBIAEMBIMU TPEOOBaHUAME | MHGOPMAIMH, B TOM YHCIIE, B | IPOrpaMMHO-aNNapaTHBIMU
— yCTaHABINBAaTh, HACTPAUBATh, | ONEPALMOHHBIX CUCTEMAX, CpeAcTBaMHU
MIPUMEHSATH IPOTPaMMHBIE U KOMITBIOTEPHBIX CETAX, 0a3zax — HCTIONIB30BATh
MIPOTrpaMMHO-aNIapaTHbIE JAHHBIX MPOTrpaMMHBIE W TIPOTPAMMHO-
CpeACTBa 3aIIUThl HHPOPMALINU anmnapaTHbBIE CPENICTBA IS
3aIIUThl HHPOPMALUH B CETH
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IIK 2.3. — IMarHOCTUPOBATh, YCTPAHATH — METOJBI TECTUPOBAHMSL — TeCTHPOBATh QYHKIIHA,
OTKa3bl, 00ECIICYNBATh (YHKIMHA OTAETBHBIX JIMarHOCTHPOBATH
paboTocIoCOOHOCTE U MIPOTPAMMHBIX H paboTocroco6HOCTH
TECTUPOBATH (DYHKIUH MPOTPaMMHO-AINapaTHBIX MPOTPaMMHBIX U IPOTPAMMHO-
MIPOTrPaMMHO-aINaPaTHBIX CpPEZCTB 3aIINTHI amnnapaTHBIX CPECTB 3aLIUTHI
CPEICTB 3alIUTH HHPOPMALINN nHPOPMATH nHPOpPMALTNH

— YCTpaHSATh OTKa3bl U
BOCCTAaHaBIIUBATh
paboTOCIOCOOHOCTH
MPOTPaMMHBIX U IIPOTPaMMHO-
annapaTHBIX CPEJCTB 3alUThI
nHbOpMaIUU

IIK 2.4. — IIPUMEHATH IPOTPaMMHbBIE U — 0COOEHHOCTH U CIIOCOOBI — pelaTthb 3a1a4y 3alIUThl OT
IIPOTrPaMMHO-aNIapaTHbIE npuMmeHeHns nporpaMmubix 1 | HCJ k nabopMarin
CpeAcTBa IS 3aIHUTHI MPOTPaMMHO- aIllapaTHBIX OTPaHUIEHHOTO JOCTYTIA C
nHdopmanny B 6a3ax JaHHBIX CPEZCTB 3aIINTHI MIOMOIIBIO TIPOTPAMMHBIX U

— IIPOBEPSITH BHITOJIHEHNE nH(pOopManuK, B TOM YUCIIE, B | IIPOrPaMMHO-AINAPATHBIX
TpeboBaHuii 1o 3amure OTIEPAIIMOHHBIX CHCTEMAX, CPEACTB 3aIIUTH HHPOPMAIN
nHpopmanuu ot KOMITBIOTEPHBIX CEeTAX, 0azax — IIPUMEHATD DJICKTPOHHYIO
HCECAHKIIMOHUPOBAHHOTO JOCTYyIIa JaHHBbIX NnoANnuCh, CUMMETPHUYHBIX U
Ipu aTTeCTaliun O6'I)CKTOB — TUIIOBBIC MO/JICIIN ACUMMCTPUYHBIX
nHpopMaTU3aIuu 1o YIIPaBICHUA JOCTYIIOM, KPHIITOTpauuecKux
TpeOoBaHUIM OE30I1aCHOCTH CPE/CTB, METOJIOB U AITOPUTMOB, U CPEACTB
nHpopmanuu MPOTOKOJIOB WACHTU(GUKALMK | H(POBAHUS JaHHBIX

— IPUMEHATh MaTeMAaTHUECKUH | ¥ ayTeHTH(UKAIMN
ammapat AJIs BBITOJTHEHUS — OCHOBHBIE TTOHATHSA
KPHIITOTpahuIecKux KpHITOTpaduy U TUTIOBBIX
npeoOpa3oBaHui KPHUITOTPa(hUIECKIX METO/I0B

— UCTIONIb30BATh THITOBHIC n CpeJcTB 3aIuThl
NIPOTrpaMMHBIE nHpOpPMALUU
Kpurtorpaduieckue cpeicTaa, B
TOM YHUCIIE DIIEKTPOHHYIO
TOJIIHNCH

IIK 2.5. — IPUMEHSTH CPEJICTBA — 0COOCHHOCTH U CIIOCOOBI —yuér, 00paboTKa, XpaHeHHe
rapaHTUPOBAHHOTO YHUUYTOXKEHHUSA | MPUMEHEHUSA IPOTPAMMHBIX u nepeava HHGOPMALMH, IS
nHpopmanuu YHHUYTOXEHUS HHPOpMaIuu KOTOPO#l YCTaHOBJIEH PEXUM

— OCOOCHHOCTH H CIIOCOOBI KOH(HICHIIHATHHOCTH
MPUMEHEHHUS TPOTPAMMHO-
annapaTHBIX CPEJCTB
rapaHTHPOBAHHOTO
YHHYTOXEHUs] HHPOPMaIUU
K 2.6 — yCTaHaBJINBaTh, HACTPANBATh, — THITOBBIE CPEJICTBA U — BBITIOJIHATH PaboTy C

IIPUMEHSTH IPOrpaMMHBIE U
NPOTpaMMHO- armapaTHbIe
CpEeICTBa 3alIUTHl HHPOPMALIUH
— OCYHICCTBJIATH MOHUTOPUHT U
pEeTucCTpaIuio CBeACHU,
HeO6XO}1HMBIX JUJIA 3alIUThI
00bekTOB HH(OpMATH3ALNH, B
TOM YHCIIE C UCIOJIb30BaHUEM
IIPOrpaMMHBIX ¥ MIPOTPaMMHO-
amnnapaTHbIX CPEICTB
00OHapyKeHHUs, IPeayNpEKACHHUS
U JINKBUJALMU TOCIIEACTBUI
KOMIBIOTEPHBIX aTaK

METOIBI BEICHHS ayTUTa,
CPEJICTB U CTIOCOOO0B 3alTUThHI
MHPOPMALINH B JIOKAJIHHBIX
BBIYUCIINTCIIBHBIX CCTAX,
CPEACTB 3alUThI OT
HECAHKIITMOHUPOBAHHOT'O
JIOCTYTIA

MOJICUCTEMAMU PErucTpauu
COOBITHIA

— BBISIBJIATh COOBITHS U
HMHIUEHTOB 0€30IMaCHOCTH B
aBTOMAaTU3UPOBAHHON cUCTEME

2. CTPYKTYPA U COAEPKAHME ITPOPECCHOHAJIBHOI'O MOAYJIA
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2.1. TpyaoeMKoCTb OCBOEHUSI MOYJIsI
B T1.4. B popme
HaumeHoBaHHE COCTABHBIX YacTeld MOTYJIA O6bem B yacax NMPaKTHYECKOI
NOJATOTOBKH
Y4eOHbIe 3aHATHS 258 266
Kypcogas pabota (mpoekr) 20 20
CamocrosiTenpHas padoTta 32
IIpakTHKa, B T.4.: 204 204
y4yeOHast 48 48
IIPOU3BOJICTBEHHAs 156 156
[IpomexxyTouHas arrectaiusi, B TOM YUCIIE:
MJIK 02.01 6 hopme sx3ameHa 6
MK 02.02. 6 hopme sx3amena 6
1IM 02 12
Bcero 534 372
2.2 CrpykTypa npo¢ecCHOHATBHOT0 MOAYJIS
Kon OK, IIK
= 66 ~ X S
g | = 5l g | & =
] = = ) e s g
T wm | = | & €| 8l & &
IS 9] =
e 5| X S| E| & E| E| E
22l H| 25| = 8|85 2| s
HawmMenoBaHuUs pa3ieioB g, A S | B| w (RN
Bcero, = 2 p= % ) 3 gl B E
PO eCCHOHATLHOTO o 6| o o | 5| 2| =| B
qac. s H = A Q. = T < M
MOy ISt 25| o = %= | o] E| &
28 5|18 |8 2|28 2
@ g T S| 3 5 ; g
i s> | & 2 2 =
2 8 Z| S| & g
m = =
1 2 3 4 5 6 [ 7] 8 9 [ 10
OK 08; IIK 2.1. Pasnes 1 IIporpamMMHbie 1
HK2.2. 11K 2.3. [POrpaMMHO-aIapaTHbIE
178 98 178 | 138 | 20| 14 | 6
[IK2.4. 11K 2.5 CpEJICTBA 3aIUTHI
1K 2.6 nHpOpPMaLIUH
OK 08; I[IK 2.1. Pazgen 2
1K 2.2.TIK 2.3. Kpunrorpapuyeckue
140 70 146 | 116 18 6
1K 2.4. TIK 2.5 CpEICTBA 3alUThI
1K 2.6 nHpOpPMaLIUH
VY4yeOHas npakTHKa 48 48 48
[IponsBoacTBeHHas 156 156 156
[PaKTHKA
IIpomexxyTouHast 12
aTTecTaIus
Bcezo: 534 | 372 | 344 | 254 [20] 32 | 12] 48] 156




2.3.

Conep:xanue npodeccuoHAIBLHOT0 MOIYJIsA

HaumeHoBaHue pa3iesnoB u
TeM NPohecCHOHAIBHOTO

Coaepixanue yued0HOro MaTepuaJa,

Oo0beMm, akaja. 1/
B TOM 4YHCJIE

Meﬁ:?ﬁﬁﬁ;{i‘g)’ﬂmx JabopaTopHble paéoThl M MPAKTHYECKHE 3aHATHS, CAMOCTONATeIbHAA YueOHasi padoTa np:lc?;lr:zqcicoﬁ Kon IIK, OK
Kypeos (MIK) odyuyarwuuxcs, Kypcopasi padora (Ipoexr) HOATrOTOBKH,
akaja. 4
1 2
Paspnen 1 IIporpaMMHBbIe 1 IPOrPaAMMHO-ANNIAPATHBIE CPEICTBA 3a1HMTHI HHGOpManun 178/98
M/IK.02.01. IIporpaMmMHBbIe H TPOrPAMMHO-ANNAPATHBIE CPEACTBA 3AIMTHI HH(OPMALMHT 178/98
Tema 1.1. [Ipeamer u Conep:xkanue 2
3aJla4y [IPOrpaMMHO- [Ipenmer u 3a1a4u IpOrpaMMHO-aINAPAaTHON 3amKTHl HHPOpManuu. OCHOBHbIE OK 08; IIK 2.1.
arnapaTHOM 3aIMThI MOHATHS POTPAMMHO-ANIIAPATHON 3ammThl nHpopmanmu. Kinaccupukamust MeTo 0B 7 [K2.2. TIK 2.3.
uHpOpMaLUN Y CPEJICTB MPOTPaMMHO-aNapaTHOHN 3auTsl HH()OpMaIIH TK 2;;(1_5(625 :
Tema 1.2. Ctannaptsl Coaep:xanue 7
0€30MacHOCTH HopmaTuBHBIE paBOBBIE aKThl, HOPMATUBHBIE METOAUYECKHE JOKYMEHTBI, B COCTaB OK 08; IIK 2.1.
KOTOPBIX BXOJAT TpeOOBAaHUS U PEKOMEHAINH T10 3aIIUTe HHPOpMauu TK'2.2. TIK 2.3.
MIPOrpaMMHBIMH U ITPOrPaMMHO-AIapaTHbIMU cpeacTBamu. [Ipoduin 3ammTs 5 TK 2I§IKF£K6 2.5,
MIPOrPaMMHBIX U IPOrPaMMHO-aNNapaTHBIX CPECTB (MEKCETEBBIX IKPAHOB, CPEJCTB o
KOHTPOJISI CheMHBIX MAIlIMHHBIX HOCUTENEeH HH(OpMaLUU, CPEJCTB TIOBEPEHHOMN
3arpy3KH, Cpe/ICTB aHTUBUPYCHOH 3alllUTHI)
B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHI 4
O0630p HOPMaTUBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOAMYECKHX JTOKYMEHTOB IO
3anMTe NHPOPMAIUH, B COCTaB KOTOPBIX BXOJAT TPEOOBaHUS U PEKOMEHAIUHU 110 2
3amuTe HHPOPMAIIHH MPOTPAMMHBIMH U MIPOTPAMMHO-ANMAPaTHBIMU CPEICTBAMU
PaGora ¢ cogepxaHnemM HOPMATUBHBIX MPABOBBIX aKTOB 2
B ToMm 4uciie camocrosiTesibHAsE padoTa 00y4arOUIUXCA
CranmapTsl 10 3amuTe HHOOPMAIMHU, B COCTaB KOTOPBIX BXOAAT TPeOOBaHUS U 1

PEKOMEHIalliy 1O 3a1uTe UHPOPMAIK TPOTPAMMHBIMH U IPOTPAMMHO-
anmapaTHbIMM CPEJICTBAMH.
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Tema 1.3. 3amuinensas Conep:kanue 21
ABTOMATHU3UPOBAHHAS ABTomaru3aius npoiecca 0opadorku uHGopmanuu. [ToHATHE aBTOMAaTH3UPOBAHHO 5 OK 08; TIK 2.1.
cucreMa CUCTEMBI [K 2.2 TIK 2.3.

Oco0eHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3alIUIIIEHHOM HCIIOTHEHUU. K 2ﬁi<HzK62'5'

OcHoBHble BubI AC B 3alIMIIIEHHOM UCIIOJHEHHUH. JIMCKPEIMOHHBIE MOJIEIIH. 2 o

MaHaTHbIE MOJIETT

B ToM unciie npakTHYECKUX U JIA00PATOPHBIX 3aHATHI 16

VYuer, 00paboTka, XpaHeHue u nepeaada napopmaimu B AC 2

OrpanuueHue J0CTyna Ha BXOJ B cucteMy. Pasrpannuenue gocryna 2

WNnenrudukanus 1 ayTeHTHPUKAIUS TTOJIb30BaTeIICH 2

Peructpanus coObiTuii (ayuT) 2

KoHTpoib nenocTHOCTH JaHHBIX. Y HUUTOKEHHE OCTATOYHON HHPOpMAIIH 2

VYnpasnenue nonutukoit 6ezonacuoctu. [lladnonsr 6e3onacHOCTH 2

Kpunrorpaduueckas 3amura 2

00630p iporpamm mUGPOBAHMS TAHHBIX 2

B ToMm 4nciie camocrosiTesibHAst padoTa 00y4arOIIUXCA

MeTtoapl co3nanus 0e30nacHbIX cucTeM. MeTo1010TUsl TPOSKTUPOBAHUS 1

rapaHnTUpoBaHHO 3amuieHHbIX KC
Tema 1.4. Coaep:xanue 5 OK 08; IIK 2.1.
Jecrabunusupytoiiee HcTounnku necTabuin3upyoniero Bo3AeCTBUS Ha O0BEKTHI 3alIUThI TIK2.2. TIK 2.3.
BO3/I€HCTBHE HA OOBEKTHI CrniocoOsI BO3/IeHCTBUS HA MHPOPMAITHIO 2 IK 21?IK1_£K6 2.5.
3aITHTBI B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHI 2 o

Pacnipenenenue kaHaaoB B COOTBETCTBUM C HICTOYHUKAMH BO3JEHCTBUS HA )

nH(pOpMaLHIO

B Tom unciie camocTosiTeIbHAS Pad0oTa 00y4aIOIIMXCHA 1

[IpuurHbI 1 yCclIOBUS A€CTa0MIN3UPYIOLIETO BO3IEHCTBUS HA HHPOPMAIIIIO
Tema 1.5. [TpuHuuns Conep:xxkanue 11
IIPOrpaMMHO-aNNapaTHON [ToHsiTHE HECAHKIIMOHUPOBAHHOTO JocTyNna K HHPopMmaru. OCHOBHBIE MOIXO/IbI K 5 OK 08; IIK 2.1.
3alUTHl HHOOPMAITUU OT samute uHGopmarmu oT HCJI K 2.2. TIK 2.3.
HECaHKIMOHMPOBAHHOI'O Opranu3zanus AocTymna K (aiiiam, KOHTPOIb AOCTYIIA U pa3TpaHHuEHUE T0CTYIIA, IIK 2.4. TIK 2.5.
nocrymna uepapxuueckuii Joctym K Qaitnam. Gukcanus noctyna K daitnam. JlocTyn K JaHHBIM 2 [IK 2.6.

CO CTOPOHBI ITponecca
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B TOM uMciIe NIpaKTHYECKUX U JIA00PATOPHBIX 3aHATHI 6
Opranm3anus 10cTyna K ¢aiinam 2
O3HaKOMJICHHE ¢ COBPEMEHHBIMH ITPOTrPAMMHBIMU U ITPOrPaMMHO-ANIIAPaTHBIMU 4
cpeactBamu 3amuThl oT HCJJ
B TOoM unciie camocTosiTeIbHAS PadoTa 00y4aloUXCs 1
Oco0eHHOCTH 3aIUTHI JAaHHBIX OT n3MeHeHus. Lludpposanue
Tema 1.6 Ocnossl 3amuTsl | Comepxxanue 5
ABTOHOMHBIX Pa6ora aBronomuoit AC B 3amuieHHoM pesxxume. Anroputm 3arpy3ku OC. LltatHeie OK 08; IIK 2.1.
ABTOMAaTU3MPOBAHHBIX cpeacTsa 3aMblkaHus cpezbl. Pacimpenue BIOS kak cpeacTBo 3aMblKaHUs 2 K 2.2. TIK 2.3.
cUCTEM IIPOTPaMMHOM CPEJIbI [IK 2.4. TIK 2.5.
Cucremsl TUIIa DJIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOU LIETOCTHOCTU IPOrPaMMHOMN ) [IK 2.6.
cpensl. [Tonstue AM/I3 (noBepeHHas 3arpy3Ka)
B Tom unciie camocrosiTesibHAsA padoTa 00y4arOIIMXCs
IIpumMeHeHMe 3aKiaioK, HalIPAaBJICHHbBIX Ha CHI)KEHUE 3(D(hEKTUBHOCTHU CPEJICTB, 1
3aMBIKAOLIUX CpERY
Tema 1.7 3amura Conep:kanue 4
IIPOrpaMM OT U3YUYECHMSI N3yuenue n oOparnoe npoektupoBanue [10. Crocoos! nzyuenus [10: ctatuueckoe u ) OK 08; IIK 2.1.
JUHAMHYECKOe U3yueHue. 3aauu 3alIUThl OT U3YYEHUS U CIIOCOOBI UX PElIeHUs K 2.2. TIK 2.3.
3amuTa OT OTIaAKH. 3alluTa OT AU3acceMOIMpoBaHus. 3alUTa OT TPACCUPOBKH 10 K 2.4. TIK 2.5.
MIpephIBaHUSAM 2 1K 2.6.
Tema 1.8 BpenonocHoe Conepxanue 11
nporpaMmHoe obecrniedenne | Kimaccugukaius BpeIoHOCHOTO PpOorpaMMHOro obecriederus. Cxema 3apaeHusl. OK 08; IIK 2.1.
CpenctBa HeliTpanuzauuu BpegoHocHoro I10. [IpopunakTrka 3apakeHus 2 IIK 2.2. 11K 2.3.
bor-nersl. [Ipunnun gyHkuronupoBanus. Meroasl ooHapyxenus. Kiaccudpukanus ) [K 2.4. TIK 2.5.
AHTUBHUPYCHBIX cpencTB. CUTHATYPHBIN U 3BPUCTUYECKHI aHAIIA3 TIK 2.6.
B ToM unciie npaKTHYECKHUX M J1A00PATOPHBIX 3aAHATHI 4
[Tpumenenus cpencTs uccrnenoBanus peectpa Windows aist HAX0XK/IEHUS CIIEI0B )
aKTUBHOCTH BperoHocHoro 110
OCHOBHBIE KOHIIETIIIMY IOCTPOEHHUSI CUCTEM aHTUBUPYCHOM 3aAILUTHI HA IPENITIPUATHH 2
B ToMm 4nciie camocrosiTeJibHAst padoTa 00y4aOIIUXCH 3
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BpenonocHoe nporpamMmmHoe obecriedeHre Kak 0CoObIi BU pa3pyLIaroInX
BozaeiicTBui. [lonck cienoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows.
Hpyrue o0beKTHI, conepkamue napopmanuo o BpenonocHoM 10, daiiner prefetch.
OcHoBHBIE BETKH, cojeprkamiue nadopmanuio o BpegonocHom I10.

3aimuTa OT BUPYCOB B «PYUYHOM PEXKUME»

Tema 1.9

3ammTa nporpaMm u
IaHHBIX OT
HECaHKITMOHHUPOBAHHOT'O
KOHI/IpOBaHI/Iﬂ

Conep:kanue

HecankimonupoBannoe konupoBanue nporpamm kak tun HCJI. ITpussska 110 k
anmnapaTHOMY OKPY>KEHHIO M HOCUTEIISIM

B ToMm 4ucae MPAKTUYCCKUX U J'IaﬁOpaTOPHI)IX 3aHATHIl

Tp€6OBaHI/I$I I10 3alIUTC NEPCOHAIBHBIX JAHHBIX, B COOTBECTCTBUU C YPOBHCM
3allUIIICHHOCTHU

[N I N B NS T -]

3ammTHRIE MEXaHU3MBI B IpUiIokeHusx (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)

\9)

3alMTHBIE MEXAHU3MBI OT KOIIMPOBAaHUS COBPEMCHHLIX OIICPAIIMOHHBIX CHCTEM

B Tom uncie camocrosiTeqibHAas padoTa 00y4al0MXCH
IOpunnueckue acekThl HECAaHKIIMOHUPOBAHHOTO KONMpoBaHus porpamm. Oodiee
MOHSATHUE 3ALIUTHI OT KOMUPOBAHUS

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

[IK 2.4. TIK 2.5.
IIK 2.6.

Tema 1.10 3amura
uH(popMaluu Ha
MAaIIMHHBIX HOCUTEJSIX

Conep:xanue

15

[Tpobnema 3amuThl OTUYX1aeMbIX KOMIIOHEHTOB [IDBM.

CpenctBa BocCTaHOBIEHUS ocTaTouHON nH(popMannu. Co3gaHue MOCEKTOPHBIX
oOpazoB HXKM/I. be3o3BpaTHoe yaaneHue NaHHbIX. [[pUHIUIBL U aNrOpUTMBI

B ToMm yuce MPAKTUYCCKUX U J'IaﬁOpaTOPHI)IX 3aHATHIl

10

HpI/IMeHeHI/Ie CpeACTBa BOCCTAHOBJICHUS OCTaTOYHOM HH(bOpMaHHH Ha MpuMepe
Foremost wiu anamora

[IpumeHeHne cnenualn3upoBaHHOIO ITPOrPaMMHOTO CPEACTBA JUIsl BOCCTAHOBIICHUS
ylaleHHbIX (aiiiaoB

MeToab! 3aIUThI I/IH(I)OpMaI_II/II/I Ha OTHYKAACMbIX HOCUTCIIAX. H_[I/I(I)pOBaHI/IC

[Ipumenenue mporpaMm AJisi 6€3BO3BPATHOTO yAaJICHHS TaHHBIX

[Ipumenenue nmporpaMm AJis MUQPPOBAHUS JAHHBIX HA CbE€MHBIX HOCUTEISX

B Tom unciie camocTosiTeIbHAS PadoTa 00y4aIOIIMXCH

NN DN

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

K 2.4. TIK 2.5.
[IK 2.6.
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[IpumeHeHue cpesICTB BOCCTAHOBJICHHS OCTATOYHON MHGOPMAIIUU B CyIEOHBIX
KPUMUHAIUCTUYECKUX IKCIIEPTU3aX U IIPU paccie0BaHUU UHIIUIEHTOB.
HopmartuBHas 6a3a, TOKyMEeHTUPOBAHHE PE3YJILTATOB

Tema 1.11 Conep:kanue 4
AnmnapaTHbIE Cpe/ICTBa TpeOGoBaHus K anmapaTHbBIM CPEACTBAM UACHTU(UKAIIUN U ayTeHTU(PUKAIIUN OK 08; IIK 2.1.
UAeHTU(UKAITIN U noJjp3oBaresne, npuMeHsieMbiM B 93 u AIIM/13 2 I[IK 2.2. TIK 2.3.
ayTeHTU(UKaIKK VYerpoiictsa Touch Memory [IK 2.4. TIK 2.5.
T10JIb30BaTEIICH B ToM 4nciie NpaKkTHYeCKUX U JJA00PATOPHBIX 3aHATHIA 2 IIK 2.6.
VYcranoBka u HacTpoiika Touch Memory 2
Tema 1.12. Conep:xanue 11
CucreMbl 0OHapY>KEeHUS COB u COA, otnnuns B pyukuusx. OcHoBubie apxutekTypsl COB. Mcnonb3oBanue ) OK 08; 11K 2.1.
aTaK ¥ BTOPXKEHUU ceteBbIX cHU(PepoB B kauectBe COB K 2.2. TIK 2.3.
Anmnapatabiii komnoHeHT COB. IIporpammusiii komnonent COB. Mogenu cuctemsl ) [IK2.4. TIK 2.5.
OoOHapyKeHHs BTOP>KEHUH. [IK 2.6.
B TOM uMc/Ie NIpaKTHYECKUX U JIA00PATOPHBIX 3aHATHI 6
Knaccudukanus cucrem oOHapyKEeHUsT BTOPKEHHUHA 2
MopennpoBaHue IPOBENCHNS aTaKU 2
N3y4eHne nHCTpYMEHTAIbHBIX CPEJICTB OOHAPYKEHUS BTOPXKEHUIN 2
B ToMm 4uciie camocrosiTe/ibHAsE paboTa 00y4arOIIUXCH
Oo6Hapy:xenue curiaryp. O6Hapy>keHre aHoManui. J[pyrue metosbl oOHapyKeHus 1
BTOP’KECHUM.
Tema 1.13 Coaepxanue 6
OcCHOBBI IOCTPOEHNUS Cetn, paboTaromiye no TeXHOJIOIMH KoMMyTaluu naketoB. Ctek nporokosos TCP/IP. ) OK 08; IIK 2.1.
3aILMILEHHBIX CETEH Oco6eHHOCTH MapHIpyTH3ALUH IIK 2.2. 11K 2.3.
ITaTHbIe cpeacTBa 3amUTH HHPOpMAIK cTeka mportokosnoB TCP/IP 2 IIK 2.4. 1IK 2.5.
B ToM 4mc/ie NPAKTHYECKHUX U JIA00PATOPHBIX 3aHATH I 2 IIK 2.6.
AHanu3 cpeAcTB UIeHTU(UKALNY U ayTeHTU(PHUKAMU Ha Pa3HbIX YPOBHSIX MIPOTOKOJIA )
TCP/IP, nocTonHCTBa, HEAOCTATKH, OTPAHNYCHUS
Tema 1.14 Coaep:xanue 10
CpencrtBa opranu3anuu Bupryanpnas yactHas cetb. OyHKIUMY, HA3HAYEHUE, IIPUHLIUII [IOCTPOCHHUS. ) OK 08; IIK 2.1.
VPN Kpunrorpadguueckue u HekpunTorpapuieckue cpeactsa opranuzanuu VPN IIK 2.2. TIK 2.3.
YcrpoiicTBa, oopasyrone VPN. Kpunromapuipytusarop 1 KpunToQuibTp. 2 IIK 2.4. TIK 2.5.
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B TOM uMciIe NIpaKTHYECKUX U JIA00PATOPHBIX 3aHATHI

Kpunropoyrep. [IpunHuumsl, apXxurekrypa, MoJieidb HApyIIUTENsI, JOCTOMHCTBA U
HEJO0CTaTKU

Kpunrodunetp. [IpuHIMIbI, apXUTEKTypa, MOJIETIh HAPYIIUTENS, JOCTOMHCTBA U
HEJO0CTaTK!

PassepreiBanue VPN

IIK 2.6.

Tema 1.15
OobecrieueHue
0€e301MacHOCTH
MEKCETEBOIO
B3aMMOJIEHCTBHS

Conepxanue

13

Mertob! 3amuThl HHGOpMaIK pu padore B ceTsix obmiero goctyna. OCHOBHBIC
tunsl firewall. CummeTpuunbie 1 HecummeTpuaHble firewall

VYposens 1. [lakeTHbie pUIBTPHI

VYpoBens 2. @uiibTpanus ciayx0, HOUCK KIFUEBbIX CJIOB B TEJIE TAKETOB HA CETEBOM
ypOBHE

VYposens 3. Proxy-cepBepa npukiIaHOTO YPOBHS

B ToMm 4ucae MPAKTUYCCKUX U J'IaﬁOpaTOPHI)IX 3aHATHIl

Ananu3 MexceTeBbIX dKpaHoB Tuma firewall. JlocTtonHCTBa, HETOCTATKH,
peann3yeMble TOTUTHKH O€30MaCHOCTH

N3yuenue u cpaBuenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

HSyquI/IC Ppa3INYHbIX CII0CO00B 3aKPBITHA «OIIACHBIX» IIOPTOB

HByLIeHI/IC Tpe60BaHHfI 10 CepTI/I(I)I/IKaI_[I/II/I MCIKCECTCBBLIX SKPAHOB

NN D (e

B ToMm 4nciie camocrosiTesibHast padoTa 00y4arOUIUXCH

OnHoxocToBble U MyJIbTHXOCTOBBIE firewall. OCHOBHBIE THIIBI ApXUTEKTYP
MyJIbTHXOCTOBBIX firewall. TpeGoBaHus K KaXI0OMy XOCTY UCXOMS U3 apXUTEKTYpbI U
BBITIOJTHSAEMBIX (QYHKIUH.

OK 08; IIK 2.1.

IIK 2.2. 1IK 2.3.

IIK 2.4. 1IK 2.5.
IIK 2.6.

Tema 1.16
3amuTa HHpOpMaUH B
0a3ax JTaHHBIX

Conep:xanue

OcHoBHble TUIIBI YTpo3. Moaens HapymuTensa. CpeacTBa HASHTUPUKALUT U
ayTeHTH(UKanuu. YnpasiaeHue 1octynoM. CpeacTBa KOHTPOJIS LETOCTHOCTH
nH(popmanuu B 6a3zax JaHHBIX

B ToM 4nciie NpaKTHYeCKUX U JJA00PATOPHBIX 3aHATHIA

N3yyenne mexanusmos 3amutel CYBJl MS Access

N3yuenne mratHbix cpencts 3ammTel CYBJ] MSSQL Server

N3y4yenne MexaHU3MOB 3aIlnuThl cOBpeMeHHbIX CY B /I

B Tom unciie camocTosiTeIbHAS PadoTa 00y4aOIIMXCA

DN N[N

OK 08; IIK 2.1.

K 2.2. TIK 2.3.

I[IK2.4. TIK 2.5.
[IK 2.6.
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Cpencta ayuTta U KOHTpoJs 6e3omacHocTu. Kputepuu 3amnuieHHocTy 6a3 1aHHBIX.
[Ipumenenue kpunTorpaguueckux CpeCTB 3alUTh HHPOpMAIK B 0a3ax TaHHBIX

Tema 1.17 Conep:xkanue 13
MOHUTOPUHT CUCTEM Ocobennoctu (pukcanuu COOBITUI, TOCTPOSHHBIX HA PA3HBIX MPUHITUIIAX: CETH C ) OK 08; IIK 2.1.
3alIUThI KOMMYTallUEeH COeAMHEHUH, CETh ¢ KoMMyTaruei nakeros, TCP/IP, X.25 IIK 2.2. IIK 2.3.
Hcrounnku nHpOpManuy 1151 MOHUTOPUHTA: CETEBbIE MOHUTOPHI, CTATUCTUYECKHE IIK 2.4. 1IK 2.5.
XapakTepucTuku Tpaduka yepes MD, nmpoBepka pecypcoB 00IIETo MOIb30BAHUS. 5 IIK 2.6.
Knaccudukanus cereBoIx MOHUTOPOB. CHCTEMBI YIIpaBIeHHs COOBITUAMU
nHpopmannonHoi 6e3onacuHoctu (SIEM)
B ToM 4unciie npakTHYeCKUX U JIA00PATOPHBIX 3aHATHIA 8
Knaccudukanus orcrnexnBaeMbix coObITuid. OCOOEHHOCTH MMOCTPOCHUS CUCTEM 5
MOHHUTOPHHIa
W3ydenue u cpaBHUTEIbHBIN aHAIN3 PaCIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha )
npumepe RealSecure, SNORT, NFR wnu npyrux aHaioros
[IpoBenenue ayaura JIBC cereBbIM CKaHEPOM 2
0630p SIEM-cuctem Ha MUPOBOM U POCCHIICKOM PBIHKE 2
B ToMm 4uciie camocrosiTesibHAsE paboTa 00y4arOIIUXCSH
[TonsiTre 1 000CHOBaHKE HEOOXOJUMOCTH UCTIOIB30BaHUSI MOHUTOPUHTIA KaK 1
HE00X0IMMOM KOMITOHEHTHI CUCTEMBI 3aIllUThl HH)OpMALIUK
Tema 1.18 Conep:xanue 2
N3yuenue mep 3a1iuThl N3yuenne TpeOoBaHuil 0 3amuTe HHGOPMALIUY, HE COCTABIISAIONIEH TOCYIaPCTBEHHYIO OK 08; IIK 2.1.
uH(popMaIuu B taiiny. U3yuenne Mmeronnyeckux qokymeHToB ®CTOK no npumeHeHuo mep IIK 2.2. TIK 2.3.
MH(pOPMaILMOHHBIX 3aINTBHI. K 2.4. TIK 2.5.
cucreMax B ToM 4nciie NpaKTHYECKUX U JJA00PATOPHBIX 3aHATHI 2 IIK 2.6.
Br16op Mep 3amuThl HHGOPMALIUY 7Sl UX peau3aliy B MHOPMALMOHHOM cucTeMe.
Bb160p COOTBETCTBYIONIMX MPOTPAMMHBIX M TPOrPaMMHO-aINIapaTHBIX CPEJCTB U 2
PEKOMEHIalUi 110 UX HACTPOUKE.
Tema 1.19 B ToM 4nciie NpaKTHYeCKHUX U JJA00PATOPHBIX 3aHATHI 10
N3ydeHne coBpeMeHHBIX YcTaHoBKa 1 HacTpolKa KOMIUIEKCHOTO cpeficTBa Ha npumepe SecretNetStudio ) OK 08; IIK 2.1.
[IPOrpaMMHO-ANNAapaTHeIX | (yueOHas JIUICH3UsI) WU APYTUX aHAJIOTOB [IK 2.2. TIK 2.3.
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KOMILJIEKCOB. YcraHoBKka ¥ HaCTpOilKa MPOrpaMMHBIX CPEACTB OLIEHKH 3alIUIIEHHOCTH U ayIUTa I1IK 2.4.TIK 2.5.
nH(pOpMaIMOHHOM 0€30MMacHOCTH, N3ydeHHEe QYHKIUNA U HACTPOMKA PEKUMOB PaOOTHI 2 IIK 2.6.

Ha nipumepe MaxPatrol 8 wim npyrux ananoros

N3yuenue TunoBbIxX pemeHuit ais noctpoenus VPN Ha npumepe VipNet win apyrux

aHaJIOrOB 2
N3y4yeHne COBpEMEHHBIX CUCTEM aHTUBUPYCHOM 3aIlUTHI HA IPUMEpe )
KopropaTuBHbIX peuieHuit KasperskylLab unun npyrux ananoros
Wzydenne dyHnkuonana u odbnacreit npumenenust DLP cucrem Ha npumepe 5
InfoWatchTrafficMonitor wim qpyrux aHaJIOTOB
KypcoBas pa6ora 20
IIpomexyTounas arrectauus no MJIK.02 nuddepenunpoBanHblii 3aueT 3 cemMecTp 2
O0600menue pa3enoB (KOHCYIbTALUsA) 4
IIpome:xyrounas arrecranus mo M/IK.02.01 IK3aMeH 4 cemecTp 6
Pasnen 2. Kpunrorpaguyeckue cpeacrsa 3aliuThl HHpOpMALMU 140/70
M/K.02.02. Kpunrorpaguyeckue cpeAcTBa 3alIUThI HH(poOpManuu 140/70
Tema 2.1. Conep:xanue 22
MaremaTnuecKkue OCHOBBI DneMeHTHl TEOPUH MHOXKECTB. [ pymnmnbl, KoyibLia, moJsl. 2 OK 08; IIK 2.1.
Kpuntorpadun Hemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U COCTaBHBIE YHCIIA. IIK 2.2. TIK 2.3.
OcHoBHas TeopeMa apudmeTrku. Hanbonpmii o0mmii genutens. Bzaumuo 2 IIK2.4.TIK 2.5.
npocteie uncna. Anroputm EBknuna as naxoxaenus HOJI. IIK 2.6.

OtHomeHus: cpaBHUMOCTH. CBOMCTBA cpaBHEeHU. MoaymspHas apudmeTuka.
Knaccsl. [lonnas u npuBenenHas cucrema BelueToB. yHkius Jinepa. Teopema
depma-Diinepa. AITOpUTM OBICTPOro BO3BEJCHUS B CTENIEHb 110 MOAYIIIO.
CpaBHeHus nepBoii crenenu. JIunelinsle AMohaHTOBBl ypaBHEeHUs. PaciipeHHbIi 2
anroput™m EBkinaa.

ITpoBepka uncen Ha MPOCTOTY. AJITOPUTMBI F'€HEpALIUH POCTHIX Yucel. Meroa
npoOHBIX neneHuit. Pemero Dparocdena.

PasnoxeHune ynciaa Ha MHOKUTEIH. AITOpUTMBI PakTopuzaunu. dakropuzanus
®epma. Merop [lomnapna.
B TOM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHI 8



https://www.infowatch.ru/products/traffic_monitor_enterprise
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[Ipumenenue anroputma EBknuaa mis naxoxaenus HOJI. Pemenue nuHeRHbIX

T1M0(aHTOBBIX YpaBHEHUH 4
IIpoBepka urcen Ha IPOCTOTY 2
Pemienue 3aa4 ¢ a7eMeHTaMU TEOPUH YHUCE. 2
B ToM umciie camocTosiTeIbHAS Pad0Ta 00y4aOIIUXCS
Hcropus pa3Butus Kpunrorpahuu
Kuraiickast reopema 00 ocTaTkax.
4
ANropuTMBI TUCKpeTHOTO Jorapudmuposanus. Meron Ilomnapaa. Merox loppa
Apudmernueckre onepanuy Haa OOIBITUMH YHCIAMH.
DIIMNTHYECKUE KPUBBIC U UX MPHIIOKEHHS B KPUIITOT padun
Tema 2.2. Meronbl Copnepxanue 18
KpunTorpaguaeckoro Krnaccudukanus 0CHOBHBIX METOJIOB KPUIITOTPAUICCKON 3aUThI. MeTO b 5 OK 08; IIK 2.1.
3alIUThl HH(OpPMAIHH CUMMETPUYHOTO N POBaAHUS IIK 2.2. 1IK 2.3.
[udpsr 3amensl. [Ipoctas 3amena, MHOTOan(aBUTHAS IMOJICTAHOBKA, ) [IK2.4. TIK 2.5.
MPONOPIMOHATBHBINA MU [IK 2.6.
Mertonbl nepectaHoBkU. TabinyHas nepecTaHOBKa, MapIIpyTHasl IEpeCcTaHOBKA 2
['ammupoBanue. 'ammupoBanue ¢ KOHEUHOH M OECKOHEYHOI raMMaMu 2
B TOM 4nc/ie npaKTHYeCKUX U J1a00pATOPHBIX 3aHATHIH 10
[TpyMeHeHre KiacCuuecKuX Mu(poB 3aMeHbI 2
[TpuMmeHeHne KiacCuuecKux MudpoB nepecTaHOBKU 2
[TpuMmeHeHne MeToja TaMMUPOBAHHUS 2
[TporpamMHas peannzanus KJ1acCHYECKUX MIH(PPOB 4
Tema 2.3. Kpunroananms Copnepxanue 14
OcHoBHbIE MeTOIbI KpunToaHanu3a. Kpunrorpagudeckue ataku. OK 08; IIK 2.1.
Kpunroraduyeckas cTORKOCTb. AGCOIIOTHO CTOMKUE KPUIITOCUCTEMBL. [IpHHIIUIIBL 2 IIK 2.2. 1IK 2.3.
Kupkxoddca [IK2.4. TIK 2.5.
B TOM 4Hc/Ie IPAKTHYECKHUX H Ja00PaTOPHBIX 3aHITHI 10 1K 2.6.
KpunToananus mudpa npocTtoit 3aMeHbl METO/IOM aHAJIM3a YaCTOTHOCTU CUMBOJIOB 2
Kpunroananus kinaccuueckux Mu@poB METOJOM MOJIHOTO nepedopa Kirrouei 4
Kpunroananus mudpa Buxunepa 4
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B ToM umciie camocTosiTeIbHAS Pa00Ta 00Y4aIOIIUXCS

[lepcnexkTUBHBIE HANPABIECHUS KPUIITOAHAIN3A, KBAHTOBBIM KPUITOAHAIIN3 2
OnTumu3anus METOJ0B YaCTOTHOTO aHaJIN3a MOHOAI(PaBUTHBIX MIU(POB
Tema 2.4. [loTounble Conep:kanue y4eOHOro MaTepuaa 8
mUGPBI U TEHEPATOPHI OCHOBHBIE TPUHITUIIBI TOTOYHOTO MU(POBAHUSA. OK 08; TIK 2.1.
IICEBJIOCITYYalHbIX YU CEl Mertobl OMy4YeHHS IICEeBAOCIyYaiHbIX nocnenoBarenbHocTen. JIKI, meton 2 IIK 2.2. TIK 2.3.
dudonauun, metog BBS. IIK 2.4. TIK 2.5.
B TOoM 4nc/ie NpaKTHYECKUX U J1a00PAaTOPHBIX 3aHATHI 4 IIK 2.6.
[Ipumenenue metonoB reneparuu [1CY 4
B ToM 4nciie camocTosiTe/IbHAA padoTa 00y4arOIINXCH )
[Tpumenenue reneparopor [1CY B kpunrorpadun
Tema 2.5 Koaupoanue Coaep:xxanue yueOHOro MaTepuaJa 12
HH(OPMALHH. Koauposanue nndopmarmu. CuMBosiIbHOE KoaupoBaHue. CMBICIOBOE KOJUPOBAHUE. OK 08; IIK 2.1.
KommproTepusanus Komnerotrepusanus mudpoBanus. AnmnapaTtHoe ¥ NporpaMMHoe mudpoBaHue 2 K 2.2 TIK 2.3.
i poBaHHs. CrangapTu3anus NporpaMMHO-aNMapaTHBIX KPUNTOTpadhUIeCKUX CUCTEM U CPEJICTB. 1K 2.4. TIK 2.5.
B ToM umMciie NpakTHYeCKUX U JIA00PATOPHBIX 3aHATHH 8 MK 2.6.
KonupoBanue nnpopmanuu 2
[TporpamMHas peannzanus KJIacCHYECKUX MHPPOB 2
N3yuenue peannsalyy KJIacCHYECKUX MU(PPOB 3aMEHbI U IEPECTAHOBKH B IIpOrpaMme 4
CrypTool unu ananore.
B ToM 4nciie camocTrosiTe/IbHAA padoTa 00y4arOIINXCH
Mexanusauus mmdposanus. [Ipencrasnenue nHpopmMalnuy B IBOUYHOM KOJIE.
Tabmuua ASCIIL. M3ydeHne coBpeMeHHBIX IPOrPaMMHBIX M allapaTHBIX 2
KPUNTOrpaUUeCcKUX CpecTB
Tema 2.6 Coaep:xxaHue yueOHOro MaTepuaJa 8
CUMMETPHYHBIE CUCTEMBI | Ofmie cBeaeHus. CTPYKTYpHAS CXeMa CHMMETPHIHBIX KPHIITOrPadHuecKiX CHCTEM 2 OK 08; IIK 2.1.
mppoBan OreuectBenHble anroput™Mbl Marma u Kysneuuk u crannaptel ['OCT P 34.12-2015 n 1K 2.2. TIK 2.3.
T'OCT P 34.13-2015. Cummerpuunsie anroputmsl DES, AES, TOCT 28147-89, RC4 2 1K 2.4. TIK 2.5.
[IK 2.6.

B TOoM 4nc/ie npaKTHYECKUX U J1a00pATOPHBIX 3aHATHI

Ananus COBPCMCHHBIX CUMMCTPHUYHBIX KPHUIITOAJITOPUTMOB
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W3yuenue nporpaMMHO peanu3alii COBPEMEHHBIX CHMMETPUYHBIX MH(POB 2
Tema 2.7 Copaepxxanue yuyeOHOro MmaTepuaJia 10
ACHMMETPHYHBIE CUCTEMBI | KpUITOCHCTEMBI C OTKPBITHIM KitodoM. HeobpaTtumocts cictem. CTpyKTypHAs cXema OK 08; IIK 2.1.
mrpoBaHUs m(pPOBaHUS C OTKPBITHIM KITFOYOM. 2 IIK 2.2. TIK 2.3.
DJIEMEHTHI TEOPUHU YUCEN B KPUNTOTrpaduu ¢ OTKPHITHIM KITIOUOM. [IK2.4.TIK 2.5.
B TOoM umMciie NpakTHYeCKUX U JIA00PATOPHBIX 3aHATHH 8 [IK 2.6.
AHain3 COBPEMEHHBIX aCUMMETPUYHBIX KPUIITOAJITOPUTMOB 2
[TprMeHeHHe pa3TUYHBIX ACUMMETPUUHBIX aJITOPUTMOB 4
N3ydeHue nporpaMMHO peain3aliii aCuMMETpUYHOro airopurmMa RSA 2
Tema 2.8 Conep:xxanue yueOHOIro MaTepuaJia 10
AyTCHTH(QHKALHS JAHHBIX. Aytentudukanus ganaeix. O6mue noustus. S11. MAC. OnHoHanpaBiIeHHbIE Xell- OK 08; IIK 2.1.
OneKTpOHHAs TOAMKCh byHKIHN. 2 K 2.2. TIK 2.3.
AnropuTMBI ITUGPOBOM MOIITUCH K 2.4. TIK 2.5.
B TOM 4mc/ie NpaKTHYeCKUX U J1a00pPATOPHBIX 3aHATHI 8 1K 2.6.
[TprumeHeHne pa3nuyuHbIX PYHKIUM XEMIMPOBaHUSs, aHAIU3 OCOOCHHOCTEN Xelen 2
[TpumeHneHne kpunTorpapUuecKrx atak Ha Xeul-(QyHKIUH. 2
N3ydeHne mporpaMMHO-aNMapaTHbIX CPEAICTB, PEATTU3YIOLUINX OCHOBHbIE (PYHKIIMU 4
Ol
Tema 2.9 Conep:xxanue yueOHOro MaTepuaJia 8
AJTOPUTMBI 0OMEHA ANTOpPUTMBI pactpeeIeHUsl KJIFoUel ¢ MPUMEHEHHEM CUMMETPUYHBIX U OK 08; IIK 2.1.
KJTF0UeH U POTOKOJBI aCUMMETPUYHBIX cxeM. [IpoTokoIbl ayTeHTH(UKaLKH. 2 IIK 2.2. TIK 2.3.
ayTeHTHHKALH B TOM 4nciIe NPAKTHYECKUX U J1a00PATOPHBIX 3aHATHIT 4 IIK 2.4.1IK 2.5.
[Tpumenenue nporokona Juddu-Xemmmana s oOMeHa KI04aMu MUGPOBAHUSL. 2 TK 2.6.
W3yuenune mpuHIUIOB pabOThI IPOTOKOJIOB ayTEHTU(UKAIIUH C UCTIONIb30BaHUEM )
JIOBEPEHHOM CTOPOHBI Ha puMepe npoTtokoia Kerberos.
B ToM umciie camocTosiTeIbHASA padoTa 00y4aroImUXCs )
B3aumnas ayrentudukanus. OMHOCTOPOHHSS ayTeHTUDUKAIHS
Tema 2.10 Conep:xxanue yueOHOro MaTepuaJa 4




45

Kpunrozammura Abonentckoe mudponanue. [laketnoe mmdpoBanue. 3anuTa HEHTpa FeHepauu
uH(pOpMaIIUU B CETSIX KITIOYEil.

nepeayu JaHHbIX Kpunrorpadudaeckas 3amura 6€CIpOBOIHBIX COSAMHEHUH B ceTsaX cranmapta 802.11
¢ ucnojp3oBanuem nporokosioB WPA, WEP.

B ToM umciie camocTosiTeIbHAS Pad0Ta 00Y4aIOIIUXCS
Kpunromapmpyruzarop. [lakeTHbiit GuiabTp

OK 08; IIK 2.1.

IIK 2.2. 11K 2.3.

IIK 2.4. 1IK 2.5.
IIK 2.6.

Tema 2.11 Copaeprxanue yueOHOro MmaTepuaJia

amra nHpopmanuy B [TpuHIMIB GYHKIMOHUPOBAHUS SIEKTPOHHBIX IJIATEKHBIX CUCTEM. DJIEKTPOHHBIE
SJICKTPOHHBIX INTATCKHBIX | jacTukoBBIE KapThl. [lepcoHanbHbIi HACHTU(PUKAITMOHHBIN HOMEP

cucTemMax [Ipumenenre KpunTorpaGuIecKux MPOTOKOJIOB I 00eceueHns1 6€30MacCHOCTH
AJIEKTPOHHOM KOMMEPILIUU.

B ToM uncie NMPAKTUYECCKUX U naﬁopaTopme 3aHATHIA

[TpumeHenne ayTeHTU(DUKAIIUY 110 OHOPA30BBIM MApPOIISIM

Peanuzanus anropuTMOB CO3/1aHUS OJTHOPA30BBIX MapoJien

B ToM 4nciie caMocTOsITeIbHAsA padoTa o0y4yaroImmuxcs
CpencrBa ayTeHTH()UKAIIMK B IUIATEXKHBIX CUCTEMAax

N NN

OK 08; IIK 2.1.

K 2.2. TIK 2.3.

I[IK 2.4. TIK 2.5.
IIK 2.6.

Tema 2.12 Conep:xxanue yueOHOro MaTepuasa

=]

KommerorepHas CkpsITas nepeaaya HHPOpMAIMU B KOMIIbIOTEPHBIX cucteMax. [Ipodiema
creraHorpagust ayTeHTU(UKaMKU MYJIbTUMEINITHON HHpOpMauu

Mertonbl KoMIbIOTEpHOU cTeranorpaduu. Llndpossie BoJsHBIC 3HAKH.

B TOM 4nciIe NPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHIT

O0630p U cpaBHUTENBbHBIN aHaMN3 cymiecTBytomiero [10 s Bcrpauanus [[B3

Peanu3zanus npocteiimnx creraHorpaduyecKux aaropuTMoB

B ToM umciie camocTosiTeIbHASA Pad0oTa 00y4alOIIUXCS
3aKOHOAATENHCTBO B 00J1aCTH KpUNTOrpaduyecKoi 3auThl HH(GOpMaLIUN
3ammuTa aBTOPCKUX IpaB. AlroputMsl BcrpauBanus 1[B3

OK 08; IIK 2.1.

IIK 2.2. TIK 2.3.

K 2.4. TIK 2.5.
IIK 2.6.

IIpomexyrounas arrectanus no MJ/IK.03.02 Au(ppepeHUPOBAHHBIN 324€T

0O600menue pazaenos MK

IIpomexyrounas arrectanus no MJ/IK.03.02 IK3aMeH
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YyeOHasi npaKkTUKA
Buasi pador:
— IIpuMeHeHre TporpaMMHBIX M TPOrPaMMHO-AIIAPATHBIX CPECTB obecnedeHuss HH(HOpMaImOHHON
0€30MacHOCTH B aBTOMaTHU3WPOBAHHBIX CUCTEMAX

— JlmarHocTHKa, YCTpaHEHHE OTKAa30B U oOecredeHne paboToCIOCOOHOCTH TPOrPaMMHO-AIIIAPATHBIX CPEJICTB
obecrieueHrss ”HPOPMAIIMOHHON 0€30MaCHOCTH

— Ouenka 3((eKTHBHOCTH MPUMEHIEMBIX IPOTPAMMHO-AIIIAPATHBIX CPEACTB oOecnedeHnss HHHOPMamOHHON
0€30MacHOCTH

— CocrapieHue JOKyMEHTAIUH 10 y4eTy, 00paboTKe, XpaHEHUIO U epeiade KOHGHUASHIMaIbHON HH(OopMaIuu

— Hcnonp3oBanue mporpaMMHOro o0ecriedeHus 115l 00padOTKU, XpaHEHU U TepeJadl KOHPHUICHINAIbHOMI
uHpOpMaLUn

— CocrapieHue MaplIpyTa U cOCTaBa MPOBEICHHSI Pa3IMYHbIX BUIOB KOHTPOJIbHBIX IIPOBEPOK MPH aTTECTALUH
00BEKTOB, TIOMEIIEHHH, IPOTPaMM, aJITOPUTMOB.

— YcrpaHeHne 3aMe4aHuid 10 pe3yIbTaTaM IPOBEPKH

— AHanu3 ¥ cocTaBJICHHUE HOPMATUBHBIX MCTOAUYCCKHUX TOKYMCHTOB I10 obecreyeHnro HH(I)OpMaHHOHHOﬁ
0e301acHOCTH IIporpaMMHO-aInapaTHbiIMu CPEACTBAMHU, C YHCTOM HOPMATUBHBIX ITPABOBLIX dKTOB.

— IlpuMeHeHne MaTeMaTHUECKUX METOOB JJIsl OLEHKU KauecTBa U BbIOOpa HAaWJIydIlIero MporpaMMHOIO Cpe/ICTBa

— IlpuMeHeHHs 3IeKTPOHHON MOAMNNUCH, CHMMETPUYHBIX U CUMMETPUYHBIX KPUITOTpapUUECKUX aIrOPUTMOB, U
CPEICTB MHU(POBaHUS TaHHBIX

— MHcnonbp3oBaHue TUIIOBBIX KPUOTOTpaQUUECKUX CPEACTB U METOIOB 3aIlUThl HHPOPMALIUH, B TOM YHCIIE U
AJIEKTPOHHOM MOJIUCH

48

IIpou3BoACTBEeHHAs] NPAKTHKA

Buabl pador:

—VYyacTue B yCTaHOBKE M HACTPOUKY OTAEIbHBIX MPOTPAMMHBIX, IPOrPAaMMHO-AMIAPATHBIX CPEJICTB 3aIUTHI
UHpOpMaLIUH.

— Yyacrtue B obecrieueHNH 3alUThl MHQOPMAIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMaxX OTAEIbHBIMU MPOTrPaAMMHBIMH,
IPOTrpaMMHO-aNapaTHBIMKU CPEJICTBAMHU.

— YyacTue B TECTUPOBAHUU (PYHKIUI OTAEIBHBIX IPOTPAMMHBIX U IPOTPAMMHO-AIIAPATHBIX CPEJCTB 3aLUTHI
uH(pOpMaLUH.

— Yyactue B 00paboTKe, XpaHEHUH | Tiepeade HHQOpMaIKi OTPaHUICHHOTO JOCTYTIA.

— Yyactue B yHHUTOKCHUN MHPOPMAIIUU U HOCUTENEH HH(OPMAIMH C HCIIOIB30BaHHEM POTPAMMHBIX U
IPOTPaMMHO-aNapaTHBIX CPEICTB.

156
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— Yuactue B pemienus 3a1a4 3amutel oT HCJL k uHpOpManuu orpaHM4eHHOr0 TOCTYIA C IOMOIIBIO TPOrPaMMHBIX
U IIPOrpaMMHO-aNNapaTHBIX CPEJCTB 3aIIUTH HHPOPMALHH

— Ocy1iecTBIeHUE PErUCTPAIITU OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEMAaX, B TOM
YHCIIe C UCTIOIb30BAaHUEM ITPOTrPAMMHBIX U IPOrPaMMHO-AIIIAPATHBIX CPEICTB OOHAPYKEHUS, IPEAYIPEKICHUS U
JMKBUJIAIIUH TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK.

— AHaJu3 NPUHIUIIOB MOCTPOCHUS CUCTEM MH(GOPMAIIMOHHOM 3aIIUThI TPOU3BOICTBEHHBIX MOIpa3AeIeHUI.

— Texnuueckast dKCITyaTalys 1€MEHTOB POrPaMMHOMN U annapaTHON 3alUThl aBTOMATU3UPOBAHHON CUCTEMBI.

— YuacTue B IMarHOCTUPOBAHUH, YCTPAHEHUN OTKAa30B U 00ecredyeHHH paboTOCIIOCOOHOCTH MTPOrPaMMHO-
anmnapaTHbIX CpeCTB oOecreueHus: HHPOPMaIMOHHON 0e3011aCHOCTH.

— Ananus 3 PpeKTUBHOCTH TPUMEHSEMBIX TPOrPaMMHO-AMNIAPATHBIX CPEACTB 0OecredeH s HHPOPMAIIMOHHOM
0€30MacCHOCTH B CTPYKTYPHOM IOJIpa3/ieJICHUH.

— [IpumeHneHnre HOpMATHUBHBIX MTPABOBBIX aKTOB, HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB IO OOECIICYCHHIO
WH(OPMAIMOHHOK 0€301TaCHOCTH MTPOTPaMMHO-AITAPATHBIMU CPEJICTBAMHY IPH BIMIOJTHCHUHN 33149 TPAKTUKA

JK3aMeH 10 NPodeccCHOHATBLHOMY MOAYJII0 12

Bcero: 534/372

2.4. Kypcosas padora

BrinonHenue KypcoBoii paboThl 0053aTEIBHO

Temartuka KypcoBbIX paboT:

— OueHka 3(¢(}EeKTUBHOCTH CYIIECTBYIOUIMX MPOTPAaMMHBIX W NPOTrpaMMHO-aINApPaTHBIX CPEACTB 3allluThl MHPOpMAlUU C MPUMEHEHUEM
CHeLHATU3UPOBAHHBIX MHCTPYMEHTOB U METOAOB (MHIUBHIyaJIbHOE 3a/1aHUE)

— O030p ¥ aHaIU3 COBPEMEHHBIX MPOTrPaMMHO-aNNapaTHBIX CPEACTB 3alIUTHI HHPOpMAIK (MHAUBUIYaIbHOE 33/1aHHE)

— Br160p onTHManbHOTO CpeAcTBa 3alMThl MHpOpMaIu Ucxos u3 Meroanyeckux pekomenaanuil @®CTOK u nmeronmxcst UCXOIHBIX TaHHBIX
(MHIMBUYaJbHOE 3a/1aHuUE)

— IIpuMeHeHHe mporpaMMHO-aNMapaTHbIX CPEJCTB 3aIIUTHl MH(OPMAIMKU OT PA3IUYHBIX THIIOB yrpo3 Ha MPEINpUATHH (MHIMBHIYaIbHOE
3a/1aHHE)

— IIpobnema 3amuTsl nHGOpMAaIK B 001aYHBIX XpaHUIUIIax qaHHbIX 1 [{Odax

— 3amuTa cpell BUpTyalu3alun



3. YCJOBUA PEAJIMBALIUU ITPOPECCHOHAJIBHOI'O MOAYJIA

3.1. MarepuajJbHO-TeXHHYECKOe o0ecreyeHne

Mactepckas «KubepOe3omacHOCTH», OCHAIIeHHas(bIe) B COOTBETCTBUHU C MPUIIOKEHUEM 3
OIIOII-ITL.

OcHaieHHbie 0a3bl MPaKTUKH (MacTEPCKHE/30HBI TIO0 BUJaM padoT), OCHalIeHHas(bie) B
cootBercTBUH ¢ puioxenuem 3 OITOII-IL . ¢ m. 3.1.2. o6pazoBaTeabHON MPOTPAMMBI.

3.2. YuyeOHO-MeTOaAMYECKOE O0ecrieueHne

3.2.1. OcHOBHbIE eYaTHbIE U/WJIH IeKTPOHHbIE U3aHUS

1. Bapuues C.I'., l'onuapos B.B., CepoB P.E. OcHoBbI coBpeMeHHO# kpurnrorpaduu: y4ueo.
[Tocobue. — M.: T'opsiuas nmunus — Tenexom, 2020.- 175 c.

2. Jdymxun A.B., bapcykoB O.M., Kpasuos E.B., Cnasaos K.B. [Iporpammuo-anmnapaTHbie
cpencTBa obecrieueHus: nHGopManuoHHoU 6e3omacHocTH: yued. [locodbue. — M.: T'opsiuast TuHUS —
Tenexom, 2019.- 248 c.

3. UBanoB M.A., UyrynkoB U.B. Kpunrorpadpudeckne MeTonsl 3ammThl HHGOpMAIUH B
KOMIIBIOTEPHBIX CUCTEMAX U ceTsX. YuebHoe nocodbue - Mocksa: MUDU, 2020.- 400 c.

4. Kazapun, O.B. [IporpamMmMHo-anmapaTHbple CpeAcTBa 3alluThl HHGOpMAIUHU. 3amuTa
IPOTPAMMHOTO OO0ECIIeYEeHHUs . YUYEeOHWK M TPAKTHUKYM JUISI CPEAHEro MpoeCCHOHAIBLHOTO
obpazoBanus / O. B. Kazapun, A. C.3aba0ypun. — Mocksa : M3garenscTBo [Opaiit, 2021. —
312 c.— (IlpodeccuonansHoe oOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
anekTpoHHbIN // O6pazoBatenbHas miargopma FOpaiit [caiit].

5. Jlocs, A. b. Kpunrorpadguueckue MeToAbl 3alUTHl HHGOOPMALUU IS H3YYArOMIMX
KOMIIBIOTEPHYI0 Oe30macHoCTh : yueOHuK /uis By30B/ A. b. Jloch, A. FO. Hectepenko, M. 1. PoxkoB.
— 2-e u3n., ucnp. — Mocksa : M3narensctBo HOpaiit, 2021. — 424 ¢. — (Boiciee o6pazoBaHue).
— ISBN 978-5-534-12474-3. — Texkct : anekTpoHHbIN // OOpa3oBarenbHas miuatdopma FOpaiit
[caiiT].

3.2.2 /lonoTHUTEIbHbIE HCTOYHUKH:
1. Andépos A.IL, 3y6oB A.lIO., Ky3pmun A.C., Yepémymxkun A.B. OcHoBbl kpunrorpapuu
(yueOHoe mocobue). - M.: I'enuoc APB, 2019. — rpud MunuctepctBa obpazoBanust PO no rpymnmne
crienManbHOCTEN B 00J1acTH HH(OPMAIIMOHHOM 0€301macHOCTH

2. ®epepanbHbId 00pa3oBaTeNbHbIN MopTan «HPOPMAIIMOHHO ~-KOMMYHHUKAITMOHHBIE TEXHOIOTUH
B 00pazoBaHUMY. [ DIEKTPOHHBIHN pecypc] — Pexum gocryna:
http://window.edu.ru/resource/832/7832



4. KOHTPOJIb 1 OINEHKA PE3YJIbTATOB OCBOEHUS ITPOPECCHUOHAJIBHOT'O

MOJY.JISI

Kon u HauMmeHOBaHUE
npodecCHOHABLHBIX U
00X KOMIICTCHIIUH,
(hopMupyeMbIe B paMKax
MOIYJIst

Kpurepuu onenku

MeTtobl OLICHKH

IIK 2.1. Ocy1iecTBisTh
YCTaHOBKY U HAaCTPOUKY
OTJICIbHBIX MPOTPAMMHBIX,
MIPOrpaMMHO-aIaPaTHBIX
CPEJICTB 3alUThHI
uHpopmanuu.

JleMOHCTpHpYET YMEHHUS U
HaBBIKH B YCTAaHOBKE U
HACTPOWKE OTIEIBHBIX
POTPAMMHBIX, IPOTPAMMHO-
anrmapaTHbIX CPEICTB 3alUThI
uHpopmaruu

TECTUPOBAHUE, IK3aMEH
KB ()UKAIIMOHHBIH,

IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS Ta00OPaTOPHBIX padorT,
IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUSI TPAKTUYECKUX padoT,
OLICHKA PEUICHUS CUTYAIIMOHHBIX
3aj1a4, OLIEHKa IIpoIiecca u
PE3YJIbTAaTOB BBIIIOJIHCHUA BU10B
paboT Ha MpaKTUKe

I1K 2.2. OGecneunBarb
3ammTy HH(pOpMaIum B
ABTOMATH3MPOBAHHBIX
cucTeMax OTJebHBIMU
IPOTPaMMHBIMH,
IPOTPaMMHO-aNapaTHBIMH
CpeICTBaMHu.

JleMoHCTpHpYyET 3HaHUS U
yMEHHUS B 00eCTieYeHU U
3a1UThl HUH(OpMaluu B
ABTOMATU3UPOBAHHBIX
CUCTEMAaX OTJEJIbHBIMU
IIPOrPaMMHBIMH, TPOTrPAMMHO-
annapaTHbIMM CPEICTBAMHU

TECTHPOBAHUE, IK3aMEH
KBTI (UKAIIMOHHBIH,

IKCIIEPTHOE HAOIOICHHE
BEITIOJTHEHHUS JTAOOPATOPHBIX PadoT,
IKCIIEPTHOE HAOIOICHHE
BBIMOJIHEHUS TPAKTHYECKUX PadoT,
OIICHKA PEIICHHUS CUTYaIlHOHHBIX
3aj1a4, OI[CHKa Mpolecca u
pe3yIbTaTOB BBHITIOJHEHUS BUIOB
paboT Ha MpaKTHKE

I1K 2.3. OcymiecTBasTh
TECTUPOBAHUE (PYHKIIHHA
OTJIENbHBIX MPOTPAMMHBIX U
IPOrpaMMHO-aINapaTHBIX
CPEJICTB 3aLUThI
uH(pOpMaLIUH.

BrinonuHsier nepeyHs padboT 1o
TECTUPOBAHUIO QYHKIIUH
OTJENBHBIX MMPOTPAMMHBIX U
IIPOrpaMMHO-aIapaTHbIX
CPEJICTB 3alUThl HHPOPMAIIU

TECTHPOBaHUE, FIK3aMEH
KBaJIM(DUKAIIMOHHBIN,

IKCIIEPTHOE HAOII0ICHNE
BBITIOJIHEHHS JTAOOPATOPHBIX padoT,
AKCIIEPTHOE HAOII0ICHNE
BBITTOJTHEHUS TPAKTHYECKUX PadoT,
OIIEHKA PEIICHUs CUTYaIlMOHHBIX
3aj1a4, OI[eHKa Mpolecca u
pe3yIbTaTOB BBHITIOJTHEHUS BUIOB
paboT Ha MpaKTUKe




I1K 2.4. OcyiiecTBasiTh
00paboTKy, XpaHeHHEe U
nepeaayy HHPOpMauu
OTPaHUYEHHOTO JOCTYyIIA.

[posiBnsieT 3HaHMsI, HABBIKU U
yMEHHUs B 00paboTKe,
XpaHEHUU U TIepeayue
uHpOpPMALIUU OTPAaHUYEHHOTO
JOCTyTa

TECTUPOBAHUE, IK3aMEH
KBaJTM(PUKAIIMOHHBIH,

JKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS TAOOPATOPHBIX pabdoT,
SKCIIEPTHOE HAOIOICHHE
BBIMOJIHCHUS TPAKTHYECKUX PadoT,
OLICHKA PELICHUS CUTYAIIMOHHBIX
3aj1a4, OLICHKa Ipoliecca u
Pe3yJIbTaTOB BBHIIIOJHCHHUS BUIOB
paboT Ha MpaKTHKE

IIK 2.5. YHu4TOo)aTh
MH(}OPMALIHIO U HOCUTEH
nHpopMmanuu ¢
HCIIOJIb30BaHUEM
MIPOTPaMMHBIX U
IPOrPaMMHO-AIIAPATHBIX
CPECTB.

JleMOHCTpHpYET aNropuT™
IPOBEICHUS paboT 1o
YHUYTOXXEHUIO UH(DOPMALIUU U
HOcuTesel nudopmanmu ¢
UCIOJIb30BaHUEM
MIPOrPaMMHBIX U IPOTPAMMHO-
anmnapaTHbIX CPEJCTB

TECTUPOBAHUE, IK3aMEH
KBaIN()UKAIIMOHHBIH,

IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS Ta0OPaTOPHBIX padorT,
IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS TPAKTUYECKHUX padoT,
OLICHKA PEUICHUS CUTYAIlMOHHBIX
3aj1a4, OLIEHKa Ipoliecca u
PE3YJIbTAaTOB BBIIIOJIHCHUA BU10B
paboT Ha MpaKTUKe

[1K 2.6. OcyiiecTBasiTh
PETUCTPAIIIO0 OCHOBHBIX
coOBbITHH B
aBTOMAaTH3UPOBAHHBIX
(MH(pOPMAITMOHHBIX )
cucreMax, B TOM YHCIIE C
UCIIOJIb30BaHUEM
IPOTPAMMHBIX H
IPOTPaMMHO-aIMapaTHBIX
CPEICTB OOHAPYKEHMUS,
IPEIYTPERKACHUS U
JUKBUAALUY TTOCIEICTBUI
KOMITbIOTEPHBIX aTaK.

[IposiBisieT 3HaHUS U YMEHUS B
3alUTE ABTOMAaTU3UPOBAHHBIX
(uH(MOPMAITOHHBIX) CHCTEM C
HCII0JIb30BaHUEM
IIPOrPaMMHBIX U POTPaMMHO-
anmnapaTHbIX CPEICTB
oOHapyxeHHus,
IPEeyNpPEXICHUS U
JIMKBHJIALIUU TTOCIIEICTBUN
KOMIIBIOTEPHBIX aTaK

TECTUPOBaHUE, FIK3aMEH
KBaJIM(DUKALIMOHHBIN,

IKCIIEPTHOE HAOIIOICHHE
BBITIOJIHEHHS JTAOOPATOPHBIX padoT,
IKCIIEPTHOE HAOII0ICHNE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OIIEHKA PEUICHHUs] CUTYaIlHOHHBIX
3ajad,

OLIEHKa Ipoliecca U pe3yIbTaToB
BBINOJIHEHUS BHIOB paboT Ha
MPaKTHUKE

OK 08. Mcnonb3oBaTh
cpencTa pu3nUeCKOu
KYJITYPBI JJIs1 COXpaHCHUS
U YKpPEIICHHS 37I0POBbS B
npoiiecce
npodeCcCHOHATbHON
JESITEIIbHOCTH U

noJiIep KaHue
HE00XO0IMMOTO YPOBHS
buzIecKoit
MOJITOTOBJICHHOCTH.

Beimonnser npasuna Thb Bo
BpeMsl YUEOHBIX 3aHITHIA, IPU
MPOXOXKJCHUN YueOHOU 1
MPOU3BOACTBEHHON MPAKTUK
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1. OBIIASI XAPAKTEPUCTHKA PABOYEHN ITPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MO YJIA
«IIM.03 3BAINIUTA THOPOPMAIIMN TEXHUYECKUMMU CPEJICTBAMM»

1.1.
NPOrpaMMmblI

Ieap u MecTo NpoecCHOHAIBLHOT0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM

Lenp Momyns: ocBOe€HHE BHJA JEATEIBHOCTH «3allluTa HWH(OPMALUKA TEXHUYECKHUMHU
CPEIICTBAMMY.

[IpodeccruonanbHblii MOAYJIb BKIIOYEH B 00s13aTENBbHYIO YacTh MPO(EecCHOHANBHOTO IUKIa
obOpasoBarenbHOl TporpamMmbl 1o crneruanbHocTH 10.02.05 OGecneuenue wuHGOPMAITMOHHOM

0e301acHOCTH ABTOMATU3WPOBAHHBIX CUCTCM.

1.3. HJIaHI/IpyeMbIe pe3yJabTaThbl 0CBOCHUSA l'lpO(l)CCCI/IOHaJIbHOFO MOayJisd

PesynbraTel OCBOCHHS TPOPECCHOHATHLHOTO MOIYJSl COOTHOCATCS C IJIAHUPYEMBIMHU

pe3yibTaTaMu o0pa30BaTeNbHON  IPOrpaMMBbl,

OCBOCHU

KoMneTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesynbrare ocBoeHus Mpo(ecCHOHATBHOTO MOLYJIsl 00YYarOIIUIACS TOJDKEH:

npeacCTaBJICHHBIMU B

Kod OK, Ymern 3HaTh Baagers HaBbIKAMH
MK
OK.09 — TIOHMMaTh 00U — IpaBWJIa MOCTPOECHUS MPOCTHIX U -
CMBICIT YETKO CJIOXKHBIX TIPEJIOKEHUH Ha
TIPOU3HECEHHBIX IpoQeCCHOHANBHBIC TEMbI
BBICKA3bIBAaHUH Ha — OCHOBHBIE
N3BECTHBIC TEMBI 001eyOTPEOUTENBHBIE TJIATOJIBI
(podeccroHaIbHbIC U (6eITOBaAs M TIpOdeccHoHaNTbHAs
OBITOBBIC), TOHUMATh JIEKCHKA)
TEKCTHI Ha 6a30BbIE —  JIEKCHUYECKHH MHHUMYM,
podeCcCHOHANBHBIE TEMBI OTHOCSIIMICS K OIHCAHUIO
— y4JacTBOBATh B JHAJIOTax | MPEAMETOB, CPEACTB U MPOIECCOB
Ha 3HaKOMBIE 00IIue U npodeccuoHaNbHOM AeSTeTbHOCTH
podecCHOHANBHBIE TEMbI —  0COOEHHOCTH NMPOM3HOLIECHHUS
— CTPOMTH NPOCTHIE — TIpaBWJIa YTEHUS TEKCTOB
BBICKA3bIBaHHS O ce0e U 0 IpodeCCHOHANBEHON HANPaBICHHOCTH
CBOCH PO eCcCHOHATBHOM
JeATeTbHOCTH
— KpaTKo OOOCHOBBIBATH U
OOBSICHATH CBOU JACHCTBHS
(Tekymue ¥ IIaHupyeMEbIe)
— MHUCaTh MPOCTHIE
CBSI3HBIE COOOIIEHHUS Ha
3HAKOMBIC HITH
HHTEpECYIOIIHe
podecCHOHANBHBIC TEMbI
MK 3.1. — HPUMEHSTb TEXHUUECKUE | — TOPAJOK TEXHUUECKOrO — YCTaHOBKa, MOHTaX U
CpeaCTBa AJIS 3aILUTHI 00CITy)KMBaHMS TEXHUUECKUX HACTPOMKa TEXHUUECKUX
nH}opManuy B yCIOBHAX CPE/ICTB 3aIIUTHl HHPOPMALUU CpPEJCTB 3alIUTHI
MIPUMEHEHNST MOOWIIBHBIX — HOMEHKJIATYpy MPUMEHAEMbIX nHdopMannu
YCTPOHUCTB 00pabOTKH U CPEJICTB 3aIIUTHl HHPOPMALNH OT — TEXHHUYECKOe
nepeaayn JaHHbIX HECAHKIIMOHUPOBAHHOHN YTEUKH TI0 00CITy’)KNUBaHHE TEXHUUECKUX
TEXHUYECKUM KaHaJaM CpPEICTB 3aIHUTHI
uH(pOpMAITHH
— TIPUMEHEHHE OCHOBHBIX
THIIOB TEXHUYECKUX CPE/ICTB
3aIUTHI HHHOPMAITHH

MaTpuLe
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K 3.2. — TPUMEHSTH TEXHHYECKHEe | — (U3NUECKUE OCHOBBI, CTPYKTYPY — TIPUMEHSTH OCHOBHBIE
cpencTBa I u ycnoBus popMupoBaHusL THIIBI TEXHUIECKUX CPENICTB
KpHITOTrpadnaecKoi TEXHHUYECKHUX KaHAJIOB YTCUKH 3aMUTH HHGOPMAIUN
3aMUThl HHPOPMAIHN nH(popManuy, crrocoOsr Nx — BBIABIIATH TEXHUIECKUE
KOH()MACHIIMAIEHOTO BBIABICHUS U METOZBI OLIEHKH KaHaJbl YTEeUKH HHPOPMAINU
Xapakrepa OIIACHOCTH, KJTACCH(UKAIINIO — YJacTBOBAaTh B
— TPUMEHSTh TEXHUYECKHE | CYIIECTBYIOUIMX (DU3UUECKHX MOJEH | MOHHUTOPHHIE
CpEeACTBa IJIsl yHUYTOXKCHUSI | U TEXHHYECKHUX KaHAJIOB YTCUKU 3¢ PEKTUBHOCTH TEXHUYECKUX
nHdopManum u HocuTeIen nHdopmanuu CPEJCTB 3alUTHI
nHdopmanuu — TIOPSAAOK YCTPaHEHHUS nHdopmanuu
— TPUMEHSTH HEHCIPAaBHOCTEH TEXHUYECKUX — JMarHOCTHPOBATh,
HOPMaTHBHBIE ITPABOBHIC CPEZCTB 3aIIUTHl HHPOPMALNH U YCTPaHSTh OTKa3bl U
aKTbl, HOPMaTHBHBIC OpTaHM3aINM PEMOHTA TEXHHUECKHX | HEHCIIPAaBHOCTH,
METOINYECKHE TOKYMEHTHI CPEZCTB 3aIIUTHl HHPOPMAIIUU BOCCTAaHABJIUBATh
10 00ECTICYCHHIO 3aIIUTHI — METOIWKH HHCTPYMEHTaJIHHOTO paboTtocmocobHOCTH
nHdopmanuu KOHTPOJIS 3((HEKTUBHOCTH 3aIUTHI TEXHUYIECKUX CPEJICTB
TEXHHUYECKUMH CPEACTBAMU | MHpOpManuu, oopadbaTeiBacMon 3aMUTH HHPOPMAIUN

CpeICTBaMU BBIYUCIUTEIBHON
TEXHHKU Ha O0BEKTax
nHpopmaruzanuu

— HOMEHKJIATypy MPUMEHIEMBIX
CPEJICTB 3aIlIUThl HHPOPMAIIUH OT
HECAHKIIMOHUPOBAHHOHN yTEUKHU IO
TEXHHYECKUM KaHaJlaM

IK 3.3. — TPUMEHSTh TEXHUYECKHE | — HOMEHKJIATypy U — TIPOBOJUTH M3MEPEHHS
CpeAcTBa IS 3aIIUTHI XapaKTEePUCTHKY aIapaTypél, rapaMeTpoB M3MHUH,
nH(popManuy B yCIOBHAX HCTIONB3YEMOH [T M3MEPEHHS CO3JJaHHBIE TEXHUIECKUMHU
MIPUMEHEHHST MOOWIIBHBIX IapaMeTpoB II3MUH, a TAKXKE cpeacTBaMH 00paboTKH
yCTpOicTB 00pabOTKH 1 rapameTpoB ()OHOBBIX IITYMOB H nH(pOpManny NpH aTTeCcTalnu
nepeaayn JaHHbIX (bu3MYeCcKUX NOJIEH, CO3JaBaeMbIX 00bEKTOB HH(POPMATH3ALIUH,

TEXHHYECKUMH CPEJICTBAMH 3aIIUTHl | I KOTOPOIl yCTaHOBJICH

uHpopMaLK pexXum

— CTPYKTYpY H yCJIOBHUSA KOH(UICHIINAILHOCTH, IPU

(bOpMHPOBaHUS TEXHUYECKUX aTTeCTallii OOBEKTOB

KaHaJIOB yTeYKH HH(opManuu uH(pOpMAaTU3ALINH 1O
TpeOOBaHUAM 0E30MACHOCTH
nHbOpMAUU

IK 3.4. — TPUMEHSTh TEXHUYECKHE | — HOMEHKJIATypy NPUMEHSIEMBIX — TIPOBOJUTH M3MEPEHHS
CpeAcTBa IS 3aIIUTHI CPEJICTB 3aIIUTHl HHPOPMAIINU OT rapameTpoB (POHOBBIX
nH(popManuy B yCIOBHAX HECaHKI[MOHNPOBAHHON YTEUKH IO LIYMOB, a TaKXKe PU3UIECKUX
TIPUMEHEHNST MOOWIIBHBIX TEeXHUYECKUM KaHallaM T0JIeH, CO3/1aBaeMbIX
yCTpoiicTB 00pabOTKH 1 TEXHUYECKUMH CPEICTBAMHU
nepeaavn JaHHbIX 3alIUTHl HHPOPMAIUU

— BBISIBJISITh TEXHUYECKHUE
KaHaJIbl YTEYKH HHpOpMaIUU
K 3.5. — OCHOBHBIE ITPUHIIUIIBI — IPUMEHSATh CPEACTBA OXPAHHOU — YCTaHaBJIMBAaTb, MOHTAX U

JEUCTBHS M XapaKTEPUCTUKU
TEXHUYECKUX CPEIICTB
(u3NIeCcKOil 3aIUThI

— OCHOBHBIE CIIOCOOBI
(u3NIeCcKOoil 3aIUThI
00beKTOB UH(DOPMATH3AIIUH
— HOMEHKJIATypy
MPUMEHSEMBIX CPEJICTB
(bu3HUeCKOi 3aIUTHI
00BEKTOB MH(POPMATH3AINH

CUTHAJIN3AIUH, OXPAHHOTO
TEJIEBUACHUS M CUCTEM KOHTPOJIS U
yIpaBJIEHUs JOCTYIIOM

— TPUMEHSTh HHXEHEpPHO-
TEXHUYECKUE CPeACTBa (HPU3NUECKOM
3amuTh 00BEKTOB MH(pOpMaTH3ANT

HAaCTpOMKa, TEXHUYECKOE
o0OcyKuBaHue, TUArHOCTHKA,
yCTpaHEHHE OTKA30B U
HEeHCIpaBHOCTEH

— BOCCTaHABIIMBAThH
paboTocriocoOHOCTH
WH)KEHEPHO-TEX HUIECKUX
cpeacTB (PU3UUECKOH 3aIUThI

1.4. O6ocHoBaHme yacoB BapuatusHoi yactu OIIOII-IT
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2. CTPYKTYPA U COAEP KAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA

2.1. Tpya0eMKOCTb OCBOEHHSI MOTYJIsI

B 1.4. B popme
HaumeHoBaHHe COCTABHBIX YacTeil MOTYyIst O6bem B yacax NPaKTHYECKOI
NMOJATOTOBKH

Y4eOHbIe 3aHATHS 206 152
Kypcogas pabota (mpoekr) 20 20
CamocrosiTenpHas padoTta 18

IIpakTuka, B T.4.: 234 234
yueOHas 66 66
IIPOU3BOJICTBEHHAs 168 168
[TpoMexxyTodHasT aTTECTAIHSI, B TOM YHUCIIC:
MJIK 03.02. 6 popme 3x3amena 6
1IM 03 12
Bcero 476 386

2.2. CTpykTypa npo(hecCHOHAIBLHOT0 MOYJIsI

Konx OK, IIK
>S . ~ w N
2 : el = | § =
3 = | g | = <
2 m =g/ g| 8| gl s
- | E a | g E| &
£ 5| X = | B E| E| E
Haumenosanus sE¥ | 5| | §| | & 3
paszesnos o A < & T x| & 8
Beero, | £ S| = o | o 2 | §| E| E
npo¢ecCHOHATEHOTO v o| © e | Q| B E| =| ©
yac. S 2| E 4 al & Z| s| A
MOZYJIsS 2 g o o) - w el =| §
<=l E |88 E|glg 8
m 2 3 S 3 5 ;: =
o s | > &l = = =
= g 2| 8| & g
m = =
1 2 3 4 5 6 7 8 9 [ 10
OK 09; IIK 3.1. Pazgen 1 Texunueckas
K 3.4. TIK 3.5
OK 09; IIK 3.1. Paszpen 2 UnxenepHo-
1K 3.2. TIK 3.3. TEXHMYECKUE CPEICTBA
[IK'3.4. TIK 3.5 dusmueckoit 3amuTHI 108 80 [ 108 | 100 (20| 2 | 6
00BEKTOB
nH(pOpMaTH3AITNT
YueOHas mpakTHKa 66 66 66
[IponsBoacTBenHas
POHIBOA 168 | 168 168
NpaKTHKa
ITpomexyTounas 12
aTTecTanus
Bcezo: 476 | 386 | 230 [ 206 |20 ] 18 | 6 | 66 | 168
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2.3. Conep:xanue npogeccuoHAILHOT0 MOIYJIs

Koanl
Oo0beM, ak. 4. / .
KOMIIeTeHIH i,
B TOM 4HCJIe
¢dopmupoBanuio
HaumenoBanue Coaep:xaHue y4eOHOr0 MaTepHaia, MPAKTHYECKUX U J1a00PATOPHBIX 3aHATHS, B (hopme KOTOPBIX
pa3aesioB U TeM KYypcoBasi padoTa (IpoeKT) NPaKTHYeCKOi
crnoco0cTByeT
NOATrOTOBKH,
3J1eMEHT
aK. 4
NMpPOrpamMMsbI
1 2 3 4
Paszpen 1. Texuuueckas 3amura nHGOpMaLun 122/72
MJK.03.01 Texnuyeckas 3a1uuTa HHPOPMALUA 122/72
Tema 1.1. [Ipeamer u Conep:xanue 1
3a1a4d TEXHUYECKOU BxonHoit koHTpouib. [IpeMeT 1 3a1a9u TEXHUUECKOH 3alUThl HHPOPMAIIHH. OK 09; IIK 3.1.
3alUTHl THPOPMAIH XapakTepuCTUKa NHKEHEPHO-TEXHUUECKON 3aIMThl HH(OpMAIIUK KaK 00JacTu [IK 3.2.
nHPOpPMAaMOHHOH Oe30omacHoCTH. CHCTEMHBIH MOXO0/ NIPH PEIICHUH 3a/1a4 WHKEHEPHO- 1 [IK 3.3.
TEXHUYECKOU 3amuThl HHQopManyu. OCHOBHBIC TAPaMETPhI CUCTEMBI 3aIIUTHI K 3.4.TIK 3.5
nH(pOpMAITUH.
Tema 1.2. OOmue Conep:xanue 1 OK 09; IIK 3.1.
HOJIOXKCHHA 3AIUTEI 3amaun u TpeOOBaHUS K CIIOCO0aM U CPEICTBAM 3alUThl UH(HOPMAIIUU TEXHHUSCKUMHU K 3.2.
uHdopMmaIIH cpencrBamu. Knaccuduxanus cioco60B U CpeICTB 3alIUThl HHPOPMALHH. 1 TIK3.3.
TEXHUYECKUMHU K 3.4.TIK 3.5
CpeAcTBaMH
Tema 1.3. Undopmanus Coaepxanue 10 OK 09; IIK 3.1.
KaK TMpeMET 3aIlHUThI OcobenHocTH HHPOPMAITUH Kak MpeaMeTa 3amuThl. CBolicTBa nHGOpManuu. Buesl, [IK 3.2.
WCTOYHUKHU M HOCUTENH 3amuiaeMoit nHGopmanuu. JleMackupyromue mpu3Haku [IK 3.3.
00BbEKTOB HAOJIIOJICHHS, CUTHAJIOB U BellecTB. IloHsaTre 00 ormacHoOM curHase. McTouHHKH 2 IIK 3.4.TIK 3.5
ONacHbIX CUTHaJIOB. OCHOBHBIE M BCIIOMOTATEIbHBIE TEXHUUECKHE CPE/ICTBA, U CUCTEMBI.
VYrpo3sl 6e3onacHOCTH HHPOpMAK
OCHOBHBIE PYKOBOSILME, HOPMAaTUBHbBIE U METOJUYECKUE JOKYMEHTHI 110 3aIUTe
nHGOPMALIUK U IPOTUBOJCHCTBHIO TEXHUUECKON pa3BeKe. 2
B mom uucne npaxmuueckux u 1a60pamopHuvix 3aHAmMUI 6
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N3zyueHre HOpMATHBHO 0a3bl MPABOBOTO PETYIMPOBAHUS BOPOCOB 3aIIUTHI
nHpopMaIun

AHanmu3 ctaHgapToB HHGOOPMAIIMOHHOH 0€30IMaCHOCTH TI0 BOITPOCAM TEXHUIESCKOM 3aIIUThI
nHpOpPMALTUH

COI[ep)KaTCHBHLIﬁ aHaJIN3 OCHOBHBIX PYKOBOJAAIINX, HOPMATUBHBIX U MCTOAUYCCKUX
AOKYMCHTOB I10 3allIUTC I/IH(I)OpMaL[I/II/I nu HpOTHBOI[efICTBHIO TECXHUYCCKOU Pa3BCIKe.

Tema 1.4. Texanueckue
KaHaJIbl YyTCYKU
HHpOpPMALTUH

Conep:xxanue

12

[TonsTue n ocodbeHHoCcTH yTeuku nHPopManu. CTpyKTypa KaHana yTedKd HH()OPMAIHH.
Knaccudukanms cymecTByommx Gu3ndeckux Mojei u TEXHHIECKUX KaHAIOB YTEUKH
WHPOPMALINH.

XapakTepucTHKa KaHAJIOB yTeUKH HHPopManuu. ONTHYECKUE KaHAIBI yTEUKH
WHPOPMALINH, UX XapaKTEPUCTHKA. AKYCTHUECKIE, KaHaJbl YTeUKH HH()OpMAIINH, UX
XapaKTEPUCTHUKA. PaOAIEKTPOHHBIE U MATEPUAIIEHO-BELIECTBEHHBIE KaHAJIBI YTEUKU
nHGOPMaLUH, UX XapaKTEPUCTHKA

B Tom unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHI

OHpQILeJ'ICHI/IC BapUaHTOB YTCUKU I/IH(I)OpMaLII/II/I 10 OIITUYCCKHUM KaHaJIaM JJIsd THIIOBBIX
KOHTPOJMPYCMBIX 30H OpraHu3alun

WzyueHne XxapakTepUCTHK aKyCTHYECKOr0 KaHasla yTeukKu HH(popMauu

NzyueHne xapakTepHCTHK PaIMO3IEKTPOHHOTO KaHalla YTeUKH HHPOpMAIIUU

B ToMm 4nciie caMocTOsITeIbLHAS paﬁoTa oﬁyqammnxm
OCHOBHBIE OHATHUSA B 001aCTH AKYCTUKH

OK 09; IIK 3.1.
[IK 3.2.
I1K 3.3.

K 3.4. IIK 3.5

Tema 1.5. MeTonas!
Cpe/ICTBa TEXHUYECKOM
pas3BeiKu

Conep:xanue

AN I DS

Kraccuukanms TeXHHYECKUX CPECTB pa3Beku. MeToIbl U cpelicTBa TEXHHIECKOU
pas3Beaku. CpencTBa HECAHKLIMOHMPOBAHHOTO JOCTYIIA K HH(OPMALIUH.

CpencTsa U BO3MOXKHOCTH ONITHUECKON pa3Beaku. CpencTBa AUCTAHIMOHHOTO CheMa
nHpOpPMAaLIUH.

B ToM 4mciie mpakTHYECKUX W J1a00PATOPHBIX 3aHATHH

NzyueHne XxapakTepHCTHK HA3eMHBIX CPEJICTB JIUCTAHIIMOHHOTO CheMa HH(opMaruy.
AHann3 COBpEMEHHBIX CPEJCTB MepeEXBaTa CUTHAJIOB

OK 09; IIK 3.1.
IIK 3.2.
IIK 3.3.

I[IK 3.4. TIK 3.5

Conep:xanue

14

OK 09; IIK 3.1.
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Tema 1.6. Puznueckue AKkycToanekTpuieckue mpeodpazoBanus. [lapasutHas reHepanus pagno3IeKTPOHHBIX IIK 3.2.
OCHOBBI YT€UKH cpencTB. Bunsl mapa3suTHBIX CBs3el M HABOAOK. DH3NUECKHe OCHOBBI TOOOYHBIX 2 [IK 3.3.
WHPOPMALIUH [0 KaHAJIaM | 3JIEKTPOMAarHUTHBIX M3ITyYeHUH U HABOAOK. K 3.4. IIK 3.5
NO0OOYHBIX B ToM 4mciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 6
9NCKTPOMArHUTHBIX Wzmepenne napaMeTpoB PU3HMUYECKHX MOJICH 2
M3ITyYEeHHH 1 HABOJOK AHann3 COBpEMEHHBIX CPEJICTB MEepeXBaTa CUTHAJIOB 2

Homenknartypa 1 xapakTepucTUKa anmnapaTyphl, UCTIONb3YEMOU [T N3MEPEHUS

apaMeTpoB NOOOYHBIX 3JICKTPOMArHUTHBIX U3yYCHUH U HABOAOK, TapaMeTpOB (DOHOBBIX 2

LIYMOB U (PU3MYECKUX TMOJICH

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs

dusnyecKue SBICHUS, BBI3bIBAIOIINE YTEUKY HHPOPMAIMHK O LEISM 3JIEKTPOIIUTAHUS U 6

3a3emyieHUs. HU3K04acTOTHBIE U BBICOKOYACTOTHBIE U3IyUYEHHSI TEXHUUECKUX CPEICTB

®du3nveckre OCHOBBI MOOOYHBIX U3TYYCHUN U HABOOK
Tema 1.7. Ousnueckue Cooeporcanue 6 OK 09; TIK 3.1.
MIPOLIECCHI TIPU CkpsiTHE peueBoil HH(pOpMAaLUK B KaHaax cBs3u. [logaBiieHre omacHbIX CUTHATIOB ) [IK 3.2.
MO0/IaBJICHUH OMACHBIX AKyCTOAJIEKTPUUYECKHUX MpeoOpa3oBaHuil. DKpaHUpOBaHHUE. 3alIyMIICHHE. [IK 3.3.
CHUTHAJIOB B TOM uKc/ie IPAKTHYECKUX U JIA00OPATOPHBIX 3aHATHI 4 IIK 3.4. TIK 3.5

N3ydeHne nmaccUBHBIX METOJIOB MTO/IABJICHHSI OMTACHBIX CUTHAJIOB aKyCTOJIEKTPHUECKUX )

npeoOpaszoBaTeneit

W3yueHne akTHBHBIX METOJIOB HIOAABICHHUS ONIACHBIX CUT'HAJIOB aKyCTORJIEKTPUIECKUX )

npeoOpaszoBaTeneit
Tema 1.8. Cucremsl Copepxanue 8 OK 09; IIK 3.1.
3aIUTHI OT YTEUKH TexHuueckue cpeacTBa akycTuueckoi paspenku. HemocpeacTBeHHOE MOACTYILIMBAHNE [IK 3.2.
nH(GOPMAITUH 110 3ByKoBOM nH(popmanuu. [IpocnymuBanue nHpOpMALUK HAIPaBIEHHBIMU MUKPO(QOHAMH. 2 IIK 3.3.
aKyCTHMYECKOMY KaHAITy Cucrema 3aIuThl OT YTEUYKH 110 aKyCTHUYECKOMY KaHay. K 3.4.TIK 3.5

B ToM unciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 4

AHanmm3 COBpeMEHHBIX CPEJICTB IepexBara peueBoi HHPpopMaIyy. 3amuTa OT YTEUYKH 10 )

aKyCTHYECKOMY KaHAITy

Homenknarypa nmpumMeHsieMbIX CPEJICTB 3aIlIUTHI HH(OPMAIIIH OT HECAHKITMOHUPOBAHHON )

YTEUKH 10 aKyCTHYECKOMY KaHaJy

B ToM unciie camocToATebLHAA padoTa 00yYarOUIUXCH )

CpencTBa aKkyCTHUYECKOM pa3BeIKu
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Tema 1.9. Cucremsl
3aIIUTHI OT YTEUKH
HHPOPMALIUH IO
MPOBOJHOMY KaHATy

Conep:xxanue

10

[Tpuanmn pabotel MukpodoHa u Tenedona. Mcrnons3oBaHre KOMMYyHHUKAIUN B Ka9eCTBE
COCJIMHUTEINBHBIX TPOBOIOB. HernacHast 3amuch nHpopMarun Ha TUKTO(OHBL. CUCTEMBI
3aIUTHI OT AUKTO(OHOB,

B ToM 4mciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH

AHanu3 cnoco00B TEXHUYECKOTO 3aKPBITHS OT YTEUKH PeueBOi HHGOpMaun

I/I3yquHe CYHUIHOCTH U MapaMCTPOB 3BYKOU3OJIAIIUN

Homenknarypa npuMeHsIeMbIX CPEICTB 3aLIUThl HHPOPMALMK OT HECAHKIIMOHUPOBAHHOM
YTEUKH 110 IPOBOTHOMY KaHAITY

[NOR I S O N}

B Tom unciie camocTosiTeqIbHAsA padoTa 00y4aroMXCs
3aknagHble yCTPONUCTBA

OK 09; IIK 3.1.
IK 3.2.
IK 3.3.

K 3.4. IIK 3.5

Tema 1.10. Cuctemsl
3aIUTHI OT YTCYKU
WHPOPMALTUH TT0
BUOPALIMOHHOMY KaHaTy

Conep:xanue

DJEeKTPOHHBIE CTETOCKOIBL. JIazepHble cucTeMBI OJICTyIMBaHus. [ uapoakycTHIecKue
npeobpazoBateny. CHCTeMBbI 3alIUTHl HHOOPMAIMK OT YTEUKH 110 BUOPAIIIOHHOMY KaHAaTy

B Tom umcie NMPaKTUYC€CKUX U naﬁopaTopnblx 3aHATHH

NN AN

3amyTa OT yTeUKH 10 BUOpOaKyCTHUeCKOMY KaHaimy. HoMeHknaTypa npuMeHseMbIX
Cpe/ACTB 3aIIUThl HHYOPMAIIMU OT HECAHKIIMOHUPOBAHHOW YTEUKH IO BUOPALIMOHHOMY
KaHalry

OK 09; IIK 3.1.
IK 3.2.
I1K 3.3.

K 3.4. IIK 3.5

Tema 1.11. Cucremsl
3aLIUTHI OT YTE€UKH
nH(GOPMAITUH 110
3JIEKTPOMAarHUTHOMY
KaHaJy

Copepxanue

14

[IpocnymmBanne napopmanuu ot paguorenedoHos. [IpocnymuBanne napopmannu ot
paboratomieit anmapaTtypbl. CHCTEMBI 3aIHUTHI OT YTEUKH 110 3JIEKTPOMarHUTHOMY KaHAIy.

B Tom umcie NMPaKTUYC€CKUX U naﬁopaTopm,lx 3aHATHH

Onpenenenune kananos yreuku [IDMWH

3aHII/ITa OT YTCUKH 110 LETIAM JJICKTPOIIUTAHUA U 3a3€MIICHHUA

W3zyuenne npuHUKIIOB PabOTHl M1 OCHOBHBIX XapPaKTEPUCTHK OOHApY>KUTEIeH
3JIEKTPOMArHUTHOTO TOJIS

[NOREN N SN SR ]

HOMCHKJ'IaTypa MMPUMCHSCMBIX CPCACTB 3alIUThI PIH(bOpMaLIPIPI oT HeC&HKL{HOHHpOBaHHOﬁ
YTCUKHU I10 JICKTPOMAIrHUTHOMY KaHAITy

B ToM uncie camocTosiTebHAA padoTa 00y4arOmIAXCs
[IpocnymmBanue napopmanun ot paguosakianok. [lpuemunku nadopmanmu c
paauo3axianok. IlpociymmBanne nHGOPMAINH C TACCHBHBIX 3aKJIA/IOK.

OK 09; IIK 3.1.
IIK 3.2.
IIK 3.3.

K 3.4. TIK 3.5
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Tema 1.12. Cuctemsl Conep:xxanue 6 OK 09; IIK 3.1.
3aIUTHI OT YTEUKU KoHTakTHBINA 1 OECKOHTAKTHBIAH METOABI CheMa HH(POPMAIIUN 332 CYET HETIOCPEACTBEHHOTO [IK 3.2.
nH(GOPMAITUH 110 MTOKITIOUEHHS K TerneoHHON muHnU. Vcmonp30BaHre MUKpOQOHa Tee(OHHOTO arapara ) IIK 3.3.
TeneOHHOMY KaHalty MIPU TIOJIOKEHHOH TenedoHHol TpyOke. Y Teuka HH)OpMALKH 110 COTOBBIM LIETISIM CBSI3H. K 3.4.TIK 3.5

B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 4

3ammra OoT yTeuku HHGOpMAaLMU B CpeaCTBax MOOWILHOH cBsi3u. HoMeHknaTypa

MPUMEHSIEMBIX CPEJICTB 3alIUTHI HHPOPMAIIUH OT HECAHKIIHOHUPOBAHHON YTEUKH T10 4

TeJae(pOHHOMY KaHAITy
Tema 1.13. Cucrtemsl Copepxanue 6 OK 09; IIK 3.1.
3AILUTHI OT YTEUKH HuskouactoTHOE yCTpoiicTBO chema nH(opManuu. BEICOKOUaCTOTHOE yCTPOMCTBO cCheMa IIK 3.2.
UHPOPMALIUH 1O nHpopMmaruu. HoMeHKIIaTypa mpuMeHsIeMbIX CPECTB 3aIIUTH HHOOPMAITIH OT 2 IIK 3.3.
SJIEKTPOCETEBOMY KaHaAIy | HECAaHKLIMOHUPOBAHHON YTEUKH IO 3JIEKTPOCETEBOMY KaHaIy. K 3.4.TIK 3.5

B ToM 4nciIe IpaKTHYECKUX U J1a00PATOPHBIX 3aHATHH

Wzyuenne TpeboBaHMH 1O 3alLUTE CUCTEMBI ANEKTPONUTAaHUA 00BEKTOB HH(OPMATH3ALNN 2

Cpenctsa GuIIbTpalK ONACHBIX CUT'HAJIOB B LIEILIX dleKTponuTanus. CeTeBble )

MOMEXOTOAABISIOINE (PUIBTPHI
Tema 1.14. Cuctemsl Coaepxanue 6 OK 09; IIK 3.1.
3aIUTHI OT YTEUKH TeneBu3noHHbIe cCUCTeMbI HaOIOIeHUS. [IprOopbl HOUHOrO BHIeHUS. CHCTEMBI 3al[UThI ) IIK 3.2.
WHPOPMAITUH 110 WHPOPMAITUH IO ONITUYECKOMY KaHAITy. [IK 3.3.
ONTHYCCKOMY KaHaITy B TOM uKc/Ie IPAKTHYECKUX U JIA00PATOPHBIX 3aHATHI 4 IIK 3.4. TIK 3.5

W3zyuenne cioco00B CKPHITOTO BUACOHAOIIOACHUS U CHEMKH 2

Wzyuenne cnoco6oB 3amuThl HHOPMALIMHI OT YTEUKH [0 ONITHYECKOMY KaHAITy 2
Tema 1.15. Ilpumenenue Copepxanue 10 OK 09; IIK 3.1.
TEXHUYECKUX CPEACTB B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 10 [IK 3.2.
3aUIMTHI MHPOPMALUH N3ydeHnne xapakTepruCTHK TEXHUUECKUX CPEICTBA ISl YHUUTOXKEHNS HHPOPMAIiy U ) IIK 3.3.

HOcHTeNeH nHpopMaIuu K 3.4.TIK 3.5

[Hopsnox mpuMeHeHNsT TEXHUYECKUX CPEACTB 3alUThl HHPOPMAINK B YCIOBHAX )

MPUMEHEHHUST MOOWJIBHBIX YCTPOUCTB 00PaOOTKHU ¥ TIepeiadn JaHHBIX

Nzyuenne TpeboBaHMi Ha KOMILIEKCHI M IPUOOPHI, MpeIHa3HAUCHHBIC JJIsT H3MEPEHUH )

XapPaKTCPUCTUK MOOOYHBIX SJICKTPOMAIrHUTHBIX I/I3J'Iy‘l€HI/II71 1 HAaBOAOK
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[IpoBenenne n3mMepeHnii mapaMeTpoB MOOOYHBIX ANEKTPOMATHUTHBIX U3TYYCHUN 1

HaBOJOK, CO3JJaBa€MBbIX TEXHUUECKUMHU CPEACTBAMHU 3aIIUThI HH(POpMALH, IPH 2
MPOBEICHUH ATTECTALMU OOBEKTOB
[IpoBenenne namepeHnii napaMeTpoB POHOBBIX IIYMOB U (PU3MUYECKHX TOJIEH, )
CO3/IaBacMbIX TEXHUYECKUMH CPEJCTBAMU 3aIUTHl HHPOPMALIUH
Tema 1.16. Oxcrmyatanus | Cogepaxanue 10 OK 09; IIK 3.1.
TEXHUYECKUX CPEACTB B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 10 [IK 3.2.
3allUThI I/IH(I)OpMaIII/II/I OTanel JKCILTyaTallMM TEXHUYCCKUX CPEACTB 3aIUThI I/IH(l)OpMaHI/II/I. Bunpl, cogepxxanue u 2 [IK 3.3.
MOPSIOK POBEICHHUS TEXHMIECKOTO 00CITYKHBAHHUSI CPEICTB 3aIUThHI HHPOPMAIHH IIK 3.4. 1IK 3.5
JuarHocTrka, ycTpaHeHHE OTKa30B 1 BOCCTAaHOBJIEHUE Pa0OTOCIIOCOOHOCTH TEXHIMUECKIX
cpeacTB 3aiuThl nHpopManuu. Oprauu3anusi peMOHTa TEXHUYECKUX CPEICTB 3aIlUTHI 2
nH(pOpMaITIU
OneHka (GyHKIMOHUPOBAHUS CPEICTB 3aLIUThl HHGOPMALIMH OT HECAHKIIHOHUPOBAHHOTO )
JOCTyna
Meps! o 3ammTe HHPOpMAUK Ha 00bEeKTe HHPOPMATH3AINN 2
Hcnonws3oBanue cpencts 3ammTthl nHGopMaiuu. Peectp ®CTOK Poccun 2
IIpome:xxyTounas arrecrauust mo MJIK.03.01 au¢p¢epeHuMPOBAHHBbIN 3a4eT 2
IIpome:xxyTounas arrecrauust mo MJIK.03.01 au¢depeHUUPOBAHHBIN 3a4eT (KOMIJIEKCHbI) 2
Paznen 2. UHikeHepHO-TEXHUYECKHE CPeICTBA (PH3NYECKOI 3aINTHI 00beKTOB NHGOPMATH3AINT 80/60
MJIK.03.02 NnKeHepHO-TeXHHYECKHE CPeAcTBA (PU3HYECKOH 3alMThl 00beKTOB HHGOpMAaTH3aluH 80/60
Tema 2.1. Henu u 3agaun | Coaepxxanue 8 OK 09; TIK 3.1.
(usneckoit sammThl XapakTepUCTUKU MOTEHIIMAIBHO ONAaCHBIX 00beKToB. CojlepsKaHue u 3a1aun (HU3UIECKON TIK'3.2.
06beKToB 3auThl 00bEKTOB HH(popMaTu3auyi. OCHOBHBIE OHATHS HHKEHEPHO-TEXHUYECKUX 2 TIK 3.3.
WHpOpPMATU3AIAN Cpe/ICTB PU3MYECKOH 3aIHUTHI K 3.4.TIK 3.5
B Tom unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHIA 6
O6rwexT napopmaruzanmu. KareropupoBanue 00eKTOB HHPOpMaTH3AIUU 2
Monenp HapyIIHUTENs 1 BOZMOKHBIE ITyTH, M CITOCOOBI €r0 MPOHUKHOBEHUS Ha )
OXpaHsEeMbIi 00BEKT
Tumbl oXpaHsl pa3TUYHBIX 00BEKTOB U UX OOOCHOBAHKE P BHIOOpPE MOMELICHUS, KaK 5
00BEKTa 3AIUTHI
Conep:xanue 10 OK 09; TIK 3.1.
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Tema 2.2. O6mue
CBEJICHHSI O KOMILIIEKCax
HWH)XEHEPHO-TEXHUYECKUX
CPenCTB Pu3nIecKoit
3aIUTHI

OO0mme MPUHITAIIEI 00ecTIeueHNsT 0€30IIaCHOCTH 00BEKTOB. JKN3HEHHBIN ITUKIT CUCTEMBI
(uzndeckoii 3amuThl. [IpHHIUITBI TOCTPOSHHS UHTETPUPOBAHHBIX CUCTEM OXPAHBI.
Krnaccudukamus u coctaB UHTETPUPOBAHHBIX CUCTEM OXpaHbl. HXeHepHbIe
KOHCTPYKITUH, TPUMEHSEMBIC JJIs TPEOTBPAICHUS IPOHUKHOBEHUS 3JI0YMBIIIIJICHHUKA K
HCTOYHUKAM HH(pOpMaIuu.

B ToM unciie mpakTHYEeCKUX M J1a00PATOPHBIX 3aHATHIA

TunoBbele HHXEHEpHBIE KOHCTPYKITHH MTPHIMEHAEMbIE Ha 00bEeKTaxX HH(POPMATH3ANH

WnTterpupoBanHbie cCHCTEMBI 00ecTieueH s 0€30ITACHOCTH U MX COCTABJISIIOIIIC

OTalbl TIOCTPOCHUS CUCTEMBI 3aIIIUTHI 00BEKTa

IK 3.2.
IIK 3.3.
INK 3.4. IIK 3.5

TpeboBaHus K MHKEHEPHBIM CPEJCTBaM (PH3MUYECKOHN 3alUThI

NN Ce

Tema 2.3 Cuctema
oOHapyKeHUS KOMILIEKCa
HNHKXCHCPHO-TCXHUYCCKUX
CpeacTB Gpu3ndecKoit
3aIUThBI

Conep:xanue

NudbopmaiimoHHbIe OCHOBBI TOCTPOCHUS CUCTEMbI OXPAHHOHN CHTHAITU3AINH.
Haznauenwne, knaccuukanys TEXHHIECKUX CpeAcTB oOHapyxkenud. [lepumerpoBsie
CpeICTBa OOHAPYIKEHMSI: HA3HAYCHHE, YCTPOUCTRBO, IPUHIUI JIcHCTBYS. OOBEKTOBBIC
cpeAcTBa OOHapyKEHUs: Ha3HAYCHHE, YCTPOUCTBO, IPUHIIHIT ACHCTBHS.

B Tom umcie NMPaAKTUYC€CKUX U naﬁopaTopm,lx 3aHATHH

16

XapaKTepUCTUKU CUCTEM 3aLUThl TEPPUTOPHUH U TOMEILIEHUN, IPUMEPBI TEXHUYECKON
peanuzanuy — HHQpaKpacHble CUCTEMBI, cucTeMbl 3amThl MK-naTunkos,
OINTOBOJIOKOHHBIE CUCTEMBI

XapaKTepI/ICTI/IKI/I CHUCTCM 3allIUThI TCPPUTOPUHN U HOMGH.IGHPIﬁ, MMPUMCPBI TEXHUYCCKOH
pean3anuu — EMKOCTHBIC CUCTEMbI OXpPAaHbI ICPUMETPOB, BI/I6paLII/IOHHI>IC CHUCTEMBI 1
BH6paHHOHHO—C€ﬁCMH‘IGCKHG CHCTCMBbI

XapaKTepUCTUKU CUCTEM 3aLUThl TEPPUTOPUH U IIOMEILEHUN, IPUMEPBI TEXHUYECKON
peanu3anny — paguolydyeBble CUCTEMBI, CUCTEMBI «AKTHBHON» OXPaHbI IEPUMETPOB

CucTeMbl OXpaHHOH, TPEBOXKHON ¥ MOXapHOH curHanu3anuu. Kimaccudukarnus
H3BeIIaTeNeld OXpaHHbIX

OyHKIMOHAIbHBIE 0COOCHHOCTH HEKOTOPBIX IPUMEHACMBIX Ha MTPAKTHKE OXPAHHBIX U
MOYXKapHBIX U3BeIIaTeNen

[pubop npuemuo-kouTponbHsIA (I1T1K) oxpaHHbIi (0XpaHHO-TIOXKAPHBIN),
KJIACCU(DUKAIIHS, TTapaMeTPhI

Amnanms PBIHKAa COBPEMCHHBIX CUCTCM 3allIUThI TCPPUTOPUHN U HOMCH.ICHI/IfI

OK 09; IIK 3.1.
IIK 3.2.
IIK 3.3.

K 3.4. IIK 3.5
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[TocTpoenue cuctem obecnieueHms 0€30ITaCHOCTH 00BEKTa 2
Tema 2.4. Cuctema Conep:xxanue 10 OK 09; IIK 3.1.
KOHTPOJIS U yIIPaBICHUS Mecto cuctembl KOHTpous U yrpasienus nocrynom (CKY JI) B cucteme obecnieueHust IIK 3.2.
JOCTYTIOM nHpopmanmoHHoi OezonacHocTH. OcobeHHocTH ocTpoeHus U pasmemenust CKY 1. [IK 3.3.

Crpykrypa u coctaB CKY/I. [lepudepuitnoe o60pyaoBanue u HOCUTEIN HH(HOPMAIUH B ) K 3.4.TIK 3.5

CKY . Knaccuduxanus cpeicTB yIpaBIeHUs JOCTYNIOM. MeTOAbI y0CTOBEPEHHUS

mnaHocTH, TpuMensiemble B CKY [I. OOHapy:keHHe METaNTMUECKUX TIPEIMETOB 1

PaAMOaKTUBHBIX BEIIECTB.

B Tom unciie npakTHYEeCKUX M J1a00PATOPHBIX 3aHATHI 8

W3y4eHnre nprHIUIIOB yCTPOKUCTBA, paObOTH M IPUMEHEHHS alllapaTHBIX CPENICTB )

ayTeHTU(UKAIUHN U UACHTU(UKALINN TI0TH30BATEISA

W3y4enre nprHIUIIOB yCTPOUCTBA, paOOTHI U MPUMEHEHHUS CPEJCTB KOHTPOJISI TOCTYTIa 2

Buomerpuyeckue cucTeMbl HACHTU(PHUKALINY, KIacCUPHUKaUs. DTarbl paboThl )

OMOMETPUYCCKUX CUCTEM

Amnanu3 peiHka coBpeMeHHbIXx CKY [T 2
Tema 2.5. Cuctema Conep:xanue 10 OK 09; TIK 3.1.
TEJIEBU3NOHHOTO Ha3znauenue cucrembl TeI€BU3MOHHOTO HAOMIOICHHSA. AHAIOTOBBIE U IU(PPOBHIE CHCTEMBI IIK 3.2.
HaOJIIOIeHUS BujicoHa0MoieHusI. COCTaB CUCTEMBI TEJIICBU3MOHHOTO HaO01cHNs. BuaecokaMepsl. ) IIK 3.3.

O6mwexTuBbl. Tepmokoxyxu. [ToBopoTHbie cuctembl. MHQpakpacHble OCBETUTEIH. [IK 3.4.TIK 3.5

JleTexTophl IBMKEHMUSL.

B ToM yHc/Ie MpaKTHYECKUX U J1a00PATOPHBIX 3aHATHIA 8

PaccMmoTpenne npuHIMTIOB YCTPOWCTBA, Pa0OTHI ¥ TPUMEHEHUS CPEJICTB )

BUJICOHAOIOICHNSI.

Nzydenne napameTpoB Bupeokamep. Buapl 00beKTHBOB. 2

TpeOoBanus Kk KauecTBY n300pakeHus. TexHIUUeCKre pelleHns, HalpaBJIeHHbIE Ha )

yIy4llIeHHE XapaKTEPUCTHK BUEOKaMep

BapuanTsl cucteMsl ynpasieHus BUACOHa0M0AeHneM. Buieopeructparopsl U ux )

xapakTeprctuku. CeTeBoe BHICOHAOIIOICHHE.

Conep:xanue 4 OK 09; TIK 3.1.
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Tema 2.6. Cucrema cbopa, | Kmaccudukanus cucrems coopa u 06padoTtiku napopmannu. Cxema (yHKIIHOHUPOBAHHS IIK 3.2.
00paboTKH, 0TOOpakeHHs | cHUcTeMbI cOopa u 00padoTku nH(opMaIuu. BapuaHThl CTPYKTYp IMOCTPOCHHUS CHCTEMBI IIK 3.3.
U JOKYMEHTHPOBaHUS cbopa 1 00paboTKH HHPOPMALIUH. Y CTPOHCTBA OTOOPAKEHHUS U JOKYMEHTHPOBAHUS 2 K 3.4.TIK 3.5
HHpOpPMaLTUH UHPOpPMALIUH.
B ToM umciie npakTHYeCKUX W J1a00pPATOPHBIX 3aHATHH 2
PaccmoTpenne npuHINMIIOB YCTPOHCTBa, padOTHI M IPUMEHEHUS CUCTEMBI cO0pa U )
o0paboTku uHpOpMAaLUH.
Tema 2.7 Cucrema Copepxanue 4 OK 09; IIK 3.1.
BO3JICHCTBHSI B ToM umciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 4 [IK 3.2.
Hasnauenue u KiaccuuKanus TEXHUIECKUX CPEACTB BO3AeHCTBUSA. OCHOBHBIE ) IIK 3.3.
MOKa3aTeM TEXHUIECKUX CPEICTB BO3IEHCTBHSL. IIK 3.4.TIK 3.5
0030p COBpEMEHHBIX TEXHUYECKHUX CPEACTB BO3IEHCTBUS 2
Tema 2.8 IIpumenenue Conep:xanue 10
HHXXKEHEPHO-TEXHUYECKUX | [lepuMeTpoBbie 1 00BEKTOBEIE CpeICTBA OOHAPYKEHUS, TOPAIOK MpuMeHeHus1. PaboTa ¢ OK 09; IIK 3.1.
cpencTB Gpu3ndeckoit nepudepuitHpIM 000PYTOBAaHHEM CUCTEMbI KOHTPOJISI U YIIPABJICHHUS JOCTYIIOM. ) IIK 3.2.
3aILUTHI YnpaBneHue cucTeMol TeIEBU3NOHHOTO HAOIIOIEHHUS C aBTOMATH3UPOBAHHOTO pabovero IIK 3.3.
MecTa. YTpaBieHHe CHUCTEMOM BO3IEHCTBUSI. K 3.4.TIK 3.5
B ToM 4mciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 6
Opranuzanus npomnyckHoro pexkuma Ha KIIII, cucrema aBTOMaTH4eCKOTO YIIpaBIeHUs. )
Oco0GeHHOCTH OpraHu3aIuy mnpomyckHoro pexkuma Ha KIIIT
Omnpenenenue myTeil MPOHUKHOBEHHS 370yMBIIIUIEHHUKA Ha 00BEKT HHPOPMAaTH3aINU 2
[opsinox mpuMeHEeHHs YCTPOMCTB OTOOPaKEHUS U IOKYMEHTHPOBAaHHUS HHPOPMALIH 2
B ToM unciie camocToATebHAA padoTa 00y4yaronuxcA 5
BHyTproObeKTOBBIN pexkuM. IHTErprpOBaHHbBIE OXPaHHBIE CUCTEMBI
Tema 2.9. Oxcrutyarauus | Cogepaxanue 6 OK 09; IIK 3.1.
HWHXCHECPHO-TCXHUYCCKUX | Bupel, copepKaHUE U TIOPSAO0K MPOBEACHUS TEXHHUECKOTO 00CTyKUBAHIS HH)KEHEPHO- 1K 3.2.
CPEACTB (U3MIEeCKOi TEXHUYIECKUX CPEACTB (hM3MIECKON 3amuThl. OpraHm3aiius peMOHTa TEXHHYESCKIX CPEICTB 2 1K 3.3.
3aIIUTBI (hM3UIeCKOM 3aIUTHI. IIK'3.4. TIK 3.5
B ToM unciie npakTHYeCKUX W J1a00PATOPHBIX 3aHATHH 4
YcTaHOBKa U HACTPOWKA MEPUMETPOBBIX M OOBEKTOBBIX TEXHUYECKHUX CPE/ICTB )

oOHapyXeHus
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W3yueHre NpUHIMIIOB JMATHOCTUKHU, YCTPAHEHUS OTKa30B M BOCCTAHOBJICHUE
paboTOCIIOCOOHOCTH TEXHUIESCKUX CPEACTB (PU3MUECKOM 3aITUTHI

Kypcosas paboma

20

O06006m1enne pasaenos MK

IIpome:xyTounast arrecranus mo M/IK.03.02 JIK3aMeH

Y4eOHast NpaKTHKA
Bunsbi padot:

Uzmepenne napameTpoB GU3NUECKUX TTOJICH.

Onpenenenne kananoB yreuku [I9MUH.

[IpoBeneHue U3MepeHHii TapaMeTPOB (POHOBBIX IIYMOB U (PU3UUCCKHX MOJICH, CO3/IaBAEMBIX TCXHHUYSCKUMHU
CpeICTBaMH 3alUThI HHPOPMAIIHH.

YcTaHOBKA U HACTPOMKA TEXHUUYECKHX CPEJICTB 3alUThI UHPOPMAIHH.

IIpoBeneHre n3MepeHuii TApaMeTPOB MOOOYHBIX IIEKTPOMATHUTHBIX U3TyUYCHHUH ¥ HABOJOK.

[IpoBenenue arrectaniui 00HEKTOB HH(DOPMATH3AIHH.

OcBoeHME METOIMKH BBISIBICHUS] BOBMOXHBIX YIP03 HH(GOPMAIIMOHHON 0€30MacHOCTH 00BHEKTOB 3aIUTHI.

IIpoexkTrpoBaHnE YCTaHOBKH CHCTEMBI TIOKAPHO-OXPAHHOM CHTHAM3ALUH 110 33JaHUIO.

[IprMeHeHne NPOMBIIITIEHHBIX OCHUIIIOrpad)oB, YACTOTOMEPOB U T€HEPATOPOB, U APYroro 000pyAOBaHUS IS
3aIUTHl UHPOPMALIH.

PaccMoTtpenne cucTeMbl KOHTPOJISI U YTIPaBIEHUS JOCTYIIOM U €€ MPOEKTUPOBAHKE.

PaccmoTpenne npuHIMIOB pabOThl CHCTEMBI BUICOHAOIOICHHS M €€ TPOSKTHPOBaHUE.

PaccmoTpenne 1aTunKoB MepuMeTpa, UX IPUHLUIIOB PaOOTHI.

PaccmoTpenne 3ByKOn30sMK TOMEILEHUH, 0OOCHOBAHHUE 3aIIyMJICHHUS U €T0 IPOSKTHPOBAHHE.

Peanusanus 3auThl OT YTEUKH MO LETSIM JIEKTPOIUTAHUS U 3a3€MIICHUS.

PazpaboTka opraHM3allMOHHBIX U TEXHUYECKUX MEPONPHUSTHIL 110 3aJaHHUIO.

Pa3pa0oTka OCHOBHOWH JOKYMEHTALIMH 110 WH)KEHEPHO-TEXHUYECKOH 3a1uTe HHQOpMaltu.
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IIpon3BoacTBeHHAsI MPaKTHKA
Bunsi padot:

YuyacTue B MOHTaXe, HACTPOMKE, OOCTYKWUBAHUU U KCITyaTallMd WHXECHEPHON U TEXHUIECKHUX CPEJICTB
3aIUThl HTHPOPMALIHAH;

Yyactue B MOHTaxKe, HACTPOIKe, 00CITY>)KMUBaHWUU M SKCIUTyaTaIlMH CPEJICTB OXpaHbl U 0€30MaCHOCTH;
YuyacTue B MOHTaXe, HACTPOIKe, OOCTYKUBAHUU U KCIIyaTallMd CUCTEM BUICOHAOTIONCHUS;
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VYdacTre B MOHTaXe, 00CITYKHBAaHWHU U IKCILTyaTalliu CPEJICTB 3aIIUTHI HH(POpMAIMU OT
HECaHKIIMOHUPOBAHHOTO ChbEMA M YTEUKH MO TEXHUYESCKUM KaHaJaMm;

Yy4acTBOBaTh B M3MEpEHHUE MapaMeTPOB MOOOUHBIX IEKTPOMATHUTHBIX H3ITydeHuil u HaBook (II9MIH),
CO3JIaBaCMbIX TEXHUYCCKAMH CPeICTBaMU 00paboTKH HH(OpMAIMK OTpPaHHYSHHOTO JOCTYTIA;
VY4acTBOBaTh B AKCITyaTalluy TEXHUYECKUX CPEACTB 3alIUTHl HHOOPMAIMU B COOTBETCTBHH C TPEOOBAHUSIMH
9KCIUTyaTallMOHHOM JOKYMEHTAIINY;

[IpuMeHeHne HOpMATUBHO MPABOBHIX aKTOB, HOPMATHBHBIX METOAMYECKHUX JOKYMEHTOB MO 00ECIIEYEHUIO
3alUThI THPOPMAIMH TEXHHYSCKHUMHU CPEIICTBAMU;

OcBoeHHE METOIMKH BBISBICHUS] BOBMOXHBIX YTPO3bl HHHOPMAIIMOHHOM 0€30IaCHOCTH OOBEKTOB 3aIlUTHI;
VYdacTre B OpraHu3aluy OTAeIbHBIX Pa0oT 1Mo GU3NYecKoil 3aumTe 00beKTOB HHPOpMaTH3aLUU
Pa3paboTka npeanokeHuil Mo ycoBepIIeHCTBOBAHHIO TEXHIHUESCKON 3aIUThl HHPOPMAITUH 00BEKTA
WHPOPMATU3AIHH.

IK3amen no npogheccuonanbHoMy mooyio 12

Bcezo

476

2.4. KypcoBasi padora
BrinonHenune KypcoBoii paboThl 0053aTENbHO

TemaTtuka KypcoBbIX paboT

PacueT OCHOBHBIX MOKa3aTenei KauecTBa CUCTEMbI OXPaHHOIN CUTHATIM3alMK 00BbEeKTa HHPOPMATU3AIUH.

Br160p BapraHTa CTpYKTYphl TOCTPOECHUS CUCTEMBI cOOpa 1 00paboTku nHpopMauu o0beKTa HHPOpMATH3ALUY.
[Toctpoenue cuctemsl o0ecnieueHns 6€30MacHOCTH 00beKTa HHPOPMATH3AIUH C 3a/JaHHBIMU [T0Ka3aTeIsIMU KaueCTBa.
MonennpoBanue 00beKTa 3allUThl U yTpo3 0€30MaCHOCTH HHPOPMAIMH JIsl KOMMEPYECKOTO MPEeAPUATHS
Pa3paboTka HHKEHEPHO-TEXHUUECKUX MEp MO 3aluTe HHPOPMAIMH MPOU3BOICTBEHHOTO OOBEKTA.

PazpaboTka HHKEHEPHO-TEXHUYECKUX MEp I10 3aluTe HHPOpMALUK OOIIECTBEHHOTO YUPEKICHUS

PazpaboTka HHKEHEPHO-TEXHUYECKHX MEp I10 3aluTe HHPOpMaLUi HEKOMMEPUYECKOH OpraHU3alHH.

PazpaboTka HHKEHEPHO-TEXHUYECKHX MEp I10 3aIuTe HH(POPMAIIMH KOMMEPUECKOTO MPepUITUS

Pa3paboTka KOMIUIEKCHOW CHCTEMBI OE30MTaCHOCTH U Mep T10 3aIiuTe HH(opMauu o0IIeCTBEHHON OpraHu3aiun

0. KoMmmrekcHas cucteMa 0€301acCHOCTH I/IH(I)OpMaI_II/II/I O6IJ.I€CTBCHHOFO 3aaHuA
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11. Pacyer cucrembl 6€30MaCHOCTH U KOHTPOJISL JOCTYIIa KOMMEPUYECKOW OpTaHn3aluu

12. MonenupoBanue 00beKTa 3aUTHl U YyTPo3 0e30MaCHOCTH WH(GOPMAIUHU JJIs1 HEKOMMEPYECKOIH OpraHu3aiuu
13. Pacuer cucteMbl 0€3011aCHOCTH U KOHTPOJI JOCTYyIa IPOU3BOICTBEHHOTO 3/1aHUS

14. KommuiekcHast cuctema 6e30macHOCTH HH(OpMAIMA KOMMEPYECKOH OpraHn3alnuu

15. MogpenupoBanue 00beKTa 3alIUTHl M yTpo3 0€30MacHOCTH HH(POPMAIHH



3. YCJIOBUSA PEAJIM3ALIUU TPOPECCUOHAJIBHOT'O MOAYJIA
3.1. MaTepuaibHO-TeXHUYECKOE o0ecneyeHue

Mactepckas «KubepOe3omacHOCTH», OCHAIIeHHas(bIe) B COOTBETCTBUU C MPUITIOKEHUEM 3
OIIOII-IL

OcHaieHHbie 0a3bl MPaKTUKH (MacTEPCKHE/30HBI 1O BUJAM padoT), OCHalIeHHas(bie) B
cootBercTBUM ¢ puioxenuem 3 OITOII-IL . ¢ m. 3.1.2. o6pazoBaTeabHON MPOTPAMMBI.

3.2. Y4eOHO-MeTOAMYECKOE OOecIiedeHHe

3.2.1. OcHOBHBIE NIeYaTHbIE U/WJIN JIEKTPOHHbIE U3IaHUSA

1. 3aitueB A.Il., Memepsko P.B., lllenynanoB A.A. Texnudeckue cpeiacTBa U METOJIbI
3amuThl H”HGOpMaruu. 7-¢ u3fd., ucrap. 2019.

2. IlenbkoB T.C. OcHOBBI HOCTPOEHUSI TEXHUYECKUX CUCTEM OXPAHbI IEPUMETPOB. YueOHOe
nocobue. — M. 2020.

3. HoBukoB B.K. OpranumzanmonHoe # TpaBoBoe obecreueHue WHPOPMALUOHHOMI
6esomacHoctr: B 2-x wactsax. Yacte 2. OpraHusanmoHHoe oOecriedeHrne HH()OpMAIMOHHON
6e3onacHocTH: yueb. mocooue. — M.: MUIT, 2018. - 172 c.

4. OpraHM3ainroHHO-TIPaBOBOE obOecrieueHue WHGOPMAIMOHHONH 0e30macHOCTH:  yueo.
nocobue As CTyA. yupexaeHuii cpes. nmpod. oopazosanus/ E.b. benos, B.H. IIpxeropnunckuii. —
M.: U3narenbckuid eHTp «AkageMusi»n, 2018 — 336¢.

5. BBeneHue B TEOPETUKO-YUCIOBbIE METO/IbI KpunTorpaduu : yuebHoe mocodbue st cro /
M. M. I'nmyxos, . A. Kpyrnos, A. b. [Inukyp, A. B. Uepemymkun. — 2-e u3na., crep. — CaHKT-
[TerepOypr : Jlanp, 2022. — 396 ¢. — ISBN 978-5-507-45348-1. — TekcT : anexkTpoHHbIii // JIanb :
ANEKTPOHHO-OMOMMoTeunass cuctema. — URL:  https://e.lanbook.com/book/265178  (nata
obparmenust: 20.07.2023). — Pexum goctyna: 1Jisi aBTOPHU3. MOJIb30BaTENEH.

6. T'mnszosa, P. H. Mnpopmanonnas 6e3omnacHocTb. JIabopaTOpHBIM MPaKTUKYM : yueOHOe
nocobue s cno / P. H. 'mnsazoBa. — 3-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2022. — 44 c.
— ISBN 978-5-8114-9138-4. — TekcT : 3nekTpoHHbIH // JlaHb : 31€KTPOHHO-OMOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/187645 (mara obpamenus: 20.07.2023). — Pexum
JOCTyTa: 71l aBTOPH3. MOIb30BaTeNeH.

6. IIpoxoposa, O. B. MadopmarmonHas 6e30mMacHOCTh U 3amuTa HHOPMAIUU : Y4eOHUK
1 crio / O. B. TlpoxopoBa. — 4-e uzn., crep. — Cankr-IlerepOypr : Jlanp, 2023. — 124 ¢. — ISBN
978-5-507-47174-4. — TexcT : anekTpoHHBIN // JlaHb : 3JIEeKTPOHHO-OMOIMOTEYHAs] cCUCTEMa. —
URL: https://e.lanbook.com/book/336200 (mara obpamenus: 20.07.2023). — Pexum moctyna: ajs
aBTOPH3. NIOJIb30BATEIICH.

3.2.2. JlonoJTHUTEIbHbI€ HCTOYHUKH

1. Korepos JI.B. PHP 5 B nomnmunanmke. — CI16.: BXB-IletepOypr, 2018. — 1104 c.

2. @enepanbHblil 0Opa3zoBarenbHbIl TOpTan «MHQOPMAIMOHHO -KOMMYHHMKAI[MOHHBIE
TEXHOJIOTHH B oOpa3oBaHUM. [DnexTpoHHBIE  pecypc] —  Pexum  pmocrymna:
http://window.edu.ru/resource/832/7832. [lata oopamenus 23.07.2022.



4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MO YJIA

Kon IIK, OK

Kpurtepumn oueHkn pe3yjabTara
(moxka3aTejiu 0CBOEHHOCTH
KOMIIeTeHIII)

DopMBbI KOHTPOJISA U METOAbI
OLlCHKH'

IIK 3.1 OcymiecTBisiTh
YCTaHOBKY, MOHTaX,
HaCTPOWKY U TEXHHUUYECKOE
o0cyXBaHHE
TEXHUYECKUX CPEJCTB
3alIUTHI UHPOPMAINH B
COOTBETCTBUH C
TpeOOBaHUSAMHU
AKCILTyaTallMOHHOMN
JOKYMEHTaIUN

JeMoHCTpUpyeT yMeHus 1
[IPAKTUYECKNE HABBIKY B
YCTaHOBKE, MOHTaXe,
HACTpPOWKE U IIPOBEJECHUU
TEXHUYECKOTO 00CTYKHUBaHUS
TEXHUYECKUX CPEJCTB 3aIINUTHI
WHPOPMALIMU B COOTBETCTBHU C
TpeOOBaHUSIMH
SKCIUTyaTallMOHHON
JOKyMEHTalun

TectupoBanue,

9K3aMeH KBAJTU(UKAITMOHHBIMN,
IKCIIEPTHOE HAOIIOICHUE
BBITIOJTHEHUS JTa00PATOPHBIX
pabor,

AKCTIEpTHOE HAOIOICHIE
BEITIOJTHEHHS MTPAKTHYECKUX paboT,
OIICHKA PCHICHUA CUTYallUOHHBIX
3amad,

OIIEHKa Tpoliecca U Pe3yIbTaToB
BBIINIOJTHEHUSA BUAOB pa6OT Ha
MTPAKTHKE

I1K 3.2 Ocy1iecTBIsITh
IKCIUTYaTaIHIo
TEXHUYECKUX CPEACTB
3amuTHl HGOPMAITIH B
COOTBETCTBHH C
TpeOOBaHUSAMHU
IKCIUTyaTallHOHHON
JIOKYMEHTaIHN

IIposiBnsieT ymenus u
MPAaKTUYECKUH OMbITA B
JKCIUTyaTaluy TEXHUYECKUX
CpPEeZACTB 3aIlUTHl HHYOPMALIUH B
COOTBETCTBHH C TPEOOBAHUSIMU
9KCIITyaTalMOHHON
JOKYMEHTaINH

Tectuposanue,

9K3aMeH KBaJTH()UKAIMOHHBIMH,
JKCIIEPTHOE HAOIIO/IEHUE
BBITIOJIHEHHS JTA00PaTOPHBIX
pabor,

9KCIIEPTHOE HAOJIIOICHHUE
BBITIOJIHEHHMS! IPAKTUYECKHUX PadoT,
OLICHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OLICHKA TIpoliecca U pe3ysIbTaToB
BBIIIOJTHEHUS BUI0OB pa60T Ha
MpaKkTUKe

IIK 3.3. OcymiecTBiATh
WU3MEpEeHHe MapaMeTpoB
MOOOYHBIX
3JICKTPOMarHUTHBIX
W3JIy4YEHUM U HAaBOJOK
(IT9OMUH), co3naBaeMbIxX
TEXHUYECKUMHU CPEICTBAMU
00paboTKu uHpOpMaLUU
OTPaHUYEHHOT'O JIOCTYTIa

[IpoBoaut paboTsl IO
HM3MEPEHUIO TapaMeTPOB
MOOOYHBIX AIIEKTPOMArHUTHBIX
H3JIy4EHU U HaBOJOK
(ITSMUH), co3naBaeMbIX
TEXHUYECKUMH CPEICTBAMHU
00paboTKku uHpopMaIu
OTpaHUYEHHOT'0 10CTyNa

TectupoBanue,

9K3aMeH KBalH(pHUKaIMOHHBIH,
9KCHEPTHOE HaOJIOIeHHE
BBITOJIHEHUS J1a00PaTOPHBIX
pabor,

AKCIIEPTHOE HAOIIO/ICHUE
BBITIOJIHCHUSA ITPAKTHICCKUX pa60T,
OIICHKA PCUHICHUA CUTYallUOHHBIX
3ajad,

OIIEHKa Tpoliecca U pe3yIbTaToB
BBITIOJIHEHNSI BUIOB padoT Ha
IIPAKTHKE

! Tlpumepst oopmieHHst GOPMBI KOHTPOJIS: KOHTPOIBHBIE PAbOTHI, 3aUeThl, KBATH()UKAMOHHBIE UCTILITAHMUS, 3AIATA
KypCOBBIX M JHUIUIOMHBIX NPOEKTOB (paboT), sk3ameHbl. [Ipumepbl oopMIIeHUs METOAOB OLEHKU: MHTEPIPETALIMS
pE3yNbTaTOB BBIMOIHEHHUS MPAaKTHYECKUX U JTAOOPATOPHBIX 3aJlaHWH, OIEHKA PEIICHUS CUTYallMOHHBIX 3a/1ad, OLCHKA
TECTOBOTO KOHTPOJIS.



I1K 3.4 OcymiecTBasTh
U3MepeHHe MapaMeTpoB
(hOHOBBIX IITYMOB, a TAKXKe
(M3UYECKUX TTOJICH,
C03J1aBacMbIX
TEXHHUYECKUMU CPEJICTBAMU
3alUTHl HTHPOPMAIIUU

[IpoBoauT camocTosITENbHBIC
N3MEpEHUs TapaMeTpOB
(hOHOBBIX TITYMOB, a TaKXe
(hM3UIEeCKUX IOJIEH,
CO3/1aBaeMbIX TEXHHYECKUMH
CpeACTBaMH 3aLIUTHI
nHpOpPMAaLTUH

Tectuposanue,

9K3aMEH KBaJIH(PUKAMOHHBII,
9KCHEepTHOE HaOJr0IeHNE
BBINOJIHEHUS J1a00PAaTOPHBIX
pabor,

9KCHEepPTHOE HaOJroIeHNE
BBINIOJIHEHUS TIPAKTHUECKHUX padoT,
OLICHKA PEILECHUS] CUTYalMOHHBIX
3ajad,

OIICHKa IpoLecca U PE3yIbTATOB
BBITIOJTHEHUSI BUIOB paboT Ha
MIPAKTHKE

I1K 3.5 Opranu3oBbsIBaTh
OTJIEbHBIC PAOOTHI IO
(hu3MYeCKOl 3anuTe
00BEKTOB
nH(pOpPMaTH3AIUN

[IposBisieT 3HaHuUs B BEIOOpE
CIOCO0O0B pelIeHHS 33]1a4 10
OpraHu3alliy OTACIbHBIX padoT
o pu3nUIeCcKoil 3aIuTe
00BeKTOB HH(OPMATHIAIUH

Tectuposanue,

9K3aMeH KBaJTH(pUKaIMOHHBIH,
SKCIIEPTHOE HAOIIO/IEHUE
BBITIOJIHEHHS JTA00PaTOPHBIX
pabor,

JKCIIEPTHOE HAOJIIO/ICHUE
BBITTOJIHCHUSA ITPAKTHUYCCKUX pa60T,
OLICHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OLICHKA Tpoliecca U pe3ysIbTaToB
BBITIOJTHEHHS BUJIOB padoT Ha
MpaKTUKe

OK 09 ITonp30BaTbes
npohecCHOHANBHOMN
JIOKyMEHTAIIFeH Ha
TOCYJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX

IToHnMaeT TeKCThl Ha 6a30BbIC
npodeccuoHaIbHbIC TEMBI,
y4acTBYET B AUAJIOTax Ha
Mpo¢eCCUOHANTBHBIC TEMBI
00OCHOBBIBACT U OOBSICHSIET
CBOU JICUCTBHS, MUIIET MPOCTHIE
CBSI3HBIC COOOIICHHUS Ha
npodeccuoHaIbHbIC TEMbI

TectupoBanue,

9K3aMeH KBaJlH(pHUKaIMOHHBIH,
9KCIIEPTHOE HAOJIIOICHHUE
BBITIOJTHEHHMS! J1Ta0OPAaTOPHBIX
pabor,

IKCIIEPTHOE HAOII0/ICHHE
BBITIOJIHCHUSA ITPAKTUICCKUX pa60T,
OIICHKA PCUHICHUA CUTYallUOHHBIX
3ajad,

OIIEHKa Tpoliecca U Pe3yIbTaToB
BBITIOJIHEHUSI BUZIOB padoT Ha
NpaKTHKE




IIpunoxenne 1.4
Kk OIIOII-IT no cnienanbHOCTH
10.02.05 O6ecnieuenue nHGOPMAITMOHHON 0€30IMaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

Pabouast nporpamMmma npogecCHOHAIBLHOI0 MOAYJISA

«IIM.04 OIIEPATOP JIEKTPOHHO-BBIYNCJIMTEJIbHBIX 1
BbIYUCJ/IMTEJIBHBIX MAILIIUH»

2024 r.
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1. OBIIASA XAPAKTEPUCTUKA PABOYEM ITPOTPAMMBI
IMPOPECCHUOHAJIBHOI'O MO YJIA

IIM.04 OIIEPATOP 3JIEKTPOHHO-BBIYUCJIMTE/JIBHbBIX U
BBIYUCJIMTEJIBHBIX MAIIIUH

1.1. Heap u mecTo mpogecCHOHAIBLHOTO MOAYJISI B CTPYKTYpe 00pa3oBaTe/bHON NPOrpaMMbl

]_IeJ'IB MOAYJIA: OCBOCHHE BHUAA ACATCIBHOCTHU «OnepaTop SJICKTPOHHO-BBIYUCIIUTCIBHBIX U
BBIYHMCIIUTCIIBPHBIX MAaIllH»).

[IpodeccnonanpHpIii MOIYNh BKIFOYEH B OO0SA3aTENBHYI0 YacTb MNPO(EeCCHOHATBHOTO IUKIIA
oOpa3oBarenbHON mporpaMMel 1o crnenuaibHocTd 10.02.05 Ob6ecnieueHne nHGOPMAIMOHHON 0€30MacCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

1.2 IInanupyemMble pe3yJbTaTbl 0CBOCHHS NMPO(EeCCHOHAIBLHOI0 MOLYJIsI

Pesynbpratel ocBOEHHS MPOPECCHOHAIBHOIO MOIYNS COOTHOCSATCS C IJIAHUPYEMBIMU PE3yJIbTaTaMu
OCBOGHUSI 00pa30BaTeNbHOW MPOTPaMMBI, TPEACTABICHHBIME B MaTPHUIle KOMIIETCHIINN BBITyCKHUKA (1. 4.3

OIOII-IT).

B pesynbraTte ocBoeHus1 npoh)ecCHOHAIBLHOTO MOLYJISl 00YUaIOIIHIACS TOTDKEH:

Koo OK;, YMerhb 3HaTthb Baagerh HaBbIKAMH
IIK
IIK 4.1 — BemonsaTs TpeboBaHus —TpeboBaHus TEXHUKH — BBITIONTHATH TPeOOBaHUS
TEXHHUKH 0€30I1aCHOCTH NPH 6e3omacHoCTH TIpH padoTe C TEXHUKH 0€3011aCHOCTH IIPH
paboTe ¢ BBIYNCITUTEINEHON BBIYHCIIATEILHON TEXHUKOH paboTe ¢ BHIYUCIUTEILHON
TEXHUKOM — OCHOBHbIE IPUHLUIIBI TEXHUKOH,
—IlponzBouTth ycTpoiicTBa u paboThI — OpraHm30BbIBaThH pabouee
TIOJIKJIIOYEHHE OJIOKOB KOMITBIOTEPHBIX CHCTEM U MecTa OIepaTopa 3IEKTPOHHO-
MePCOHAJILHOTO KOMIbIOTEpAa U | Nepu(epUitHBIX yCTPOICTB BBIUHCIIUTEIBHBIX U
neprepruiHBIX yCTPOHCTB BBIUYHCIUTENIHHBIX MAIlINH,
—ITpou3BOIUTH YCTAaHOBKY H — IIO/IFOTOBKU 000pYI0BaHMUS
3aMEeHY PacXOHbBIX MaTepPHaIOB KOMIIBIOTEPHOIT CHUCTEMBI K
JUIs IepUEepHIHBIX YCTPOUCTB pabote
U KOMIIBIOTEPHOH OPTTEXHUKU
— JlnarnocTupoBaTh
MPOCTENIINE HEUCTIPABHOCTU
MEPCOHATBHOTO KOMIBIOTEPA,
nepudepuitHoro 00opyaoBaHUS
U KOMIIBIOTEPHOH OPTTEXHUKU
— BBINONMHATS UHCTAIISALIUIO
CHCTEMHOT'0 ¥ IPHKJIATHOTO
MIPOrPaMMHOTO O0eCTIeUeHUs
IIK 4.2 —Co3naBarh U ynpasJisTh — Knaccuduxaruo u —WHcrammiposars,
COJIEPKIUMBIM TOKYMEHTOB C Ha3HauYeHHE KOMIBIOTEPHBIX HacTpauBaTh U 00CITy)KHBaTh
MTOMOIIIBIO TEKCTOBBIX cete porpaMMHOe oOecredeHne
TPOLIECCOPOB — Bunpl HocuTenei KOMIIBIOTEPHOI CUCTEMBI
—Co31aBath U ynpaBiaTh nHdopmanuu — Yrpasnars daitnamu
COJIEPKUMBIM 3JIEKTPOHHBIX —IIpumensts oprcHoe
TaOJIMI C TOMOILBIO porpaMMHOE oOecrieyeHue B
pelaKTopoB TadIIHI COOTBETCTBUM C IPUKIATHON
—Co31aBath U ynpaBiaTh 3agaueit
COJIEP’KUMBIM MTPE3EHTALIHH C




ITOMOIIBIO PEJAKTOPOB
MIpe3eHTALMNN

—Hcnonbe3oBath
MYJBTHMEHA IPOSKTOP IS
JEMOHCTpALMHU MTPE3CHTALMM

— BBoauTh, peakTHpOBATh U
yIAIATh 3aIKCH B 0a3e JaHHBIX

—3¢ddexkTrBHO MOTH30BATHCS
3arpocamu 0a3bl TaHHBIX

—Co3znaBath u
penakTUpOBaTh rpadUuecKue
OOBEKTHI C TOMOIIBIO TIPOTPAMM
U1 00pabOTKH pacTpoBOii U
BEKTOpPHOH rpaduku

—[IpousBoauts
CKaHUPOBAHHE JTOKYMEHTOB U
UX pacro3HaBaHUE

—IIpousBoauTh pacneyarky,
KOIIMPOBAHHUE U
THPAXUPOBAHHUE JOKYMEHTOB Ha
NIPUHTEPE U APYTUX
YCTpOHCTBaxX

K 4.3

— Yrpasnsars daitiamu
JAHHBIX Ha JIOKATbHBIX
CHEMHBIX 3aTIOMHHAFOIITIX
YCTpOWMCTBAX, a TAaK)Ke Ha
JIVICKaX JIOKAJBHOU
KOMIBIOTEPHO CETH U B
HHTEpHETE

— Ocy1ecTBIATh HABUTAITUIO
o Be6-pecypcam MHTepHeTa ¢
MIOMOIIBI0 Opay3epa

— OcCy1IecTBAATh MOUCK,
COPTUPOBKY M aHAJIN3
HHPOPMAILIUHU C TTIOMOIIBIO
ITOMCKOBBIX HHTEPHET-CATOB

—IIporpammMHoOe obecrieueHne
JUIsl paboThl B KOMITBIOTEPHBIX
CeTSIX H C pecypcaMu
Wnrepuera

—Hcnonb30Bath pecypesl
JIOKQJIbHOH BEIYHUCIIMTEIHLHON
cetn

— Hcmionb30BaTh pecypcesl,
TEXHOJIOTHH U CEPBUCOB
Wnrepuer

1K 4.4

— Ocy1ecTBIATh
AQHTHBUPYCHYIO 3aIIUATY
MIEPCOHAIBHOTO KOMIIBIOTEPA C
ITOMOIIBIO0 AHTHBHUPYCHBIX
porpamMmm

— OcCyIecTBISTh pe3epBHOE
KOIIMPOBAHUE U
BOCCTaHOBJICHHE JAHHBIX

— OcHOBHBIE CpECTBA
3aLUTBl OT BPEAOHOCHOTO
MIPOTPAMMHOTO 00eCTICUCHHS U
HECaHKUMOHUPOBAHHOI'O
JIOCTyNa K 3alUIIaEMbIM
pecypcam KOMITbIOTEPHOU
CHCTEMBI

— [IpumensTH cpencrea
3amIUTH HHPOPMALIUU B
KOMIIBIOTEPHOI cucTeMe




2. CTPYKTYPA U COAEPKAHUE TPOP®PECCHUOHAJIBHOI'O MOAYJIA

2.1. Tpya0eMKOCTb OCBOEHHSI MOTYJIsI

B 1.4. B opme

HanMeHOBaHUE COCTABHBIX YacTeil MOLY.JIsI Oo6bem B yacax NPAKTHYECKOH
NOATOTOBKH
YueOHbIe 3aHATHS 94 72
Kypcosas pabora (mpoekr)
CamocrosiTensHas paboTta 8
IIpakTuKa, B T.4.:
yuaebHas 156 156
IIPOU3BOICTBEHHAS 84 84
[TpomexxyToUYHast aTTEeCTalus, B TOM YHUCIIE:
MJIK 04.01 6 gpopme ough. 3auema
VII 04
11 04
1IM 04 9K3AMEH 12
Bcero 354 312
2.2. CTpykTypa npohpecCHOHAIBLHOT0 MOTYJIsI
Kon
OK, ey . P <
g o = s =
IK 3] : = 5 3
(@] B [ 3 = [
= m = o o & <
= . S =h = = e
g x| & & = = =
S 25 |2 = | 5 | 28 |5
HawmMenoBaHus pa3ieioB Beero, | & 8| S s g T £ s
5 0 QO = =
npodeccrnoHaIBHOTO MOYJIS Jac. g g( g z = 3 = ﬂé
g2al g | ¢ = g | & S
= s g o) 5 2] o
- o) T o 2 2 2
s |7 |22 |™ |8
= s
- |8 g |8 2
m =
1 2 3 4 5 6 7 8 9 10
NK4.1- | Paznen 1. TeXHONOrUS CO3MaHUAS U 102 72 94 8
TIK 4.4 .
00paboTku nudpoBoi HHGOPMALIUU
NK4.1- | VyeGHas mpakTHKa 156 156 156
TIK 4.4
IK4.1- | TIpon3BOACTBEHHAS IPAKTHKA 84 84 84
TIK 4.4
NK4.1- | TIpoMesKyTOUHAsI aTTECTalIHsI 12
TIK 4.4
Bcezo: 354 | 312 94 | 8 | 156 | 84




2.3. Coaep:xanne npogeccCHoOHAIBLHOI0 MOAYJIA

O0beM, ak. 4. Kozer .
/ KOMIIEeTEeHIHid,
HaumenoBanmue pa3snesioB B TOM 4HCJIe (popmuposatiio
" Tem Coaep:xaHue yueOHOr0 MaTepHaJia, MPAKTHYECKUX U J1a00PATOPHBIX 3aHATHS B dopme KOTOPBIX
NPaKTHYECKOI crocogeTByeT
MOArOTOBKH DJEMEHT
NPOrpaMMbl
M/K 04.01 Texnosorus co3ganusi 1 00padoTku nudposoii nHpopManun 94/72
Pasgen 1. IloaroroBka o000pyAoBaHMsi KOMIBIOTEPHOH cHcTeMbl K padoTe, HHCTANLISILUS, HACTPOHKA U 20
00cJIy;KMBaHUE IPOrPAMMHOI0 00ecre4yeHust
Tema 1.1. Copnep:xanue 6
Pabora ¢ ycTpoiicTBamu W3yuenne oxpaHbl TpyAa U TexHUKH OezomacHocTr Oneparopa DBM. N3yuenne 2 [IK 4.1 -IIK 4.4
KOMIIBIOTEPHOM CHCTEMBI apxXUTeKTypsl DBM, CTPYKTYpBI U OCHOBHBIX HIPUHIUIOB paboTel OBM
B Tom unciie npakTHYeCKUX M J1a00PATOPHBIX 3aHATHH 4
[TonkmtoueHue, HACTPOHKA U MOJATOTOBKA K paboTe nepudepuitHoro 00opynoBaHus 2
YcTaHoBKa U 3aMeHa pacXOJHBIX MaTepUaNIOB JAJIs IPUHTEPOB, KCEPOKCa, CKaHepa 2
Tema 1.2. Copnep:xanue 8 [IK 4.1 -IIK 4.4
Pabora ¢ nporpaMMHBIM VYnpasnenue aiiaMi JaHHBIX HA JIOKAJIbHBIX ChbEMHBIX 3a[IOMUHAIOLINX YCTPONUCTBAX, a )
o0ecrieyeHnem TaKXe Ha JUCKax JIOKaJbHOM KOMIIbIOTEpHOMH ceTr U B IHTepHeTe
KOMITbIOTEPHOH CHCTEMBI B ToM 4ncie mMpakKTHYECKUX U J1a00PATOPHBIX 3aHATHH 6
W3yuenne nporecca ycTaHOBKU ONEPAllMOHHOM cpefibl, HacTpoiika natepdeiica OC 2
YcTaHOBKa MPUKJIAAHBIX IPOTPaMM 4
Tema 1.3. Coaepxanue 6 [IK 4.1 -IIK 4.4
Huarsoctnka OdopmieHne 0T4ETHOM TOKyMEHTAllUU B COOTBETCTBHUH C ITEPEUHEM padoT, 2
HEHCIPABHOCTEH CHCTEMBI, BBINIOJIHSIEMBIX B MOPSIIKE TEKYyIIeH 3kcmuryarauuu 9BM
BEJICHUC JOKYMEHTallUU B ToM yncie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHI 2
JnarHoctruka nNpoCcTENINX HEUCIPABHOCTEN MEPCOHATBHOTO KOMITBIOTEPA, )
nepudepuitHoro 060pyI0BaHMS U KOMIBIOTEPHON OPITEXHUKHU
B ToM 4ncie camocTosiTeIbHAs Pa60Ta 00y4AI0IUXCS )
Odopmienne 0T4ETHON JOKYMEHTAUN
Paznen 2. Co3nanme W ynpaBjieHMe HAa TNEPCOHAJIBHOM KOMIIBIOTEpe TeKCTOBBIMH JOKYMEHTAMH, Ta0JMIaMH, 62
Npe3eHTAIMAMH M coJepkaHueM 0a3 TaHHBIX, padoTa B rpag)u4ecKnX peJaKkTopax
Tema 2.1. ‘ Coaep:xanue 14




Pa6ora B TekcTOBOM TexkcroBbie porieccopsl. TpedoBanus Mo 0GOPMIICHUIO TEXHUUECKOU ) [IK 4.1 -IIK 4.4
nporeccope JIOKYMEHTALlUH

B ToM 4mcie mpakTHYeCKUX M 1a00PATOPHBIX 3aHATHI 12

dopmaTHpOBaHUE U PEAAKTHPOBAHUE MIPUGPTOB, ab3a1eB U GopmMy 2

DopMaTHpOBaHUE U PEAAKTUPOBAHNE CIIHCKOB 2

Pabora ¢ Tabnuuamu B TEKCTOBOM HMPOLIECCOPE 2

Pabora ¢ rpaduueckumu 00BbEKTaMU B TEKCTOBOM MPOLIECCOPE 4

®dopmaTrpoBaHue JOKyMeHTa B 1iesioM. CrocoObl BBIBOJA TOKYMEHTA Ha TIe4YaTh 2
Tema 2.2. Conepxanue 12
Pabora B pemakTope OnextponHas Tabimia MS Excel. BBox u penaktupoBanue naHubix. Co3ganue u I[IK 4.1 -I1IK 4.4
AIIEKTPOHHBIX TaOJIHII ¢dopmaTtupoBanue Tabmuil. OCHOBHI BIUHCIeHU. Vcnionp3oBanme GyHKIINN pa3sTHaHbBIX 2

BUJIOB

B Tom uncie npakTHYecKUX U J1a00PATOPHBIX 3aHATHH 10

Cosznanue u popMaTHpoBaHUE TAOIHUIBI B PEJAKTOPE AIMEKTPOHHBIX TaOIUI] 2

Brruncnenue ¢ moMotbto GopMyIt B 3JIeKTpoHHOM Tabmuiie. PaboTa co BCTpOSHHBIMU 4

(YHKIUSIME B DJIEKTPOHHOU TaOIHIIE.

Coznanne u pabora ¢ quarpamMmmamu U rpapuxamu. OOMeH TaHHBIMU MEXIY TeKCTOBBIM 4

IPOLIECCOPOM U DJIEKTPOHHOM Tabuuieit
Tema 2.3. Coaepxanue 10
Pabora B nporpamme KommbroTeprass mnpesenrainuss PowerPoint: OCHOBHbIE U JIOTIOJHHTEIBLHBIC 2 1K 4.1 -TIK 4.4
TNOATOTOBKH 1 IIPOCMOTPA Bo3MOxHOCTH. [TodTarnHas pa3paboTka U HacTpoiika 3)(HEeKTOB NPe3eHTALINH
Npe3eHTaunH B TOM 4nc/Ie NPAKTHYECKUX U J1a00PATOPHBIX 3aHATHIA 8

OcHOBHI paboTHI co ciaigoM. PaboTa B mpeseHTanuu co mpudrom u Tekctom. [lonsarue )

TEMBI cllaiia

JloGaBieHue B ciai/ibl pUCYHKOB, 3BYKOBBIX d3(PPEKTOB, TAOIHUIl U IUArPaMM 2

Hacrpoiika anumanum oObeKTOB. 2

Hacrpoiika mokasa u JeMOHCTpaIus Pe3yIbTaTOB pabOTHI CPEICTBAMH MYJIbTUMEIHA 2
Tema 2.4. Coaepxanue 10
PaGora B cucreme ITonsiTre 6a3w1 JaHHBIX U ee pazHoBHIHOCTHU. [IpoexTrpoBanue b/l u pa3paborka ee 2 [IK 4.1 -1IK 4.4
ynpaBieHust 6a3aMy JaHHBIX | KOMIIOHEHTOB

B ToM yncie npakTHYeCKUX U Ja00PATOPHBIX 3aHATHI 8




BBoj nanHbIX B TaOMuUIbl 0a3bl JaHHBIX 2
Coznianue npocThIX 3apocoB U GopM. 2
Coznanue u popmaTupoBaHue INIaBHON KHOMOYHON (DOPMBI. 2
Co3maHue OTYETOB 2
Tema 2.5. Conep:xanue 16
Pabora B rpadudecknx WuxenepHas rpaduka. CcTeMbl aBTOMaTH3MPOBAHHOTO MPOEKTHPOBaHus. KoMmbroTepHast [IK 4.1 -IIK 4.4
peaaxKTopax rpaduka. OcHOBHEI paboThl B Adobe Photoshop. 2
B Tom unciie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHH 12
BcraBka u pegaktupoBaHue TOTOBOTO M300paKEHUSI ¢ UCIIOJIB30BAHUEM MIPOTPaMM )
pacTpoBoii rpaduku
Paborta ¢ iBeTOM C MCIOIB30BAHUEM MPOTPAMM PACTPON TpaduKu 2
Pabora co cinosaMu ¢ UCHOIB30BaHUEM MPOTPaMM pacTpoil rpapuku 2
Pabora co criempddexramMu ¢ UCIOTB30BaHUEM TPOTPAMM PaCTPOBOI rpaduku 2
Pa3zpaboTka npoekra 4
B ToM 4mncie caMocTosITe/IbHAsI paGoTa 00yJarommxcs
Bekropnas rpaduka 2
Paznen 3. Ucnosib3oBaHue pecypcoB TexHoJIoruii U cepBucoB UntepHera 8
Tema 3.1. Conep:xanue 8
Pabora ¢ pecypcamu Coznanue 1 00OMEeH MUChbMaMH dJIEKTPOHHOM mouTkl. HaBuramus mo Be6-pecypcam ) IIK 4.1 -1IK 4.4
Wnreprera MHTepHeTa ¢ MOMOIIBIO TporpaMmbl Beb-0Opaysepa.
B TOM 4nc/Ie IPAKTHYECKUX U J1a00PATOPHBIX 3aHATHIT 4
[Touck, copTupoBka M aHanu3 WH(OPMAIMK C TOMOIIBIO TMOWCKOBBIX HHTEPHET- 4
caiitoB. [lepecbuika u nyoaukaius (ainoB 1aHHbIX B IHTEpHETE
B ToM uncie camocTosiTeIbHAA padoTa 00yJarOIUXCcs 5
CIIC
Pa3nen 4. O0ecnieyenne 3amuThl HHPOPMAIMHM B KOMIIBIOTEPHOMH CHCTeMe 10
Tema 4.1. 3amura Conep:xaHue 10
uH(opmanymu npu pabore ¢ | Mcrmonp30BaHWEe INTaTHBIX CPEACTB  3aIMTHl HH(GOPMAIMKH B TPUKIAIHBIX ) IIK 4.1 -1IK 4.4

O(l)I/ICHBIMI/I MMPWIOKCHUAMU

nporpammax. ObecreueHrne 6€30MacCHOCTH B IPHIIOKEHUSIX




B ToM 4mciie mpakTHYeCKUX M 1a00PATOPHBIX 3aHATHI

Hactpoiika mapoyibHO#M 3alIMTHI HA OTKPBITHE U 3alKCh (haiiia

Hactpoiika 3a1uThl JOKYMEHTA € IOMOILUBIO IIPAB A0CTYyNa

3amuTa HHQOPMAIMK B MPHIIOKESHUIX

B ToM uncie camocTosiTeIbHASA padoTa 00yUaOUIUXCs
Metop! 3anMTHl HHGOPMAIUH B TPIIIOKESHHUSIX

N[NNI

IIpomexyTounas arrecrauus mo M/IK.04.01 auddepeHINPOBAHHBIN 3a4eT

Y4eOHas mpakTHUKA

Buawbl pador

[Topxmouenue nepudepruitHBIX YCTPOUCTB K pa3beMaM CUCTEMHOTO OJIO0Ka.
HacTtpoiika 1 moAroToBKa K paboTre NpuHTEepa, CKaHepa.

Cosznanue cxem, Tabauil u hopmyi B mporpamme Microsoft Word.

Cosznanue OykiieToB B mporpamme Microsoft Publisher.

Benenue pacueToB 1 moctpoeHue quarpamm B mporpamme Microsoft Excel.
Coznanne Tabmut, Gpopm, 3aIIpocoB U 0TYETOB B iporpamme Microsoft Access.
Coznanne npe3eHTanuy B mporpamme PowerPoint.

O6pabotka rpadudecknx o0bekToB B Corel u PhotoShop.

Hacrpoiika n0kanbHON BEIUMCIUTEIBHON CETH.

[Nouck nadopmanyu B cetn MHTEpHET.

O6paboTka rpaduieckoii nHGopmanuu

Co31anue KOMIUIEKCHOTO JOKYMEHTA C UCIIOJIb30BaHUEM WH(POPMAILIUU PA3IMYHBIX TUTIOB

156

IpousBoacTBeHHAsI MPAKTHKA

Buasbl padort

[MoxnroroBka 000OpyOBaHUS KOMITBIOTEPHON CUCTEMBI K padOTe, MPOU3BOAUTH HMHCTAJUIALIUIO, HACTPOHKY M 00CTy)KHBaHUE
MPOrpaMMHOI0 00ecTieUeHusl.

CO3}:[aHI/Ie " yIpaBJICHUC TCKCTOBBIMU JOKYMCHTAMHU, TaGHI/IHaMI/I, MMPE3CHTAIUAMHA U COJACPKAHUEM 633 JaHHBbIX, pa60Ta B
rpaM4ecKux peaakTopax.

Hcnonp3oBaHKe pecypcoB JOKAIBHBIX BRIYUCIHTEIBHBIX ceTel u HTepHeTa.

Obecneuenne 3amnTHl HHYOPMALIUU B KOMIIBIOTEPHOM CHCTEME.

84

HPOM(?Jf('yIﬂOUHa}l ammecmauun

12

Bcero

354
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3. YCJIOBUS PEAJIN3AIINU ITPO®ECCUOHAJIBLHOTO
MOYJIA

3.1. MaTepuaJIbHO-TEXHHYECKOE o0ecrneuyeHne

Kabuner «ungopmayuonnvix mexunonocuily (HAUMEHOBAHUS KAOUHemos8 u3 yKazanuvlx 6 n. 3.1.1.
OIIOII-11), ocuamienuslii(e) B cooTBeTcTBHH ¢ npriioxenuem 3 OITOIT-IT.

MacTepckast ¥ 30HbI TI0 BHJIaM pa0OThI «BeO-IU3aiH U Pa3padOTKa» (Hepeuucisiomcs yepes 3anamyro
HaumMeHo8aHusi macmepckux u3 ykazauuvix 6 n. 3.1.2 OIIOII-I1, neobxodumvix 01 peanuzayuu mMooyis),
ocHalieHHasi(bIe) B COOTBETCTBUU ¢ mpuiioxkenuemM 3 OITOII-IL

3.2. YueOHO-MeTOAHYECKOE O0ecreueHne

3.2.1. OcHOBHBIE TeYaTHbIE U/WJIH 3JIEKTPOHHbIE U31aHUS

Paspabomuuku paboueii npoepammul 8vlouparom He meHee 00HO20 U30aHUs U3z npugedennoz2o ¢ I1OI-11
nepeuHs nevamubvlx u/unu 21eKmpoHHLIX 00pPa308amMenbHbIX U30AHUU OJis UCNOb306AHUS 8 00PA3068AMENbHOM
npoyecce.

3.2.2. JIoTIOTHATENIbHBIC HCTOYHUKH:

1. Kucener C.B. Omneparop DBM: yue0. mocoOue miisg CTyA. YUpexKACHHUN cpen. mpod.
obpazoBanus /. — 7-e u3z., ucnp. — M.: U3narenbckuit ieHTp «Akagemus», 2014.

2. Konbkos, K. A. YcrpoiictBo u pynkimonuposanne OC Windows. Ilpaktukym k Kypey
Onepanuonusie cuctemsl. /YueoHoe nocooue // K.A. KonskoB. M.: bunom, Jlaboparopust 3HaHui
WuTynr, 2013.

3. Crpymm H.B. Onepatop OBM. Ilpaktuueckue paboTsl: yuebd. mocodue i Had. mpog.
obpazoBanus / — 6-¢ u3f., crep. — M.: U3parenbckuit ieHTp «Akagemusi», 2013.
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4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUAA

IMPO®ECCHUOHAJIBHOI'O MOAYJIAA

Kpurtepumn oueHkn pe3yjbTara

(I)OpMI)I KOHTPOJA U METOAbI

Koa IIK, OK (moxka3aTejiu 0CBOEHHOCTH
N OIlEeHKH
KOMIIeTeHI[U)
[IK 4.1. Ocy1iecTBasTH JemoHCTpHUpOBaTh YMEHUS 1 TECTHPOBAHHUE,

MOATOTOBKY 000PY/IOBAaHHS
KOMITBIOTEPHOW CUCTEMBI K
pabote, MPON3BOIUTD
MHCTAJUSLHIO, HACTPOHKY U
00CTy’)KHBaHUE MTPOTPAMMHOTO
obecrniedeHus

[IPAKTUYECKNE HABbIKH B
MOJIrOTOBKE 000PYAOBaHHUS
KOMIIBIOTEPHOM CUCTEMBI K
paboTte, MPOU3BOANTH
WHCTAJUISILUIO, HACTPOUKY U
00CITy>KUBaHHE IPOIPAMMHOTO
obecriedeHust

IIK 4.2 Co3naBath u
YIIPaBISATh HA TIEPCOHATEHOM
KOMITBIOTEPE TEKCTOBBIMHU
JIOKYMEHTaMH, TaOJIUIaMH,
MMpE3CHTAllUsAMU U
coJiepkaHueM 0a3 JaHHBIX,
paboTtaTh B rpaduecKuX
peaakTopax

[IposiBnenue ymenus u
MIPAKTUYECKOrO OIbITa B
paboTe ¢ TEKCTOBBIMHU
JOKYMEHTaMH, Ta0JIUIaMU 1
MPE3CHTAIUSAMH, a TAKIKE
0a3aMu 1aHHBIX

I1K 4.3 Ucnonb3oBaTh
peCypChI JIOKaIbHBIX
BBIYKCIIUTENbHBIX CETEH,
pecypchbl TEXHOJIOTUM 1
cepsucos lHTepHeTa

YMeHue nosib30BaThCs
pecypcaMH JIOKaIbHbIX
BBIYMCIIUTEIBHBIX CETEM,
OCYILECTBIISTh IIOUCK, aHAJIU3 U
WHTEpIpETANI0 HHPOPMALIUH

[1K 4.4 ObecneunBaTh
MPUMEHEHUE CPEJCTB 3aIIUThI
nHpOpPMAaLINH B
KOMITBIOTEPHOI CHCTEME

[IpumeneHne cpeacTB 3alUTHI
nHPOPMALIMHN B KOMITBIOTEPHON
cucTeMe

9K3aMeH KBATU(UKAITIOHHBIMN,
9KCHEepPTHOE HaOJrOIeHNE
BBITIOJTHEHUS 1a00paTOPHBIX padoT,
SKCHEepPTHOE HaOJr0IeHNE
BBITIOJTHCHHS MTPAKTHYECKUX padoT,
OIICHKA PEIICHHUS CUTYAIlHOHHBIX
3amad,

OIIEHKA IPOIIecca U Pe3yIbTaTOB
BEITIOJTHEHHS BUIOB paboT Ha
MPaKTHKE
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Hpuniaoxenne 1.5
K OIIOII-II o cnenuanbHOCTH
10.02.05 Ob6ecrnieuenue nHGOPMAITMOHHON 0€30IMACHOCTH AaBTOMATU3UPOBAHHBIX CHCTEM

Pabouast nporpaMmma npogecCHOHAIBLHOI0 MOAYJISA

«IIM.05 KOMIIVIEKCHAS CUCTEMA 3AIIUTBI UTHOOPMAILIMU OB BEKTA
NHOOPMATUSALIUN

2024 r
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1. OBIIASI XAPAKTEPUCTUKA PABOYEN ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIAA
« IIM.0S KOMIIVIEKCHAS CUCTEMA 3AIUTBI THOOPMALIMU OBBEKTA
NHOOPMATU3ALIUN»

1.1.
NPOrpaMMmblI

Ieap n MmecTo NpoecCHOHAIBLHOT0 MOYJISI B CTPYKTYpe 00pa3oBaTeIbHOM

Henp momynsa: obecrieueHHME KOMIUIEKCHOM CHCTEMBbI 3alIMThl HMH(pOpMaluu 0O0beKTa
uH(pOpMaTU3aLIUY.

[IpodeccuonanpHblii MOAYJIh BKIIOUEH B BaPUATUBHYIO YacTh MPOPECCHOHANBHOIO IUKIIA
obOpasoBarenbHOl TporpamMmbl 1o crneruanbHocTH 10.02.05 OGecneuenune wuHGOPMAITMOHHOM

0e301acHOCTH ABTOMATU3WPOBAHHBIX CUCTCM.

1.2. [InanupyemMsble pe3yJbTaThbl 0CBOCHHS NMPO(eCCHOHAIBLHOI0 MOLYJIsI

PesynbpTarel ocBoeHUs MPO(PECCHOHATBHOTO MOJIYJIE COOTHOCSTCS C IUIAHUPYEMBIMU

pe3yibTaTaMu o0pa30BaTeNbHON  IPOrpaMMBbl,

OCBOCHU

KoMMeTeHIHH BoimyckHuKa (1. 4.3 OITOII-IT).
B pesysbrare ocBoeHUs MPOdEeCCHOHATBHOTO MOTYJIsSE O0YYarOIIUNACS TOJKEH:

npeacCTaBJICHHBIMU B

Koa OK, YMmerb 3HaTL Buagerb HaBbIKAMHU
K
OK.09 — TIOHMMaTb OOLIM — IpaBUiIa IOCTPOCHUS MPOCTHIX U -
CMBICIT YETKO CJIOXHBIX TPEJIOKEHUH Ha
TIPOU3HECEHHBIX IpoQeCcCHOHANBHBIE TEMbI
BBICKA3bIBAaHUH Ha — OCHOBHBIE
N3BECTHBIC TEMBI 00IeyOTpEOUTENBHBIE TJIATOJIBI
(mpoeccronansHBIC 1 (OerTOBast M IpodeccuoHaTbEHAS
OBITOBBIE), TOHUMATh JIEKCHKA)
TEKCTHI Ha Oa30BbIE —  JIEKCUYECKUIl MUHUMYM,
podeCcCHOHANBHBIE TEMBI OTHOCSIIIIMICS K OTIMCAHUIO
— y4acTBOBaTh B JUAJOrax | HPEIMETOB, CPEJICTB U MPOLIECCOB
Ha 3HaKOMBIE 00IIue U npodeccuoHaNbHO AeSTeTbHOCTH
podecCHOHANBHBIE TEMBI —  0COOEHHOCTH MPOM3HOILIECHUS
— CTPOMTH NPOCTHIE — TIpaBWJIa YTEHUS TEKCTOB
BBICKA3bIBaHHS O ce0e U 0 IpodeCCHOHANBEHON HANPaBICHHOCTH
CBOCH PO eCcCHOHATBHOM
JEATeIbHOCTH
— KpaTKo 0OOCHOBBIBATH U
O0OBSCHSITH CBOH JAEHCTBUS
(Tekymue ¥ IIaHupyeMbIe)
— THCaTh NPOCThIC
CBSsI3HBIE COOOIIEHHUS Ha
3HAKOMBIE HIIH
HHTEPECYIOIINe
podecCHOHANBHBIE TEMbI
MK 5.1. —  YHIpaBIATb 3aIUTOH — HaIpaBJICHUS JIESATEIEHOCTH 110 — BHEIPSATH NPOTPaMMEI U
nH}opmanum Ha 00bEeKTax OpTaHM3aIMOHHON 3aluTe METO/IMKH 3aIIUTHl Ha
nHdopmaruzanuu nHdopmMannu 00BbeKTax
— TIPOBOJMTH ayJUT — TpeOoBaHMs 110 00ECTIEUEHHIO — YYacTBOBaTh B OLICHKE
3aIIMIIEHHOCTH nH(pOpManMOHHOH 0€30MaCHOCTH Ha | KayecTBa 3alIUThl OOBEKTa
nHpopmanuy Ha 00bEKTE 00BEKTaxX KPUTUUECKOMN
nH(pOPMATH3ANH HHHOPMAMOHHONW HHPPACTPYKTYPHI
— BHEIPATH (KHNN), B OTHOLIIEHUH KOTOPHIX
OpraHHU3aIOHHBIE MEPHI I0 | OTCYTCTBYET HEOOXOIUMOCTh

MaTpuLe
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3amuTe HHGOpMAaLK Ha
00bekTe nHPOpPMaTH3AIH

MMPUCBOCHUA UM KaTeFOpI/Iﬁ
3HAaYMMOCTH, B IMPOLECCEC UX
OKCIUTyaTaluuu

IIK 5.2. — BECTH yYeT, 00paboTKy, | — JOKYyMEHTBHI, ONpe/eISIoIIne — TOTOBUTH
XpaHeHue, rnepeaayy, peryJupoBaHUe OTHOLICHHH B OpraHHM3alliOHHbIC
HCIIONIb30BaHKE PA3IMYHBIX | o0yiacTh oOecrieueHust 0e30IIacCHOCTH | TOKYMEHTEI,
HOCUTENER K11 periaaMeHTHpYoIHe paboTy
KOH(HUICHIIHATBHOMN — TpeboBaHUA IO OOECTICYCHHIO T10 3amuTe HH()OPMAITHH
nHpOpMAUH 6e30macHOCTH OOBEKTOB — BECTH y4eT paboT u
— paspabotka HHPOPMATH3AIINH, B TOM YHCIIC 00BEKTOB, IMOJICKAIINX
OpraHU3aIOHHO- 3HAYUMBIX OOBEKTOB KPUTHIECKON 3ammuTe
PpacIopsITUTENbHBIX nH(pOpManNOHHON HHPPACTPYKTYPHI
JOKYMEHTOB IO 3aIliTe — BHIBI HOCUTETIEH
nH}opmanum Ha 00bEKTax KOH(UAECHIIMAILHOI 0€3011aCHOCTH
3aIIUTHI nHdopmanuu

MK 5.3. — HaXOIWTh YSI3BUMOCTH — MOJIENIH yIpo3 U BHIOOp Mep — aHaJIU3MPOBATh
CUCTEMBI 3aIIUThI 3alIUTH 00BEKTOB 3aIIUTHI B TOM YSI3BUMOCTH CHCTEMBI 3aIIUThHI
nHpopmanuu yucie oovexToB KU uH(bopMaLUH

— pa3pabaThIBaTh MOJACIH
yIpo3 MOJIEIH YIPo3

— TpeOoBaHUS K CO3IaHUIO CUCTEM
0e30macHOCTH 0OBEKTOB

— oMpenensaTh IPUYUHbI
BO3HUKHOBEHHUS YIPO3

00beKkTa HHPOPMATH3AINN HHGOPMATH3AIHH 0€30MMacHOCTH
1.3. Ob6ocHoBanue yacoB BapuatuBHoii yactu OIIOII-IT
NeNe JlonoHUTENbHBIE JlomotHUTEIbHbIE 3HAHWUS, YMEHMSI, No, O6bem Oo6ocHoBaHue
n/n npodeccHOHAILHBIE HaBBIKH HAaHMeEHO- 4acoB BKJIIOYEHHUS] B
KOMIIeTEeHHH BaHHe TeMbl padouyio
nporpamMmmy
VYuacTBOBaTh B Haspbikn:
TK 5.1 paspaboTke U — BHeznpsTh nporpaMMbl 1 METOANKH

BHEJIPCHUH 3aIIMTHI HA 00BEKTaxX

IIporpaMM U — Y4acTBOBAaThH B OIICHKE KauecTBa

METO/IUK 3alIUTHl 00bEKTa

OpraHu3au Ymenus:

3alUTHI —  YnparnaTs 3anmroi nHGopManuu Ha

“HpOPMAINH Ha 00BbeKTaX HHPOPMATH3ALUI

o0BeKTe — TIpoBOAMTH ayauT 3alMIIEHHOCTH
nHdopmaimy Ha 00beKTe
nHbopMaTH3aIMU
— BHeznpsTh opraHu3anoOHHbIE MEPBI
IO 3aIIUTe HHPOPMAIIUU Ha 00BEKTE
HHpOpPMaTH3aIUN
3HaHus:
— HampapieHus 1esTelbHOCTH MO
OpraHU3alMOHHOI 3amuTe HHHOPMAIMI
— TpeGoBanus no oOeCreYCHHUIO
MH(POPMAIMOHHO 0€30MacHOCTH Ha
00BEKTaX KPUTHUECKOH
MHGOPMAIMOHHOH HHPPACTPYKTYPBI, B
OTHOIICHUH KOTOPBIX OTCYTCTBYET
HEO0OXO0IMMOCTh PHCBOCHHS UM
KaTeropuii 3HaYMMOCTH, B TIPOLIECCE HX
IKCIUTyaTaIlMU

OcyuiecTBIsATh HaBbIku:

MK 5.2 IIJIAHUPOBAHUE U — T'oTOBUTBH OpraHu3alMOHHbIE
OPTraHHU3aIUI0 JIOKYMEHTBI, perilaMeHTHpyIolLe paboTy

BBITIOJTHEHHS
MEpPOTIPUSITUI TIO
3aIuTe
nadopmarmn

10 3amuTe HHPOPMALUH

— Bectn yuer paboT 1 00bEKTOB,
HOJUTSIKAIINX 3aIHTE

YMmenusn:

— Becru yuer, 00paboTKy, XpaHeHHe,
nepezady, UCI0JIb30BaHUE PA3IMYHbBIX
HocHTeNnel KoH(UAeHINaTbHON
nHpOpMAIHU
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— Pa3paboTka opraHu3alHOHHO-
pacHopsANTENbHBIX JOKYMEHTOB I10
3amuTe HHGOPMaIK Ha 00bEKTax
3aIUTHI

3HaHusn:

—  JIOKyMEHTBHI, OTIPEEISIONINE
pETyIMpOBaHIEe OTHOIICHHIA B 00JIaCTH
obecnieuenus 6e3onacHocTr KM

— TpeboBanus no obecre4eHUI0
0€30I1aCHOCTH 00BEKTOB
uH(pOpMaTH3aIKMK, B TOM YHCIIE
3HAYMMBIX OOBEKTOB KPUTHIECKO
nH(OPMAIIMOHHOHN HHPPACTPYKTYPHI
— Bwuasl HocuTenen
KOH(HICHIIATBHOW 6€30TIaCHOCTH

nHpopMaImu
BeraBiaTs u HaBpiku:

TK 5.3 AQHATM3UPOBATh —  AHaIM3HUpOBaTh ySI3BUMOCTU
BO3MOXKHBIC YTPO3bl | CHCTEMBI 3aIIUThI HHPOPMALIUH
WHPOPMAITHOHHON — Omnpexpenars IPHYUHB
0e301acHOCTH BO3HUKHOBEHHS YTPO3 O€30I1aCHOCTH
00BEKTOB Ymenns:

— Haxomuts ysI3BEMOCTH CHCTEMEI
3amuThl HHGOpMaIu

— PazpabarbiBaTe Mogenu yrpo3
MOJIENTH YTPO3 00bEKTa HHPOPMATH3ALUH
3Hanus:

— Mopenu yrpo3 1 BbIOOp Mep 3alUTEI
00BEKTOB 3aIIUTHI B TOM YHCIIEe 00BEKTOB
K"

— TpeboBaHus K CO3IaHUIO CHCTEM
6€301acHOCTH 00BEKTOB
nHGOpMaTH3ALMH

2. CTPYKTYPA U COAEP KAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA

2.1. TpynoeMKoCTh OCBOEHUSI MOAYJIAA

B 1.4. B popme

HanMeHnoBaHMe COCTABHBIX YaCTEH MOXYJIA O0bem B yacax NPaKTHYeCKOM
NOArOTOBKH

Y4eOHble 3aHATHS 152 112
Kypcogas pabota (poekT) - -
CamocrositenpHas paboTta 22

[TpakTHka, B T.4.: 96 96
yaeOHas 12 12
IIPOU3BOJICTBEHHAS 84 84
[TpomexyTouHas arTecTanus, B TOM YHCIIE:
MJIK 05.01 6 ¢popme ougpzauema
MJIK 05.02. 6 ¢hopme oughzauema
MJIK 05.03 6 ¢hopme oughzauema 1
IIM 05

Bcero 282 208

2.2. CTpykTypa npo(ecCHOHAIBLHOT0 MOXYJISI
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1 2 3 4 5 6 7 8 9 | 10
OK 05; TIK 5.1. Pa3pea 1 O6ecneyenue
TIK 5.2. TIK 5.3. 0e30macHocC UT-
HacHoeTH 66 | 40 |66 | 60 | - | 6
HHPPACTPYKTYpPBI 00BbEKTA
3aIIUTHI
OK 05; TIK 5.1. Pasnen 2 Opranuzanus u
HK 5.2, TIK' 5.3. TEXHOJIOTHS pa6OTbi c 5 - s | a1 | .| g
KOH(UICHINATHHON
nH(popMarueit
OK 05; TIK 5.1. Paszaen 3 Kommiekcuas
56 40 56 48 - 8
1K' 5.2. 1IK' 5.3. CHCTEMBI 3aIUThl 00bEKTa
YyeOHas mpakTHKa 12 12 12
IIpousBoacTBeHHas 84 84 84
MPaKTHKA
[IpomexxyTounas 1 17
aTTecTanus
Bcezo: 282 | 208 | 174 | 152 | - | 22 [12]12] 84




2.3. Conep:xanue npodeccuoHAILHOT0 MOIYJIsA

Koanl
O0bem, ak. 4. / .
KOMIIeTeHI U,
B TOM 4HCJIe
¢dopmupoBanuio
HaumenoBaHue pa3jie/ion Coaep:xaHue y4eOHOr0 MaTepHaJia, MPAKTHYECKUX U J1a00PATOPHBIX 3aHATHS, B (hopme KOTOPBIX
H TeM KYypcoBasi padoTa (IpoeKT) NMPaKTHYeCKOH
crnoco0cTByeT
MOArOTOBKH,
3J1eMeHT
aK. 4
NMpPOrpamMMsbI
1 2 3 4
Paznen 1. O6ecnieuenue 6e3onacHoctu UT- undppacTpykTypsl 00beKTa 3aIUTHI 66/40
MJIK.05.01 O6ecnieuenue 6e3onacuoctu UT- nndpacTpykTypsl 00b€KTA 32U THI 66/40
Tema 1.1. Copnep:xaHue 14 OK 05, IIK 5.1,
LenTpanu3oBanHOE [TprHIUTIBEI TOCTPOCHNUS KOMITIEKCHBIX CHCTEM 3aIUTHI HH()OPMAITUN 2 K 5.2, TIK 5.3
YHOpaBJICHUC CPEACTBAMU LleHTpanu30BaHHOE YIPaBICHUE CPEACTBAMH 3aIIUTHI HH(pOpMaLUK OT P
3alUTHl HHPOPMALUHU OT HECAHKIIMOHUPOBAHHOTO J0CTYIIA B JIOKAJIBHOM CETH
HECAaHKIIMOHUPOBAHHOTO OCHOBHBIE MEXAHU3MBI 3aIUTEI 2
AOCTYIIA B JIOKAJIbHOU CCTH | B mom uucie npaKmuyueckux u 1adopamopHuLx 3aHsmuil 8
00BEKTa Al THI N3ydeHre pyKOBOSIIMX U METOJANYECKUX JJOKYMEHTOB YIIOJTHOMOUYCHHBIX (heepaabHbIX 4
OpraHOB UCIIOJIHUTEIHHOM BIACTH 110 3a1uTe HHYOpMaIUU
N3yuenne nopsaaka I1esTeIbHOCTH IIEPCOHaa Mo HKCIUTyaTallly 3allUIeHHBIX )
ABTOMAaTH3MPOBAHHbBIX CHCTEM U CHCTEM 3aIlIUThI HH(pOpMaun
W3yueHne NpUHINIIOB HOCTPOEHHUS] KOMIUIEKCHBIX CHCTEM 3alIUThl HHPOPMALUH 2
Tema 1.2. OcHOBHBIE Conep:xaHue 14 OK 05, TIK 5.1,
MEXaHU3MBbI 3aIUTHI. MOHUTOPUHT U ONIEPATUBHOE YNPABJIEHUE; IIOJIHOMOYHOE YIIPABICHUE JOCTYIIOM ) K 5.2, TIK 5.3
MOHUTOPUHT U LlenTpanu3oBaHHas MHBEHTapU3aLHs PECYPCOB JIOKAJILHON CETH
OIIEPAaTUBHOE YIPaBJICHUE | Y ganeHHBIH KOHTPOJIb PA0OTOCIIOCOOHOCTH CPENICTB 3aLIUThl HHPOPMALUK Ha paboynx )
CTaHLUAIX
B ToM 4ncie npakTHYeCKUX M 1a00PATOPHBIX 3aHATHI 10
LenTpanu3oBaHHOE yIIpaBieHUE CPEACTBAMH 3aIIUTHI HHPOPMALIUH OT )
HECaHKLIIMOHUPOBAHHOTO JIOCTYIIA B JIOKAJILHON CETH
LenTpanu3oBanHasi HHBEHTApU3aLUsl PECYPCOB JOKAIBHON CETH 2
Pasrpannuenue nocryna K JaHHbIM. PasrpaHuueHue A0cTyna K yeTpoicTBam 2
Aynut coObITHI HHPOpMaOHHOH 6e3omacHoctu B KC3U 2
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3aMKHyTas nporpaMmHas cpesna. KoHTposs nenocTHocTH 2
Tema 1.3. Yipasnenue Coaepxanue 19 OK 05, IIK 5.1,
crcTeMoi 0e30MmacHOCTH YipasneHue cepBepaMy aJMUHUCTPUPOBAHUS, YIIPABICHUE TPYIIIAMU ) K 5.2, TIK 5.3
UT- uadpactpykTypsl aIMUHHUCTPUPOBAHUS
OOBEKTA 3aIHUTHI YnpasneHue KIMEHTCKUMHA KOMITBIOTEpaMH, paboTa ¢ 0TYETaMH, CTATUCTHKOH.

IlenTpanu30BaHHBIN yUET U yIpaBIeHHE IPOrpaMMHO-aNIapaTHBIMU CPEACTBAMH 3aAIIHUTHI 2

nHDOpMaIuu

B ToM uncie npakTHYECKUX U J1a00PATOPHBIX 3aHATHH 12

[TpoBeneHre MHCIICKIINIA U Y4ET U3MEHEHHI KOH(DUTYpAIMH 3alIUIIAeMBIX PA00YHX )

CTaHIUH

PaboTa co cBeneHUsIMU B KypHaJe perucTpaui coObITHid. TeHeBoe KONMupoBaHue 2

AJMUHUCTPUPOBaHNE CUCTEMBI aHTHBHUPYCHOM 3aLTUTHI B JIOKAIBHOM CeTH 2

VYnpasieHue )KU3HEHHBIM IIUKIIOM CPEJICTB ayTeHTH(QUKAIH 2

AHanm3 I0CTYMHBIX HH)OPMAIIMOHHBIX HCTOYHUKOB C IIETIHIO BBISIBICHUS H3BECTHBIX

YSI3BUMOCTEH, HCIIOIb3YEMBIX B CUCTEME 3aIlUThI HH(OpMAIMK IPOTrPaMMHBIX U 4

IPOrPaMMHO-aNINAPaTHBIX CPEACTB

B Tom uncie camocTosiTeNIbHAS Pa00oTa 00y4aK0IINXCH 3

YnpasieHue KU3HEHHBIM IIMKIJIOM M ayUT CPEACTB ayTeHTU(DHUKALNN
Tema 1.4. HopmaTusHbIE Coaepxanue 17 OK 05, IIK 5.1,
TpeOoBaHUs Hopmarusnsie TpeboBanus @CTIK npu obecnieuernn Mep 0€30MacHOCTH HEPCOHATTBHBIX ) K 5.2, TIK 5.3
10 YIPaBIECHUIO JAHHBIX, B TOCYJapCTBEHHBIX HHPOPMAIIOHHBIX CHCTEMAX
CpeacTBamMu TpeboBanus 6€30NMaCHOCTH K aBTOMATH3UPOBAHHBIM CUCTEMaM YIPaBJICHHS )
3alUTHl HHPOPMALK TEXHOJIOTHYECKMMHU IpolLeccCaMu

B ToM umcie MpakTHYeCKUX U J1a00pPATOPHBIX 3aHATHH 10

Pa3paboTka monutHku 6e30nacHOCTH HHHOPMAIIUK aBTOMAaTH3NPOBAHHBIX CUCTEM 4

Pa3paboTka opraHu3allMOHHBIX MEPOTIPHUSITHH 10 00eCTIeYeHNI0 6E30ITaCHOCTH 4

MH(QOPMaIK B aBTOMATU3UPOBAHHBIX CUCTEMaX

OrneHka 3alMIIeHHOCTH aBTOMATU3HPOBAHHBIX CUCTEM C IIOMOIIBIO THITOBBIX )

MIPOrpaMMHBIX CPENICTB

B ToM 4ncie camocTosAiTeIbHAA padoTa 00yyaromuxcs 3

KonTtpois paboTocnocoOHOCTH CPpeACTB 3aIIUThl HHGOPMALUU Ha pabounX CTaHIUIX
IIpomexyrounas arrecranust mo MJK.05.01 auddepeHIMPOBAHHDBIN 3a4eT 2
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Pa3znen 2. Opranu3anmsi 1 TEXHOJIOTHsI Pa0oThl ¢ KOHPHASHIIHAILHOI HHpOpMaIuei 52/32
MJ/IK.05.02 Opranu3amnusi 1 TeXHOJIOTHs padoThl ¢ KOHPUAEHINAIbLHOI HHpopMaHeii 52/32
Tema 2.1. Conep:xanue 17 OK 05, TIK 5.1,
Opranu3allOHHEIE MEPBI [ X anaxtepHCTHKH OTEHIMATLHO ONACHBIX 00BEKTOB. [IOHATHE KPUTHYECKOT 1K 5.2, TIK'5.3
GesonacnocTu 06beKTOB MH(OPMALIMOHHON HHPPACTPYKTYPHI. JIOKYMEHTBI, ONIPEIENSIOIIHE PETYIMPOBAHNE 2
SallUTEL B TOM HHCIC OTHOIIEHHI B 06acTn obecnieuenus Ge3onacaoctn KU
obbexros K Kateropuposanue 06bexToB nHpopMaTuzanuu. Kpurepun 3Haunmoctd 06bextoB KU PO )

U MX 3HAYCHHUS

B ToM ymcie IpakTHYeCKUX U J1a00PaTOPHBIX 3aHATHI 10

AHanu3 J10KyMEHTOB, ONPEICISIOINX PEryIUpOBaHNE OTHOILCHUH B 00J1aCTH 00eceueHHs )

6e3onacnoctu KU

OreHka 06e30macHOCTH 00beKTa HHPOPMATU3ALIUN 2

Amnanu3 [ocranosnenus ot 8 gpepast 2018 romga Nel27. O nopsiike KaTeroprupOBaHHsI )

00BEKTOB KPUTHUYECKOH HH(POPMAMOHHOW HHDPACTPYKTYPHI

Amnanmuz ®enepansHoro 3akoHa oT 26.07.2017 Ne 187-03 «O 6e30nmacHOCTH KPUTUYECKOH )

MHPOpMaMOHHON HHPpacTpyKTypbl Poccuiickoit Dexepannn»

Knaccudpukanms ACYTII mo chepe GyHKIHOHUPOBAHUS, IO BUAY CUCTEMBI, 110 [IprKa3zy )

OCTIK Poccum Ne31

B Tom uncie camocTosiTeqIbHASA Pa00oTa 00y4al0INXCH 3

Byl 3710yMBIIIICHHUKOB U MX BO3MOKHOCTEH
Tema 2.2. Monenu yrpo3 u | Cogepxxanue 18 OK 05, IIK 5.1,
BEIOOP Mep 3aIUThI Knaccuduxkarnms ys3BuMocteld ”HGOPMAIIMOHHONW CUCTEMBI, TPHYUHBI BOSHUKHOBEHUS ) K 5.2, TIK 5.3
00BEKTOB 3aLUTHI B TOM yrpo3 6e3onacHoctu. Hapymmurenu b o6wextoB KU
gncine 06bexroB KUU TpeboBanus o odecreueHnI0 6e30MaCHOCTH 3HAYUMBIX 00bEKTOB KPUTHIECKOH )

WHQOPMAIMOHHON HHPPACTPYKTYPHL. AHAIHM3 YyTPo3 U pa3zpadoTKa MOJIENN YIpo3

B Tom unciie npakTHYeCKUX M J1a00PATOPHBIX 3aHATHH 12

Knaccugpukanus ACYTII no cdhepe pyHkunonnpoBanus, no Bugy cuctemsl, o [lpukazy )

OCTIK Poccun Ne3 1

Omnpenenenue TpeOOBaHUI 10 00ECTIEYCHUIO OE30ITACHOCTH 3HAYMMBIX 00BEKTOB )

KPUTHYECKON HHPOPMAITHOHHON HHPPACTPYKTYPHI
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Anamms nmpukasa Ne 235 ot 21.12.2017 1. «O0 ytBepxaeHnn TpedoBaHuil K CO3IaHUIO

crcTeM 0e30MacHOCTH 3HAYNMBIX 00bEKTOB KPUTHYECKOH MHGOPMAITMOHHOM 2
nHppacTpykTypbl Poccuiickoit @enepannu u obecredeHnto nx (pyHKIIMOHUPOBAHUSD)
Knaccudukanus ysa3BuMocTeit ”HPOPMAaTMOHHON CUCTEMBI, MOJIETIb YTPO3 2
IIpoexkTrpoBanne cucTeMBI Oe30MmacHOCTH 3HaYNMOro o0bexTa KN 4
B ToM 4ncne caMocTosAATeIbHASA padoTa 00yJaromuXcst )
CocTaB cucTeMbl 0€30MaCHOCTH 3HAYUMBIX 00BEKTOB
Tema 2.3 Coaepxanue 15 OK 05, IIK 5.1,
OpraHu3aoHHO- I'ocyaapcTBeHHBII KOHTPOJIB B 00J1aCTH 00ecrieueHus 0e30MaCHOCTH 3HAYUMBIX 00BEKTOB K 5.2, TIK 5.3
pacnopsAIUTEIbHBIE KWU. [IpaBuna BeIOOpa CpEeACTB 3alIUTH HHOOPMAILINH [T PeaTn3alliil OpraHu3allMOHHbBIX 2
JOKYMEHTHI 110 Y TEXHUYECKUX Mep
00€CIeYeHUIO B Tom unciie npakTHYecKUX M J1a00PATOPHBIX 3aHATHH 10
OesomnacHocTH AHanu3 opraHu3arMoOHHO-PACTIOPSIIUTENFHBIX TOKYMEHTOB 110 6€30MaCHOCTH 3HAYUMBIX >
00OBEKTOB B TOM YHCIIE 00LEKTOB
o6bexros KU dopMupoBaHNE TEXHHYECKOTO 3aJaHHsI Ha CO3/IaHUE MM MOAM(HUKAIINIO CHCTEMBI 3aIl[THI )
00BeKTa KPUTHIECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI
W3zyuenne nopsaka v npaBul GyHKLIHOHUPOBAHUS CUCTEMbI O€30IIaCHOCTH 3HAYMMBIX )
oowvexkToB KU
Amnanus npukaza OenepanbHON CIIyKObI IO TEXHUIECKOMY U IKCITOPTHOMY KOHTPOJITEO No
227 o1 06.12.2017 1. «O06 yrBepxkacHuu [lopsiika BeaeHUs peecTpa 3HAaUNMBIX 00BEKTOB 2
KPUTHYECKOW HHPOPMATMOHHOM HHppacTpyKTyphl Poccuiickoit Deneparimm»
PaspaboTka paboueil 1 SKCIUTyaTallMOHHOHN JIOKYMEHTAI[UH. 2
B Tom uncsie camocTosiTeqIbHAS Pa00Ta 00y4aKOIINXCSH 3
OmnpeneseHue MopsiAKa U npaBui odecrieyeHns: 6€30acHOCTH 00BEKTOB
IIpome:xxyTounas arrecranus mo MJIK.05.02 auddepeHUHPOBAHHBIN 3a4eT 2
Paznen 3. OGecnieyenne cucTeMbl 6€30MACHOCTH 00bEKTA 3aIUTHI 56/40
MIK.05.03 OGecnieuenne cucTeMbl 0€30M1aCHOCTH 00bEKTA 3aIUTHI 56/40
Tema 3.1. CtpykTypa Coaepxanue 16 OK 05, IIK 5.1,
KOMIIIEKCHOM CHUCTEMBI OCHOBHBIE TIOIXOBI U TPEOOBAHUS K OPraHU3AIMH KOMILIEKCHOW CUCTEMBI 3aIIUThI TIK 5.2, TIK 5.3

0€e30I1aCHOCTH

uHpopMaiuu. YrpapieHue 6e30macHocThio. OIeHKa YSI3BUMOCTEH CHCTEMbI O€30IIaCHOCTH.
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B ToMm uncie MpakTHYECKUX U J1aA00PATOPHBIX 3aHITHIH

CocTraBrieHne OpraHu3aIMOHHON CTPYKTYPBI OPTraHU3aliN M OIpeiesieHue ee chepbl
JIeSITeIbHOCTH

BrisiBnenne nHGOPMAIMOHHBIX AKTHBOB OPraHU3AIAN

BrLsiBiIeHNE CTPYKTYPHBIX €AMHULL, PA0OTAIONINX ¢ KOHPHUIECHINATEHON HH(OpMaLnei

Amnanus HH(l)OpMaHI/IOHHOfI CHCTEMBI 00BEKTA 3allUThI

B ToM uncie camocTosTeIbHASA padoTa 00yYaOUIUXCs
[IpoBenenue ayuTa HHGOPMAIIMOHHON O€30MaCHOCTH BUPTYaIbHOTO MPEATPHATHS

Tema 3.2. CocTaB 1
CTPYKTypa CHCTEMBI
0€e30I1acHOCTH

Copnep:xaHue

=2 % I SN I SN I S T I (S T B NS

CoctaB 1 cTpyKTypa cucTeMbl Oe3onacHocTy. HanpaBnenust 3amutel 00beKTa
nHpopMaTu3anuu. CpencTsa U crmocoOs! 3amuThl. OpraHu3anu paboTsl B Upe3BbYaiiHON
cutyanuu. CocTaB Ciry>KObI 0€30MaCHOCTH.

B Tom uncie npakTHYecKUX M J1a00PATOPHBIX 3aHATHH

PazpaboTka CTpyKTypBI CHCTEMBI 0€30ITACHOCTH OpTaHU3aIHN

Tema 3.3 [locTpoenue
CHCTEMBbI 3aIUThHI
nH(pOpMaITUU

Conep:xaHue

32

OK 09; IIK 3.1.
TIK 3.2
IIK 3.3.

K 3.4.1IK 3.5

[TnannpoBanue MEPONPUATHH 10 3aIUTe KOHQUACHINATHHON HHPOPMAITUH.
dopmupoBaHHE TOIUTHKH HHPOPMALMOHHOHN Oe30macHoCTH Ha npeanpustuu. [locrpoenne
CHCTEMBI 3aIIUTHl HHOpMALUU 00BEKTa HHPOPMATH3aLKU. AHAIN3 PUCKOB CUCTEMBI
Oe3omacHOCTH

B Tom unciie npakTHYeCKUX U J1a00PATOPHBIX 3aHATHH

[N
=)

XapakTeprucTHKa HHPOPMALIMH OTPAaHMYEHHOTO JOCTYIA, HUPKYJIUPYIOLIeH Ha 00BbeKTe
3aIUTHI

XapaKTepHUCTHKa OPTaHU3AIMOHHOTO o0ecTiedeHns1 HHPOPMAIMOHHOW 0€30ITaCHOCTH

XapaKTepI/ICTI/IKa CHUCTCMbI KOHTPOJIA YIIPAaBJIICHUA JOCTYIIOM 00BEKTa 3alIUThI

XapaKTepI/ICTI/IKa HHXCHCPHO-TCXHUYCCKOI'O o0ecreYeHUs CHCTEMBI 3alllUThI I/IH(l)OpMaLII/II/I

XapaKTepI/ICTI/IKa IMporpaMMHO-aIIapaTHoro 00ecreYeHUs CUCTEMBI 3alIuThI I/IH(i)OpMa]_II/II/I

Onpefenenye yrpo3 HHPOpMaIMOHHON 0€3011acCHOCTH

Brigenenue Henocratku cymectBytomeid KC3U. Ananus puckos KC3MU.

YcoBepiieHcTBOBaHHE OpraHu3annoHHoro odoecrneuenns 1 CKY [l o0bekTa 3aniutht

Y CoBepLICHCTBOBAaHHE HHKEHEPHO-TEXHUYECKOT0 00eCTIedeHNE KOMIUIEKCHON CUCTEMBI
3alUThl UHPOPMALTUH

[NCT I NS NG [ U I O T I \O 8 i (O 2 (O I I N

OK 09; IIK 3.1.
IIK 3.2.
IIK 3.3.

I[IK 3.4.TIK 3.5
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Y coBepIeHCTBOBaHUE MTPOTPAMMHO-AIIAPATHOTO 00eCIIeUeHNs KOMITICKCHOW CUCTEMBI
3aIUTH HH)OPMAITHH

Amnanmu3z puckoB paszpaborannoit KC3U

B ToM uncie camocTosTeIbHASA padoTa 00yYaOUIUXCs
[Monutnka nHGOPMAIIMOHHOI OE30MaCHOCTH B OTEYECTBEHHBIX CTAHAAPTAX

IMpome:xxyTounas arrecranus no MJIK.05.03 audp¢epeHuMPOBAHHBIN 3a4eT

N RN N

Y4eOHast NpaKTHKA
Bunsi padot:

— Paspabotka mep obecrnieueHuss HHOOPMAIMOHHOHN 0€30MaCHOCTI

— Pa3zpaboTka OCHOBHBIX MIPUHIIMIIOB MTOCTPOCHHUSI CHCTEMBI HH(POPMALIMOHHON 0€30IMacHOCTH
— BrisBnenue TpeboBaHUil K anmapaTHBIM M TPOTPAMMHBIM CPEJICTBAM

— Tlonbop aHTUBHPYCHOTO CPENICTBA Il KOHKPETHOTO 00bEKTa

— TloaroroBka nokymenta [lonmutrku HHPOPMAOHHOM G€30MAaCHOCTH

12

IIpousBoacTBEeHHAN MPAKTHKA
Bunsbi padot:
= AHanm3 CTPYKTYpBI OpraHU3alUH U HHPOPMAIMOHHBIX ITPOIIECCOB
— BrisBieHne onacHocTel U yrpo3 00bekTa HH(pOpMaTH3aIUN
— AHanmu3 CTPYKTYpHI ¥ THUIIOB 3alUIAeMO HHPOPMAIUH, TIO BUJIaM TAHHBI U CTETICHSIM KOH(PHUICHIINATEHOCTH

— Omnpenenenue kareropuu HHOOPMAITMOHHBIX PECYPCOB, TIOJIICIKAIINX 3aAIIUTE
— AHaju3 CyIIECTBYIOIICH CUCTEMBI 3allUThI 00bEKTa

— OleHKa CTENeHH 3alIUIIEHHOCTH 00bEKTa

— Pa3paboTka HOPMATHBHBIX TOKYMEHTOB HEOOXOIUMBIX JJIsl OPraHU3AIUK PAOOTHI C IEPCOHATIOM, HMEIOIIUM
JOCTYII K KOH(UIEHIIHATbHOW HHpOpMaIH

— Pa3pabotka nonutuku HHGOPMAIMOHHON 0E30MaCHOCTH

— Paspabotka Mojenu yrpo3 nHGOPMAIMOHHOMN 0€301aCHOCTH

84

IK3amen no npogheccuonanbHoOMy MOOyIo

12

Bcezo

378
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3. YCJIOBUSA PEAJIM3ALIUU TPO®ECCUOHAJIBHOI'O MOAYJIA
3.1. MaTepuajIbHO-TEXHHYECKOe 0o0ecreueHue

Mactepckas «Kubepbe3omacHoCTH», OcHalleHHasi(ble) B COOTBETCTBUH C MPUIIOKEHUEM 3
OIIOII-IT.

OcHamiennbie 0a3bl MPAKTHKK (MacTEpPCKHUE/30HBI MO BUJaM padoT), OocCHalleHHas(ble) B
cootBetcTBUU ¢ ipriioxkeHrem 3 OIIOII-I1. . ¢ m. 3.1.2. oOpa3oBaTenbHONM MPOTPAMMBI.

3.2. YuyeOHo-MeToan4YeCcKoe odecredyeHue

3.2.1. OcHoBHbIE eYaTHbIE H/HJIU IJIeKTPOHHbIE H3JaAHUSA

1. HoeukoB B.K. Opranu3aiimoHHoe # TpaBoBoe obecreyeHre WHHOPMAIMOHHON
6esomacHoctr: B 2-x wactsax. Yacte 2. OpraHusanmoHHoe oOecriedyeHne HH(POPMAITMOHHON
oe3omacHocTH: y4eb. mocodue. — M.: MUDT, 2018. — 172 c.

2. OpraHuM3allMOHHO-TIpaBOBOE obOecrieyeHue HMHPOPMAMOHHONW Oe30macHoCTH:  y4eO.
nocobue As CTyA. yupexaeHuii cpes. npod. oopazosanus/ E.b. benos, B.H. [Ipxeropiunckuii. —
M.: U3narenbckuid eHTp «AkageMusi», 2018 — 336¢.

3. @epepanbhbiii 3akoH oT 26.07.2017 Ne 187-®3 «O 06e30macHOCTH KpPUTHUYECKOU
uHpopMaLMOHHOM uH(ppacTpykTypsl Poccuiickoit denepaunn» [DnekTpoHHBIH pecype]: — Pexum
noctyna: https:/fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-bezopasnosti-kii/285-
zakony/1610-fed eralnyj-zakon-ot-26-iyulya-2017-g-n-187-1z.

4. Ilocranosnenue [IpaBurtenbctea PO Ne 162 ot 17.02.2018 r. «O0 yTBepxkaenuu IIpasun
OCYILECTBIICHHS TOCYIaPCTBEHHOIO KOHTPOJS B 00jacTu oOecriedeHrss 0€30MacCHOCTH 3HAYMMBIX
00BEKTOB  KpuTHyeckoil uHbopManmoHHol uHppacTpykTypsl Poccuiickoit ~ dDenepaunm»
[DneKTpOHHBIN pecypc]: — Pexum JOCTYyIIA:
http://www.consultant.ru/document/cons_doc LAW 291398 .

5. Ilpuka3 @enepanbHO Cay* Obl M0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpomo Ne 227 ot
06.12.2017 1. «O0 ytBepxkaeuun Ilopsinka BeleHUs peecTpa 3HAUUMBIX OOBEKTOB KPUTHYECKOMN
uH(popMalnoHHON nHppacTpykTypsl Poccuiickoit denepanum» [DnekTpoHHbIi pecype]: — Pexum
noctyma: https://rg.ru/2018/02/13/fstek-prikaz-227-site-dok.html .

6. JaBbimoBa, E. M. Opranuzanus 3amiuTbl OOBEKTOB KPUTHUECKOH HH(OPMALMOHHON
UHPPACTPYKTYphl: YdueOHO-MeToanueckoe nocodue [DnexktponHslil pecype] / E. M. [laBbifioBa, A.
I0. Sxumyk. — Tomck: TYCVYP, 2022. — 20 c. [OnextpoHHbIN pecype]: — Pexum gocrymna:
https://edu.tusur.ru/publications/10003.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa IIK, OK Kpurepum onenku
pesyabrara DopMBbI KOHTPOJISI U METO/BI
(Imoka3zaresii 0OCBOCHHOCTH OLICHKH
KOMIIeTeHIIUI)
[IK 5.1 YuacTtBOBatTh B VYyacTByeT B OlLleHKe KadyecTBa | TectupoBaHue,

pa3paboTKe ¥ BHEAPESHUH
MPOTpaMM U METOJHK
OpTaHu3aIuy 3aIlUThI
nHpOopMaIuy Ha 00BEKTE

3alTUTH 00BEKTa

YapaiseT 3amuTon
nH(DOpMAaITIN Ha 00BEKTaX
nH(pOpMaTH3aHH

IIpoBoaut aynur
3alIMIICHHOCTH HH(POPMALUH
Ha 00BeKTe HHPOPMATH3AUT
Brenpsier opranu3aluoHHbIE
MEepBHI 110 3alIuTe HHPOPMAIUN
Ha 00beKTe NH(POPMATHIAIIH

9K3aMeH KBaTU(PHUKAIMOHHBIH,
9KCIIEPTHOE HAOIIOACHUE
BBIMTOJIHEHHS JTA00PATOPHBIX
pabor,

JKCIIEpTHOE HAOIIOACHUE
BBIMOJIHEHHS IPAKTUYECKUX
pabor,

OIICHKA PEICHUS CUTYaIlnOHHBIX
3ajad,

OLIEHKA Mpolecca U Pe3yIbTaToB
BBIMOJIHEHHS BUIOB paboT Ha
MPAKTHKE

IIK 5.2 Ocy1iecTBisITh
TUTAHUPOBAHUE U
OpraHM3aIHI0
BBITIOJTHEHHS
MEPONPHUITHN 10 3aLTUTE
HHpOpPMAITUH

I'otoBUT OpraHu3allMOHHBIC
JOKyMEHTHI,
permamMeHTupyromnme padboTy 1o
3amuTe nHpopManun

Bengér yuer, 06paboTky,
XpaHeHue, nepeaay,
UCTIOJIb30BaHHE Pa3THYHBIX
HOCHTEJICH KOH(PUICHIIHAILHOM

TectupoBanue,

9K3aMeH KBaTU(PHUKAIMOHHBIH,
3KCIIEPTHOE HAOJIIOICHUE
BBIMOJTHEHHS JTA00OPATOPHBIX
pabor,

SKCTIEPTHOE HAOIIOICHUE
BBIMOJIHEHHS TIPAKTUUECKUX
pabor,

UHpOpMaIH
OLICHKA PeILECHHS CUTYyalluOHHBIX
Pa3pabareiBaeT
3ajad,
OpraHu3alMOHHO-
PACTIOPSTHTEbHbIE OLICHKA TIpOIIecca U pe3ysIbTaToB
JIOKYMEHTBI 10 3aIliTe BBINOJIHEHHS BUIOB paboT Ha
nH(pOpMAITUN Ha 00BEKTaX ITPAKTHKE
3aIIUTHI
[IK 5.3 BersBiares u IIpoBoaut ananus TectupoBanue,

aHaJM3UPOBATH
BO3MOJKHBIC YIPO3bI
UHPOPMALTUOHHON
0e30macHOCTH OOBEKTOB

YSI3BUMOCTEH CHCTEMBI 3aIUThI
UHpOpMAIUH

OnpenensieT NpUUMUHBL
BO3HUKHOBEHHS YTPO3
Oe3onmacHoOCTH

HaxonuT ysI3BUMOCTH CHCTEMBI
3alUTHl UHPOPMAIH
PazpabatsiBacT™MO 1M YTPO3
MOJEIIH yTPO3 00BEKTA
WHPOpPMAaTH3AIHN

9K3aMeH KBATU(PHUKAIMOHHBIH,
AKCIIEPTHOE HAOIIOIEHUE
BBITIOJTHEHHS J1a00paTOPHBIX
pabor,

AKCTIEpTHOE HAOII0ICHIE
BBITTOJIHEHUA MTPAKTHYCCKUX
pabor,

OIICHKAa pCHICHUA CUTYalIMOHHBIX
3ajad,

OIIEHKA Ipoliecca U Pe3yIbTaToB
BBIITOJIHEHUA BUIOB pa60T Ha
MPAKTUKE
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OK 09 ITonn30Bathcs
npodeccuoHaIbHON
JOKyMEHTanuei Ha
rOCYIapCTBEHHOM U
HHOCTPAHHOM SI3BIKaX

[TonumaeT TeKCThI Ha 6a30BbIE
po(heCcCUOHAIBHBIC TEMBI,
YYacTBYET B JAHAJOrax Ha
npoecCuoHaIbHBIE TEMBI
00OCHOBBIBACT M OOBSICHICT
CBOM JICHUCTBUSA, MUIIIECT
MPOCTHIC CBSA3HBIC COOOIICHUS
Ha TIpoeccroHaIbHBIC TEMBI

Tectupoanue,

9K3aMEH KBATU(UKAIMOHHBIH,
AKCTIepTHOE HAOII0IeHIE
BBITIOJTHEHHS 1a00paTOPHBIX
pabor,

JKCTIEpTHOE HAaOII0IeHIE
BBITIOJTHCHHS TTPAKTHYECKUX
paboT, OIeHKa peIIeHUs
CUTYaIlMOHHBIX 337ad,

OLIEHKA MpoLecca U Pe3yIbTaToB
BBITIOJTHEHHSI BUJIOB paboT Ha
MIPaKTHKE
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